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<RX�SUHVV�\RXU�WKXPE�WR�WKH�VFDQQHU�RQ�\RXU�L3KRQH����<RXU�ILQJHUV�
DUH� VZHDW\�� DQG� \RX� KRSH� WKH� VFDQQHU� ZLOO� QRW� UHDG� \RXU� ILQJHUSULQW�
FRUUHFWO\�� � 1RUPDOO\�� WKLV� PLVUHDGLQJ� RI� \RXU� WKXPE� LV� RQO\� D� PLQRU�
LQFRQYHQLHQFH��UHTXLULQJ�D�TXLFN�ZLSH�RQ�\RXU�VKLUW���7RGD\�WKRXJK��ZLWK�
WKH�RIILFHU�VWDQGLQJ�DW�\RXU�VKRXOGHU�WHOOLQJ�\RX�WR�WU\�DJDLQ�MXVW�DV�\RXU�
L3KRQH�WHOOV�\RX�WKH�VDPH��\RX�KRSH�LW�NHHSV�PDOIXQFWLRQLQJ���7KLV�WLPH��
KRZHYHU��WKH�SKRQH�XQORFNV��DQG�WKH�RIILFHU�WDNHV�WKH�SKRQH�DQG�KDQGV�LW�
WR� D� WHFKQLFLDQ�� <RX� IHHO� OLNH� \RXU� SULYDF\� KDV� EHHQ� YLRODWHG�� OLNH� \RX�
VKRXOG�QRW�KDYH�KDG�WR�KDQG�RYHU�HYHU\WKLQJ�LQ�\RXU�SKRQH���<RXU�WH[WV��
SLFWXUHV��QRWHV��$SSOH�DFFRXQW��DQG�FRXQWOHVV�RWKHU�SULYDWH�LWHPV�DUH�QRZ�
LQ�WKH�KDQGV�RI�WKH�JRYHUQPHQW���,I�\RX�KDG�XVHG�D�QRUPDO�SDVVZRUG��WKH�
RIILFHU� FRXOG� QRW� KDYH� IRUFHG� \RX� WR� XQORFN� LW� ZLWKRXW� D� ZDUUDQW���
&RPSXOVLRQ� WR� SURYLGH� \RXU� QRUPDO� SDVVZRUG� ZRXOG� KDYH� EHHQ�
SURWHFWHG� E\� WKH� )LIWK�$PHQGPHQW� SULYLOHJH� DJDLQVW� VHOI�LQFULPLQDWLRQ���
+RZHYHU��SURYLGLQJ�D�ELRPHWULF�SDVVZRUG� LV�QRW�SURWHFWHG�E\� WKH�)LIWK�
$PHQGPHQW�SULYLOHJH��

0RGHUQ� WHFKQRORJLHV�� VXFK� DV� $SSOH·V� 7RXFK� ,'� DQG� )DFH� ,'��
6DPVXQJ·V� ,ULV� 6FDQQHU�� DQG� HYHQ� ILQJHUSULQW� VFDQQHUV� RQ� WKH� DYHUDJH�
ODSWRS��FKDOOHQJH�WKH�WUDGLWLRQDO�UXOH�WKDW�ELRPHWULF�GDWD�LV�QRW�SURWHFWHG�
E\� WKH� )LIWK� $PHQGPHQW� SULYLOHJH��� � 7KHVH� UHFHQW� WHFKQRORJLHV� XVH� D�
SHUVRQ·V�ELRPHWULF�GDWD�LQ�D�GLIIHUHQW�FRQWH[W�WKDQ�LW�ZDV�WUDGLWLRQDOO\�XVHG�
EXW� LV�XVHG�QR�GLIIHUHQWO\� WKDQ� DQ� DOSKDQXPHULF�SDVVZRUG��� �+RZHYHU��
RQO\� FRPSXOVLRQ� RI� DOSKDQXPHULF� SDVVZRUGV� LV� SURWHFWHG� E\� )LIWK�
$PHQGPHQW� SULYLOHJH�� DQG� WKH� LQFUHDVLQJ� XVH� RI� ELRPHWULF� HQFU\SWLRQ�
QHFHVVLWDWHV� SURWHFWLRQ� RI� WKLV� QHZ� IRUP� RI� HQFU\SWLRQ� E\� WKH� SULYLOHJH�
DJDLQVW�VHOI�LQFULPLQDWLRQ��

�� 7KLV�LV�D�K\SRWKHWLFDO�VLWXDWLRQ�FUHDWHG�E\�WKH�DXWKRU�DQG�PLUURUV�QR�RWKHU�VRXUFH��
� 6HH�LQIUD�3DUW�,,,��SURYLGLQJ�WKH�DUJXPHQW�LQ�VXSSRUW�RI�H[WHQGLQJ�WKH�SULYLOHJH�DJDLQVW�
VHOI�LQFULPLQDWLRQ� WR� FRYHU� FRPSXOVLRQ� RI� D� SHUVRQ·V� ELRPHWULFV� WR� XQORFN� WKDW� SHUVRQ·V�
GHYLFH���
� 6HH�LQIUD�3DUW�,,�%��GLVFXVVLQJ�WKH�VLPLODULWLHV�EHWZHHQ�QRUPDO�HQFU\SWLRQ�DQG�ELRPHWULF�
HQFU\SWLRQ���
� 6HH�LQIUD�QRWH������SURYLGLQJ�DQ�H[DPSOH�RI�KRZ�DOSKDQXPHULF�SDVVZRUGV�DUH�SURWHFWHG�
DQG�KRZ�WKH�LQFUHDVLQJ�XVH�RI�ELRPHWULF�HQFU\SWLRQ�FUHDWHV�D�QHHG�IRU�LWV�SURWHFWLRQ�IURP�
FRPSXOVLRQ�RI�ELRPHWULF�SDVVZRUGV�E\�WKH�JRYHUQPHQW���
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7R�EH�SURWHFWHG�E\�WKH�SULYLOHJH��RQH�PXVW�EH�� ����FRPSHOOHG�E\�WKH�
JRYHUQPHQW������WR�JLYH�WHVWLPRQ\������WKDW�VHOI�LQFULPLQDWHV����&RXUWV�KDYH�
ORQJ�KHOG�WKDW�ELRPHWULF�GDWD�VXFK�DV�ILQJHUSULQWV��KDLU�VDPSOHV��DQG�YRLFH�
VDPSOHV�DUH�QRW�SURWHFWHG�E\� WKH�SULYLOHJH�EHFDXVH�SURYLGLQJ�ELRPHWULF�
GDWD�LV�QRW�WHVWLPRQLDO�LQ�QDWXUH����7KH�LGHD�ZDV��DQG�ODUJHO\�UHPDLQV��WKDW�
SURYLGLQJ� ELRPHWULF� GDWD� LV� PHUHO\� IRU� LGHQWLILFDWLRQ� SXUSRVHV��� � $V� D�
UHVXOW�� VRPH� FRXUWV� KDYH� UHFHQWO\� KHOG� WKDW� FRPSXOVLRQ� WR� SURYLGH�
ELRPHWULF�GDWD��VXFK�DV�ILQJHUSULQWV��WR�XQORFN�GHYLFHV�LV�QRW�SURWHFWHG�E\�
WKH�)LIWK�$PHQGPHQW�SULYLOHJH����)HZ�FRXUWV�KDYH�KHOG�WKDW�WKH�SULYLOHJH�
SURWHFWV�DJDLQVW�FRPSXOVLRQ�RI�ELRPHWULFV�WR�XQORFN�D�GHYLFH��

7KLV� 1RWH� SURSRVHV� D� FRPELQHG� DUJXPHQW� IRU� D� QHZ� GRFWULQH��
WHVWLPRQLDO�ELRPHWULFV��WKDW�D�GHIHQVH�DWWRUQH\�FDQ�XVH�LQ�FRXUW�WR�VZD\�WKH�
MXGJH� LQ� IDYRU� RI� H[WHQGLQJ� WKH�SULYLOHJH���� �:LWK� WKH� LQFUHDVLQJ�XVH�RI�
ELRPHWULF�HQFU\SWLRQ�RQ�DOO�NLQGV�RI�GHYLFHV��D�QHHG�H[LVWV�WR�H[WHQG�WKH�
SULYLOHJH�WR�SURWHFW�FRPSXOVLRQ�RI�ELRPHWULF�GHFU\SWLRQ���� �:LWKRXW�WKLV�

� 6HH�)LVKHU�Y��8QLWHG�6WDWHV������8�6�������������������H[SUHVVLQJ�WKH�WKUHH�HOHPHQWV�WKDW�
PXVW�EH�SUHVHQW�IRU�WKH�SULYLOHJH�WR�EH�SURSHUO\�LQYRNHG���
� 6HH��H�J�� 6FKPHUEHU�Y��&DOLIRUQLD������8�6�������������������KROGLQJ�WKDW�WKH�WDNLQJ�RI�D�
EORRG� VDPSOH� IURP�D� VXVSHFWHG�GUXQN�GULYHU� IRU� D� EORRG�DOFRKRO� WHVW�GLG�QRW� YLRODWH� WKH�
VXVSHFW·V�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ�EHFDXVH�LW�LV�QRW�WHVWLPRQLDO����6HH�DOVR�8QLWHG�
6WDWHV� Y��'LRQLVLR�� ����8�6�� ��� �� ������� �UXOLQJ� WKDW� FRPSXOVLRQ�RI�D�YRLFH� VDPSOH�GLG�QRW�
YLRODWH� WKH� SULYLOHJH� EHFDXVH� FRPSHOOHG� GLVSOD\� RI� LGHQWLILDEOH� SK\VLFDO� FKDUDFWHULVWLFV�
LQIULQJHV� QR� LQWHUHVW� SURWHFWHG� E\� WKH� SULYLOHJH� DJDLQVW� FRPSXOVRU\� VHOI�LQFULPLQDWLRQ���
8QLWHG� 6WDWHV� Y��:DGH������8�6�� ����� ���� ������� �ILQGLQJ� WKDW� EHLQJ� FRPSHOOHG� WR�GLVSOD\�
RQHVHOI�LQ�D�SROLFH�OLQHXS�GLG�QRW�YLRODWH�WKH�SULYLOHJH�EHFDXVH�LW�LV�QRW�JLYLQJ�WHVWLPRQ\���
� 6HH��H�J���6FKPHUEHU������8�6��DW����²����UHDVRQLQJ�WKDW�SURYLGLQJ�EORRG�IRU�WHVWLQJ�KDV�QR�
FRPPXQLFDWLYH�YDOXH�DQG��WKHUHIRUH��LV�QRW�WHVWLPRQLDO���'LRQLVLR������8�6��DW��²���H[SODLQLQJ�
WKDW�SURYLGLQJ�D�YRLFH�H[HPSODU�LV�D�W\SH�RI�YHUEDO�UHVSRQVH��EXW�LW�GRHV�QRW�FRPPXQLFDWH�
DQ\WKLQJ�EHFDXVH�LW�LV�RQO\�XVHG�IRU�LGHQWLILFDWLRQ�SXUSRVHV���:DGH������8�6��DW����²����VWDWLQJ�
WKDW�VWDQGLQJ�LQ�D�SROLFH�OLQHXS�GLG�QRW�FRPPXQLFDWH�DQ\WKLQJ�DQG�WKDW�LW�PHUHO\�GLVSOD\HG�
SK\VLFDO�FKDUDFWHULVWLFV�IRU�LGHQWLILFDWLRQ���
� 6HH� 6WDWH� Y�� 'LDPRQG�� ���� 1�:��G� ����� ���²��� �0LQQ�� &W�� $SS�� ������ �ILQGLQJ� WKDW�
SURYLGLQJ�D�ILQJHUSULQW�WR�XQORFN�D�GHYLFH�LV�QRW�WHVWLPRQLDO�DQG�WKHUHIRUH�QRW�SURWHFWHG�E\�
WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���&RPPRQZHDOWK�Y��%DXVW��1R��&5��������������:/�
����������DW����9D��&LU��&W��2FW�������������GHFLGLQJ�WKDW�FRPSXOVLRQ�RI�D�ILQJHUSULQW�WR�XQORFN�
D�GHYLFH�LV�QRW�SURWHFWHG�E\�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���
� 6HH�,Q�UH�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW������)��6XSS���G�����������²����1�'��,OO��������
�KROGLQJ� WKDW� FRPSXOVLRQ�RI� D� ILQJHUSULQW� WR�XQORFN�D�SHUVRQ·V�GHYLFH� LV� WHVWLPRQLDO� DQG��
WKHUHIRUH��SURWHFWHG�E\�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���,Q�WKH�0DWWHU�RI�WKH�6HDUFK�
RI�D�5HVLGHQFH�LQ�2DNODQG��&DO���1R�������������������:/���������DW��²���1�'��&DO��-DQ�����
������ �IROORZLQJ� WKH� H[DPSOH� VHW� LQ� ,Q� UH� $SSOLFDWLRQ� IRU� D� 6HDUFK�:DUUDQW� WKDW� SURYLGLQJ�
ELRPHWULFV�WR�XQORFN�D�GHYLFH�LV�SURWHFWHG�E\�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���
�� 6HH� LQIUD�3DUW�,,,� �SURSRVLQJ�DQ�DUJXPHQW� WKDW�D�GHIHQVH�DWWRUQH\�FDQ�XVH� LQ�FRXUW� WR�
DUJXH� LQ� IDYRU�RI�H[WHQGLQJ�WKH�SULYLOHJH� WR�FRYHU�FRPSXOVLRQ�RI�D�SHUVRQ·V�ELRPHWULFV� WR�
XQORFN�WKDW�SHUVRQ·V�GHYLFH���
�� 6HH� L3KRQH� ;�� $33/(� �6HSW�� ���� ������� KWWSV���ZZZ�DSSOH�FRP�LSKRQH�[��
>KWWS���SHUPD�FF�60+��9�+-@��GLVSOD\LQJ�WKH�L3KRQH�;·V�QHZ�WHFKQRORJ\�WR�XQORFN�DFFHVV�
WR� D� GHYLFH� XVLQJ� IDFLDO� UHFRJQLWLRQ�� )DFH� ,'��� � 7KLV� LV� WKH� ILUVW� $SSOH� SKRQH� VLQFH� WKH�
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SURWHFWLRQ�� WKH� SRVVLELOLW\� RI� JRYHUQPHQW� RYHUUHDFK� DQG� LQWUXVLRQ� LQWR�
LQGLYLGXDO�SULYDF\�ZLWK�WKH�LQFUHDVLQJ�SRSXODULW\�RI�ELRPHWULF�HQFU\SWLRQ�
LQFUHDVHV���

)LUVW��3DUW�,,�GLVFXVVHV�WKH�EDFNJURXQG�LQIRUPDWLRQ�QHFHVVDU\�WR�IXOO\�
XQGHUVWDQG� WKH� )LIWK� $PHQGPHQW� SULYLOHJH� DQG� HQFU\SWLRQ���� � 6HFRQG��
3DUW� ,,,� GHOYHV� LQWR� WKH� DQDO\VLV��ZKLFK� SURYLGHV� WKH� OLQHV� RI� UHDVRQLQJ�
QHFHVVDU\� WR� PDNH� WKH� DUJXPHQW� IRU� H[WHQGLQJ� WKH� SULYLOHJH� LQ� IXWXUH�
OLWLJDWLRQ���� � 1H[W�� 3DUW� ,9� FRQWULEXWHV� WKH� QHZ� GRFWULQH� RI� WHVWLPRQLDO�
ELRPHWULFV�� DGGUHVVHV� SRVVLEOH� FRXQWHUDUJXPHQWV� WR� WKH� GRFWULQH��
LQFOXGLQJ� LWV� OLPLWV�� DQG� OD\V� RXW� KRZ� D� GHIHQVH� DWWRUQH\� FDQ� XVH� LW���
)LQDOO\�� 3DUW� 9� FRQFOXGHV� WKH� 1RWH�� UHFDSSLQJ� ZK\� WKH� SURWHFWLRQ� LV�
QHHGHG���

,,� %$&.*5281'

8QGHUVWDQGLQJ�WKH�QHFHVVLW\�RI�H[WHQGLQJ�WKH�SULYLOHJH�DJDLQVW�VHOI�
LQFULPLQDWLRQ� WR� FRPSXOVLRQ� RI� D� SHUVRQ·V� ELRPHWULFV� WR� XQORFN� WKDW�
SHUVRQ·V�GHYLFH�UHTXLUHV�EDFNJURXQG�RI�WKH�SULYLOHJH��ZKDW�HQFU\SWLRQ�LV��
DQG� ZKDW� HQFU\SWLRQ� WUDGLWLRQDOO\� SURWHFWV���� � 3DUW� ,,�$� EHJLQV� ZLWK� D�

LQWURGXFWLRQ�RI�WKH��V�LQ������WR�QRW�XVH�$SSOH·V�VLJQDWXUH�7RXFK�,'���,G���+RZHYHU��$SSOH·V�
L3KRQH� �� DQG� �� 3OXV� UHWDLQ� WKDW� IHDWXUH�� � 6HH� L3KRQH� ��� $33/(� �2FW�� ���� �������
KWWSV���ZZZ�DSSOH�FRP�LSKRQH���VSHFV�� >KWWSV���SHUPD�FF��*�=�<88.@� �H[SODLQLQJ�
WKH� L3KRQH� �·V� FDSDELOLWLHV� DQG� IHDWXUHV��� � )XUWKHU�� ODSWRSV� FRQWLQXH� WR� XVH� ILQJHUSULQW�
VFDQQHUV�DV�DQ�DOWHUQDWLYH�WR�D�WUDGLWLRQDO�DOSKDQXPHULF�SDVVFRGH�WR�XQORFN�WKH�FRPSXWHU���
6HH� +3� (OLWHERRN�� +(:/(77� 3$&.$5'� KWWS���VWRUH�KS�FRP�XV�HQ�SGS�KS�HOLWHERRN�����
J��QRWHERRN�SF���FXVWRPL]DEOH�Z�U��DY�PE� >KWWS���SHUPD�FF�&�/)�('�'@� �SURYLGLQJ�
SURGXFW�VSHFLILFDWLRQV�IRU�WKH�+3�(OLWHERRN�ODSWRS���
�� 6HH�8OOPDQQ�Y��8QLWHG�6WDWHV������8�6����������²�����������GLVFXVVLQJ�KRZ�WKH�SULYLOHJH�
ZDV�FUHDWHG�DQG�DGGHG�WR�WKH�&RQVWLWXWLRQ��LQ�SDUW��WR�SUHYHQW�WKH�RYHUUHDFK�RI�JRYHUQPHQW���
�� 6HH�LQIUD�3DUWV�,,�$��,,�%��,,�&�	�,,�'��H[SODLQLQJ�WKH�EDFNJURXQG�WR�WKH�SULYLOHJH�DJDLQVW�
VHOI�LQFULPLQDWLRQ��FDVHV�WKDW�KDYH�DSSOLHG�WKH�SULYLOHJH�WR�ELRPHWULFV��DQG�KRZ�HQFU\SWLRQ�
ZRUNV���
�� 6HH�LQIUD�3DUW�,,,��OD\LQJ�RXW�WKH�DUJXPHQW�LQ�VXSSRUW�RI�H[WHQGLQJ�WKH�SULYLOHJH�WR�SURWHFW�
WKH�FRPSXOVLRQ�RI�ELRPHWULFV�WR�XQORFN�D�SHUVRQ·V�GHYLFH���
�� 6HH�LQIUD�3DUWV�,9�$�	�,9�%��
�� 6HH�LQIUD�3DUW�9��
�� 6HH� LQIUD�3DUWV� ,,�$�� ,,�%�� ,,�&�	� ,,�'�� � 7KLV�1RWH� IRFXVHV� DOPRVW� HQWLUHO\� RQ� WKH� )LIWK�
$PHQGPHQW�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���6HH�LQIUD�3DUWV�,,��,,,�	�,9��FRYHULQJ�WKH�)LIWK�
$PHQGPHQW�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ�DQG�WKH�WHVWLPRQLDO�ELRPHWULFV�GRFWULQH�WKDW�
QHHGV�WR�EH�DUJXHG�WR�H[WHQG�WKH�SULYLOHJH����+RZHYHU��LW�LV�ZRUWK�QRWLQJ�D�IHZ�LQVWDQFHV�LQ�
ZKLFK�WKH�6XSUHPH�&RXUW�UHFRJQL]HG�WKDW�WKH�GHYHORSPHQW�RI�QHZ�WHFKQRORJLHV�FRXOG�UHVXOW�
LQ�WKH�JRYHUQPHQW�LQIULQJLQJ�RQ�LQGLYLGXDO�SULYDF\�LQWHUHVWV���6HH��H�J���&DUSHQWHU�Y��8QLWHG�
6WDWHV������6��&W���������������ILQGLQJ�WKDW�XVLQJ�FHOO�SKRQH�ORFDWLRQ�GDWD�WR�WUDFN�D�VXVSHFW��
ZLWKRXW�D�ZDUUDQW��LQYDGHV�WKH�VXVSHFW·V�UHDVRQDEOH�H[SHFWDWLRQ�RI�SULYDF\�LQ�KLV�SK\VLFDO�
PRYHPHQWV���5LOH\�Y��&DOLIRUQLD������6��&W���������������KROGLQJ�WKDW�RIILFHUV�QHHG�D�ZDUUDQW�
WR�VHDUFK�D�FHOO�SKRQH�GXULQJ�D�WUDIILF�VWRS�� .\OOR�Y��8QLWHG�6WDWHV������8�6�������������KROGLQJ�
WKDW�WKH�ZDUUDQWOHVV�VFDQQLQJ�RI�D�VXVSHFW·V�KRXVH�ZLWK�DQ�LQIUDUHG�FDPHUD�WR�GHWHUPLQH�LI�D�
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KLVWRU\�RI�ZKDW�WKH�SULYLOHJH�LV�DQG�KRZ�LW�KDV�EHHQ�DSSOLHG�E\�FRXUWV�VLQFH�
LWV�DGRSWLRQ�LQ�WKH�&RQVWLWXWLRQ�����3DUW�,,�%�GLVFXVVHV�ZKDW�HQFU\SWLRQ�LV�
DQG�KRZ�LW�ZRUNV���� �7KH�GLVFXVVLRQ�RI�HQFU\SWLRQ�DOVR�FRYHUV�ELRPHWULF�
HQFU\SWLRQ�����1H[W��3DUW�,,�&�SURYLGHV�DQ�RYHUYLHZ�RI�ZKDW�WKH�SULYLOHJH�
WUDGLWLRQDOO\�GRHV�QRW�SURWHFW���� �/DVW��3DUW�,,�'�JLYHV�H[DPSOHV�LQ�ZKLFK�
FRXUWV�SURYHG�ZLOOLQJ�WR�H[SDQG�WKH�SULYLOHJH��DV�ZHOO�DV�LQFRUSRUDWH�WKH�
)RXUWK� $PHQGPHQW� SURWHFWLRQ� DJDLQVW� XQUHDVRQDEOH� VHDUFKHV� DQG�
VHL]XUHV���

$�� 3ULYLOHJH�$JDLQVW�6HOI�,QFULPLQDWLRQ�

)LUVW�� LW� LV� YLWDO� WR� XQGHUVWDQG� ZKDW� WKH� SULYLOHJH� DJDLQVW� VHOI�
LQFULPLQDWLRQ� LV� DQG� LWV� KLVWRU\� EHIRUH� GLVFXVVLQJ� ZK\� LW� VKRXOG� EH�
H[WHQGHG�WR�FRYHU�ELRPHWULF�HQFU\SWLRQ�����7KH�)UDPHUV�RI�WKH�&RQVWLWXWLRQ�
LQFOXGHG�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ�DV�WKH�WKLUG�FODXVH�RI�WKH�
)LIWK� $PHQGPHQW���� � 7KH� FODXVH� VWDWHV� WKDW� ´QR� SHUVRQ�������VKDOO� EH�

GUXJ� IDUP� ZDV� SUHVHQW� YLRODWHG� WKH� )RXUWK� $PHQGPHQW� SURWHFWLRQ� IURP� XQUHDVRQDEOH�
VHDUFKHV� DQG� VHL]XUHV��� �&DVHV� OLNH�.\OOR��&DUSHQWHU�� DQG�5LOH\� VKRZ� WKH� 6XSUHPH�&RXUW·V�
ZLOOLQJQHVV� WR� H[WHQG� SULYDF\� GRFWULQHV� LQ� WKH� IDFH� RI� QHZ� WHFKQRORJLHV� WKDW� FDQ� DOORZ�
JRYHUQPHQW�RYHUUHDFK���6HH�.\OOR������8�6��DW�����GLVFXVVLQJ�WKH�DGYDQFHPHQWV�LQ�WHFKQRORJ\�
WKDW�DIIHFW�KRZ�WKH�)RXUWK�$PHQGPHQW�LV�DSSOLHG���
�� 6HH�LQIUD�3DUW�,,�$��
�� 6HH�LQIUD�3DUW�,,�%��
�� 6HH�LQIUD�3DUW�,,�%��
�� 6HH�LQIUD�3DUW�,,�&��
�� 6HH�LQIUD�3DUW�,,�'��
�� 6HH�LQIUD�QRWHV���²����
�� 6HH�8�6� &2167��DPHQG��9�� �6HH�DOVR�'HYHORSPHQW�DQG�6FRSH�� �6HOI�,QFULPLQDWLRQ�� -867,$��
KWWSV���ODZ�MXVWLD�FRP�FRQVWLWXWLRQ�XV�DPHQGPHQW�������VHOI�LQFULPLQDWLRQ�KWPO�
>KWWSV���SHUPD�FF�51�%�.�33@��SURYLGLQJ�WKH�KLVWRU\�RI�WKH�SULYLOHJH�DQG�LWV�VFRSH����3ULRU�
WR�LWV�LQFOXVLRQ�LQ�WKH�8QLWHG�6WDWHV�&RQVWLWXWLRQ��VL[�VWDWHV�DOUHDG\�LQFOXGHG�WKH�SULYLOHJH�LQ�
WKHLU� RZQ� FRQVWLWXWLRQV�� � ,G�� � +RZHYHU�� WKH� RULJLQ� RI� WKH� SULYLOHJH� SUHGDWHV� WKHVH� VWDWH�
FRQVWLWXWLRQV�VLJQLILFDQWO\���6HH�LG���GHVFULELQJ�WKH�VHYHQWHHQWK�FHQWXU\�(QJOLVK�URRWV�RI�WKH�
SULYLOHJH� DJDLQVW� VHOI�LQFULPLQDWLRQ��� �'HEDWH� H[LVWV� VXUURXQGLQJ� WKH�SULYLOHJH·V� DUULYDO� LQ�
FRORQLDO�$PHULFD���6HH�LG���H[SODLQLQJ�WKH�IHZ�LQVWDQFHV�RI�WKH�SULYLOHJH�SULRU�WR�WKH�$PHULFDQ�
5HYROXWLRQ����7KHUH�LV�DOVR�GHEDWH�RQ�KRZ�WKH�SULYLOHJH�URVH�WR�SURPLQHQFH���6HH�/(21$5'�:�
/(9<� 25,*,16�2)�7+(�),)7+�$0(1'0(17� 7+(�5,*+7�$*$,167�6(/)�,1&5,0,1$7,21��������
�H[SRXQGLQJ�WKH�SULYLOHJH·V�RULJLQ�DQG�LWV�XVH�GXULQJ�DFFXVDWRULDO�DQG�LQTXLVLWRULDO�FULPLQDO�
SURFHHGLQJV�LQ�(QJODQG·V�6WDU�&KDPEHU�DQG�+LJK�&RPPLVVLRQ����6HH�DOVR�-RKQ�)DELDQ�:LW��
0DNLQJ�WKH�)LIWK���7KH�&RQVWLWXWLRQDOL]DWLRQ�RI�$PHULFDQ�6HOI�,QFULPLQDWLRQ�'RFWULQH������²������
�� 7(;� /� 5(9� ��� ������ �GLVFXVVLQJ�WKH�QHZ�VFKRODUVKLS�WKDW�OHG�WR�WKH�QHZ�EHOLHI�WKDW�WKH�
SULYLOHJH�ZDV�ERUURZHG� IURP�PHGLHYDO� DQG�5HQDLVVDQFH�(XURSH��� -RKQ�+��/DQJEHLQ��7KH�
+LVWRULFDO�2ULJLQV�RI�WKH�3ULYLOHJH�$JDLQVW�6HOI�,QFULPLQDWLRQ�DW�&RPPRQ�/DZ�����0,&+� /� 5(9�
����� ������� �DVVHUWLQJ� WKDW� WKH�SULYLOHJH�JDLQHG�SURPLQHQFH� LQ� WKH�ODWH�HLJKWHHQWK�FHQWXU\�
ZLWK�WKH�ULVH�RI�DGYHUVDULDO�V\VWHPV�RI�FULPLQDO�SURFHGXUH����%RWK�/DQJEHLQ�DQG�/HY\�SURYLGH�
LQWHUHVWLQJ� KLVWRULFDO� DSSURDFKHV� WR� WKH� RULJLQ� RI� WKH� SULYLOHJH� WKDW� FDQ� KHOS� IXUWKHU�
XQGHUVWDQG�WKH�SULYLOHJH·V� UROH� LQ�$PHULFDQ� MXULVSUXGHQFH�� �&RPSDUH� LG�� �DUJXLQJ� WKDW� WKH�
SULYLOHJH·V� SURPLQHQFH� FRLQFLGHG� ZLWK� WKH� WUDQVLWLRQ� WR� DGYHUVDULDO� V\VWHPV� RI� FULPLQDO�
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FRPSHOOHG� LQ� DQ\� FULPLQDO� FDVH� WR� EH� D� ZLWQHVV� DJDLQVW� KLPVHOI�µ��� � $�
VLPSOH� VWDWHPHQW� LQ� WKHRU\�� DSSO\LQJ� WKH� SULYLOHJH� SURYHG� IDU� PRUH�
GLIILFXOW� LQ� SUDFWLFH� DIWHU� LWV� LQFOXVLRQ� LQ� WKH� &RQVWLWXWLRQ���� � -DPHV�
0DGLVRQ�� WKH�PDLQ�SURSRQHQW�DQG�GUDIWHU�RI� WKH�SULYLOHJH��SURYLGHG�QR�
H[SODQDWLRQ�RI�LWV�IXQGDPHQWDO�SXUSRVH�RU�VFRSH��DQG�LW�ZDV�VXEVHTXHQWO\�
OHIW�WR�WKH�6XSUHPH�&RXUW�WR�LQWHUSUHW���

2YHU� WKH� IROORZLQJ� FHQWXULHV�� WKH� 6XSUHPH�&RXUW� DQG� ORZHU� FRXUWV�
IDFHG� WKH� WDVN� RI� LQWHUSUHWLQJ� WKH� VFRSH� DQG� LPSOHPHQWDWLRQ� RI� WKH�
SULYLOHJH�PDQ\�WLPHV�����,QGHHG��SULRU�WR�WKH�UDWLILFDWLRQ�RI�WKH�)RXUWHHQWK�
$PHQGPHQW� DQG� WKH� )LIWK� $PHQGPHQW·V� LQFRUSRUDWLRQ� LQ� ������ WKH�
SULYLOHJH�RQO\�DSSOLHG�WR�IHGHUDO�FULPLQDO�SURFHHGLQJV�����'HVSLWH�WKLV��ODWH�

SURFHGXUH���ZLWK�/(9<��SURSRXQGLQJ�WKDW�WKH�SULYLOHJH�DURVH�IURP�WKH�UHVLVWDQFH�WR�(QJODQG·V�
XVH�RI�WKH�6WDU�&KDPEHU�DQG�+LJK�&RPPLVVLRQ�LQ�FULPLQDO�SURFHHGLQJV�����
��� 8�6� &2167� DPHQG��9���6HH�DOVR�)LIWK�$PHQGPHQW���$Q�2YHUYLHZ��&251(//�81,9� /� 6&+���
KWWSV���ZZZ�ODZ�FRUQHOO�HGX�ZH[�)LIWKB$PHQGPHQW� �VWDWLQJ� WKDW� WKH� SULYLOHJH� SURWHFWV�
FULPLQDO�GHIHQGDQWV�DQG�ZLWQHVVHV�IURP�EHLQJ�FRPSHOOHG�WR�SURYLGH�WHVWLPRQ\�WKDW�ZRXOG�
LQFULPLQDWH�WKHPVHOYHV���
�� 6HH�$NKLO�5HHG�$PDU�	�5HQHH�%��/HWWRZ��)LIWK�$PHQGPHQW� )LUVW�3ULQFLSOHV�� � 7KH� 6HOI�
,QFULPLQDWLRQ�&ODXVH���� 0,&+� /� 5(9� ��� ��������´7KH�6HOI�,QFULPLQDWLRQ�&ODXVH�RI�WKH�)LIWK�
$PHQGPHQW�LV�DQ�XQVROYHG�ULGGOH�RI�YDVW�SURSRUWLRQV��D�*RUGLDQ�NQRW�LQ�WKH�PLGGOH�RI�RXU�
%LOO�RI�5LJKWV�µ��� �6HH�DOVR�5RQDOG� -��$OOHQ�	�0��.ULVWLQ�0DFH��7KH�6HOI�,QFULPLQDWLRQ�&ODXVH�
([SODLQHG� DQG� ,WV� )XWXUH� 3UHGLFWHG�� �� -� &5,0� /� 	 &5,0,12/2*<� ���� ������� �´7HVWLPRQ\��
KRZHYHU��KDV�QHYHU�EHHQ�GHILQHG�FOHDUO\�DQG�LV�WKH�VRXUFH�RI�WKH�UHPDLQLQJ�XQSUHGLFWDELOLW\�
LQ�WKH�IXWXUH�RI�WKH�)LIWK�$PHQGPHQW�µ�� $OEHUW�:��$OVFKXOHU��$�3HFXOLDU�3ULYLOHJH�LQ�+LVWRULFDO�
3HUVSHFWLYH���7KH�5LJKW�WR�5HPDLQ�6LOHQW����0,&+�/�5(9� ���� ������ �´6XSUHPH�&RXUW�GHFLVLRQV�
KDYH�YDFLOODWHG�EHWZHHQ�WZR�LQFRPSDWLEOH�UHDGLQJV�RI�WKH�)LIWK�$PHQGPHQW�JXDUDQWHH�WKDW�
QR�SHUVRQ�¶VKDOO�EH�FRPSHOOHG�LQ�DQ\�FULPLQDO�FDVH�WR�EH�D�ZLWQHVV�DJDLQVW�KLPVHOI�·µ��FLWDWLRQ�
RPLWWHG��� &RPSDUH�)LVKHU�Y��8QLWHG�6WDWHV������8�6��������������KROGLQJ�WKDW�FRPSHOOLQJ�D�
WD[SD\HU�WR�SURGXFH�GRFXPHQWV�PDGH�E\�KHU�DFFRXQWDQWV�LV�QRW�WHVWLPRQLDO�LQ�QDWXUH���ZLWK�
8QLWHG�6WDWHV�Y��'RH������8�6��������������UHFRJQL]LQJ�WKDW�WKH�DFW�RI�SURGXFLQJ�GRFXPHQWV�
FUHDWHG� E\� WKH� VXVSHFW� RU� GHIHQGDQW� PD\� EH� SULYLOHJHG� GHSHQGLQJ� RQ� WKH� IDFWV� RI� WKH�
SDUWLFXODU�FDVH��
�� 6HH�8OOPDQQ�Y��8QLWHG�6WDWHV������8�6��������������LQWHUSUHWLQJ�WKH�LQWHQW�RI�WKH�SULYLOHJH�
DQG�LWV�LPSRUWDQFH�LQ�FRQVWLWXWLRQDO�MXULVSUXGHQFH���+RIIPDQ�Y��8QLWHG�6WDWHV������8�6�������
������������UHLWHUDWLQJ�WKDW�WKH�SULYLOHJH�PXVW�EH�OLEHUDOO\�FRQVWUXHG�´LQ�IDYRU�RI�WKH�ULJKW�LW�
ZDV�LQWHQGHG�WR�VHFXUHµ��FLWLQJ�&RXQVHOPDQ�Y��+LWFKFRFN������8�6����������������������6HH�DOVR�
8QLWHG�6WDWHV�Y��+XEEHOO������8�6�������������KROGLQJ�WKDW�WKH�SULYLOHJH�LV�LQYRNHG�WKURXJK�
WKH� WHVWLPRQ\� ´LQKHUHQW� LQ� WKH� DFW� RI� SURGXFLQJµ� GRFXPHQWV��� $QGUHZ� -�� 0�� %HQW]�� 7KH�
2ULJLQDO�3XEOLF�0HDQLQJ�RI�WKH�)LIWK�$PHQGPHQW�DQG�3UH�0LUDQGD�6LOHQFH�����9$� /� 5(9� ���� ���
������� �´8QIRUWXQDWHO\�� WKHUH� LV� QR� HYLGHQFH� RI� 0DGLVRQ·V� PRWLYDWLRQV� IRU� FKDQJLQJ� WKH�
W\SLFDO�SKUDVLQJ�RI�WKH�ULJKW���+H�VDLG�QRWKLQJ�GXULQJ�KLV�SUHVHQWPHQW�RI�WKH�DPHQGPHQWV�
DERXW�WKH�ULJKW�DJDLQVW�VHOI�LQFULPLQDWLRQ�µ����
�� 6HH�FDVHV� FLWHG� VXSUD�QRWH���� �JLYLQJ�H[DPSOHV�RI� FDVHV� LQ�ZKLFK� WKH�6XSUHPH�&RXUW�
LQWHUSUHWHG�WKH�LQWHQW�RI�WKH�SULYLOHJH�RU�LPSOHPHQWHG�LW����6HH�DOVR�8QLWHG�6WDWHV�Y��.LUVFKQHU��
����)��6XSS���G������(�'��0LFK���������UXOLQJ�WKDW�D�VXESRHQD�UHTXLULQJ�GHIHQGDQW�WR�GLVFORVH�
DOO�GHYLFH�SDVVZRUGV�YLRODWHG�WKH�SULYLOHJH���
�� 6HH� ,QFRUSRUDWLRQ� 'RFWULQH�� &251(//� 81,9� /� 6&+��� KWWSV���ZZZ�ODZ�FRUQHOO�HGX��
ZH[�LQFRUSRUDWLRQBGRFWULQH� �VWDWLQJ� WKDW� WKH� )LIWK� $PHQGPHQW� KDV� EHHQ� SDUWLDOO\�
LQFRUSRUDWHG��ZLWK�WKH�ULJKW�WR�DQ�LQGLFWPHQW�E\�D�JUDQG�MXU\�QRW�\HW�LQFRUSRUDWHG����,QGHHG��
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LQ�WKH�QLQHWHHQWK�FHQWXU\�WKH�6XSUHPH�&RXUW�EHJDQ�H[SDQGLQJ�WKH�VFRSH�
RI�WKH�SULYLOHJH���

&RXQVHOPDQ�Y��+LWFKFRFN�XVKHUHG� LQ� WKH�H[WHQVLRQ�RI� WKH�SULYLOHJH� WR�
ZLWQHVVHV� LQ� FULPLQDO� SURFHHGLQJV���� � 3ULRU� WR�&RXQVHOPDQ�� WKH� SULYLOHJH�
JHQHUDOO\� DSSOLHG� RQO\� WR� FULPLQDO� GHIHQGDQWV���� � $� ZLWQHVV�� QRW� WKH�
GHIHQGDQW��DW�WULDO�ZDV�DW�ULVN�RI�LQFULPLQDWLQJ�KHUVHOI�ZKLOH�WHVWLI\LQJ�DV�D�
ZLWQHVV� GXULQJ� D� VHSDUDWH� SURFHHGLQJ���� � (YHQ� LI� D�ZLWQHVV� WHVWLILHG� RQ�
EHKDOI� RI� WKH� SURVHFXWLRQ�� VKH� FRXOG� RSHQ� KHUVHOI� XS� WR� SURVHFXWLRQ�
WKURXJK�KHU�SRVVLEO\� VHOI�LQFULPLQDWLQJ� WHVWLPRQ\���� � ,Q�&RXQVHOPDQ�� WKH�
&RXUW�IRXQG�WKDW�WKH�SULYLOHJH�DSSOLHG�WR�ERWK�FULPLQDO�GHIHQGDQWV��DV�ZHOO�

WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ�GLG�QRW�EHFRPH�LQFRUSRUDWHG�XQWLO������LQ�0DOOR\�Y��
+RJDQ�� � 6HH�0DOOR\� Y�� +RJDQ�� ���� 8�6�� �� ������� �KROGLQJ� WKDW� WKH� SULYLOHJH� DJDLQVW� VHOI�
LQFULPLQDWLRQ�LV�LQFRUSRUDWHG�E\�WKH�)RXUWHHQWK�$PHQGPHQW�DQG�DSSOLHV�WR�WKH�VWDWHV����6HH
+RQ��-RVHSK�5��:HLVEHUJHU��7KH�6HOHFWLYH�,QFRUSRUDWLRQ�3URFHVV�DQG�-XGLFLDO�$FWLYLVP���� 5�,� %�-��
0DU�²$SU��������DW ������²����´,Q�7ZLQLQJ�Y��1HZ�-HUVH\������8�6�������������WKH�&RXUW�KHOG�WKH�
)LIWK�$PHQGPHQW�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ�ZDV�QRW�ELQGLQJ�XSRQ�WKH�VWDWHV��������,Q�
0DOOR\�Y��+RJDQ������8�6�����������WKH�)LIWK�$PHQGPHQW�ULJKW�DJDLQVW�VHOI�LQFULPLQDWLRQ�ZDV�
LQFRUSRUDWHG�µ����6HH�DOVR 0DOOR\������8�6��DW����´:H�KROG�WRGD\�WKDW�WKH�)LIWK�$PHQGPHQW·V�
H[FHSWLRQ� IURP� FRPSXOVRU\� VHOI�LQFULPLQDWLRQ� LV� DOVR� SURWHFWHG� E\� WKH� )RXUWHHQWK�
$PHQGPHQW�DJDLQVW�DEULGJPHQW�E\�WKH�6WDWHV�µ���
�� 6HH��H�J�� &RXQVHOPDQ�Y��+LWFKFRFN������8�6�������������������H[WHQGLQJ�WKH�SULYLOHJH�WR�
FRYHU�ZLWQHVVHV�DQG�QRW�MXVW�FULPLQDO�GHIHQGDQWV�DV�WKH�SULYLOHJH�KDG�LQ�WKH�SDVW���
�� 6HH�LG���KROGLQJ�WKDW�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ�H[WHQGV�WR�ZLWQHVVHV�DV�ZHOO�
DV� FULPLQDO� GHIHQGDQWV��� � 7KH� 1RUWKHUQ� 'LVWULFW� RI� ,OOLQRLV� LVVXHG� D� VXESRHQD� UHTXLULQJ�
&RXQVHOPDQ� WR� DSSHDU� LQ� FRXUW� DV� D�ZLWQHVV�� � ,G�� DW� ���²���� � &RXQVHOPDQ� DSSHDUHG� DQG�
UHIXVHG�WR�DQVZHU�VHYHUDO�TXHVWLRQV�DVNHG�RI�KLP�E\�WKH�FRXUW���,G���8SRQ�KLV�UHIXVDO��KH�ZDV�
RUGHUHG� WR� VKRZ� FDXVH� IRU� ZK\� KH� UHIXVHG� WR� DQVZHU�� � ,G�� DW� ����� � 7KH� FRXUW� IRXQG� KLV�
UHVSRQVLYH�UHDVRQV�LQVXIILFLHQW��DQG�KH�DSSHDUHG�DJDLQ�WR�DQVZHU�PRUH�TXHVWLRQV���,G��DW����²
�����$IWHU�UHIXVLQJ�WR�DQVZHU�PRUH�TXHVWLRQV��KH�ZDV�IRXQG�LQ�FRQWHPSW�DQG�KHOG�LQ�FXVWRG\�
E\�8�6��0DUVKDO�+LWFKFRFN�XQWLO�KH�DQVZHUHG�WKH�TXHVWLRQV���,G��DW�������+H�WKHQ�FKDOOHQJHG�
WKH�FRQWHPSW�RUGHU���,G��DW������
�� 6HH�JHQHUDOO\�67(9(1�0� 6$/.<�	 3$8/�%� +<1(6��-5���7+(�35,9,/(*(�2)�6,/(1&(� ),)7+�
$0(1'0(17� 3527(&7,216� $*$,167� 6(/)�,1&5,0,1$7,21� � ������� �QRWLQJ� WKDW� DIWHU�
UDWLILFDWLRQ��WKH�FRXUWV�LQLWLDOO\�XQGHUVWRRG�WKH�DPHQGPHQW�WR�VLPSO\�DIILUP�WKH�FRPPRQ�
ODZ� SURWHFWLRQV� DIIRUGHG� GHIHQGDQWV� DJDLQVW� LPSURSHU� PHWKRGV� XVHG� IRU� JDLQLQJ�
FRQIHVVLRQV���
�� 6HH�LG���H[SODLQLQJ�WKDW�WKH�SULYLOHJH�ZDV�RULJLQDOO\�RQO\�WKRXJKW�WR�DIILUP�FRPPRQ�ODZ�
SULQFLSOHV� WKDW� RQO\� GHIHQGDQWV�ZHUH� SURWHFWHG� IURP� IRUFHG� VHOI�LQFULPLQDWLRQ��� � 6HH� DOVR�
&RXQVHOPDQ�� ����8�6�� DW� ���� �GLVFXVVLQJ� KRZ�1HZ� <RUN·V� YHU\� VLPLODU� VWDWH� FRQVWLWXWLRQ�
SULYLOHJH�ZDV�LQWHUSUHWHG�E\�1HZ�<RUN�FRXUWV�WR�RQO\�SURWHFW�FULPLQDO�GHIHQGDQWV���
�� 6HH�&RXQVHOPDQ������8�6��DW������SURYLGLQJ�WKDW�ZLWQHVVHV�DQG�FULPLQDO�GHIHQGDQWV�DUH�
JLYHQ� WRWDO� WUDQVDFWLRQDO� LPPXQLW\� IURP� IXWXUH� SURVHFXWLRQ� EHFDXVH� RI� WKHLU� WHVWLPRQ\����
2ULJLQDOO\��&RXQVHOPDQ�UHTXLUHG�IXOO�´WUDQVDFWLRQDOµ�LPPXQLW\��PHDQLQJ�WKDW�WKH�ZLWQHVV�RU�
GHIHQGDQW�LQ�D�FULPLQDO�SURFHHGLQJ�FRXOG�QRW�EH�WKH�VXEMHFW�RI�IXWXUH�SURVHFXWLRQ�GXH�WR�DQ\�
SDUW� RI� KHU� WHVWLPRQ\�� � 6HH� LG�� �KROGLQJ� WKDW� ZLWQHVVHV� DQG� FULPLQDO� GHIHQGDQWV� UHFHLYH�
FRPSOHWH�LPPXQLW\�IURP�VHOI�LQFULPLQDWLQJ�WHVWLPRQ\���$PDU�	�/HWWRZ��VXSUD�QRWH�����DW�����
�H[SRXQGLQJ� KRZ� &RXQVHOPDQ� DIIHFWHG� WKH� OHYHO� RI� LPPXQLW\� ZLWQHVVHV� DQG� GHIHQGDQWV�
UHFHLYH��� �+RZHYHU��IXOO�WUDQVDFWLRQDO�LPPXQLW\�ZDV�ODWHU�RYHUWXUQHG�LQ�.DVWLJDU�Y��8QLWHG�
6WDWHV� 6HH�.DVWLJDU�Y��8QLWHG�6WDWHV������8�6����������²�����������

Valparaiso University Law Review, Vol. 53, No. 2 [2019], Art. 5

https://scholar.valpo.edu/vulr/vol53/iss2/5



����@� &RPSXOVLRQ�RI�%LRPHWULFV� ����

DV� ZLWQHVVHV� LQ� D� FULPLQDO� SURFHHGLQJ���� � 'HVSLWH� WKLV� H[WHQVLRQ�� WKH�
6XSUHPH�&RXUW�GLG�QRW�FUHDWH�DQ\�NLQG�RI�VXUHILUH�ZD\�RI�DSSO\LQJ�WKH�
SULYLOHJH�WR�D�VHW�RI�IDFWV�����7KDW�NLQG�RI�DQDO\VLV�ZRXOG�QRW�FRPH�DORQJ�
XQWLO� QHDU� WKH� HQG�RI� WKH� WZHQWLHWK� FHQWXU\���� � 6WLOO�� WKH� 6XSUHPH�&RXUW�
FRQWLQXHG�WR�H[SDQG�WKH�VFRSH�RI�SULYLOHJH���

%ODX�Y��8QLWHG�6WDWHV� UHLWHUDWHG� WKDW� WKH�SULYLOHJH�QRW�RQO\�SURWHFWHG�
WHVWLPRQ\� WKDW� ZRXOG� LWVHOI� VXSSRUW� D� FRQYLFWLRQ� EXW� DOVR� SURWHFWHG�
WHVWLPRQ\�WKDW�OHG�WR�D�´OLQN�LQ�WKH�FKDLQ�RI�HYLGHQFH�QHHGHGµ�WR�VXSSRUW�
D�FRQYLFWLRQ���� �7KH�&RXUW�XVHG�WKDW�FDVH�WR�HODERUDWH�RQ�WKLV�GRFWULQH���
%ODX�ILUPO\�ODLG�RXW�WKDW�WKH�SULYLOHJH�SURWHFWHG�ERWK�FRPSHOOHG�UHVSRQVHV�
WKDW� GLUHFWO\� VXSSRUWHG� FRQYLFWLRQ� DQG� DQ\� UHVSRQVH� WKDW� ZDV� DQ�
HYLGHQWLDU\� OLQN� WKDW� VXSSRUWHG� FRQYLFWLRQ���� � 'XULQJ� WKH� WZHQWLHWK�
FHQWXU\�WKH�6XSUHPH�&RXUW�QRW�RQO\�SURYLGHG�PRUH�FRQWH[W�DV�WR�ZKDW�WKH�
SULYLOHJH�GLG�DQG�GLG�QRW�SURWHFW�EXW�DOVR�H[SRXQGHG�RQ�ZKDW�LW�EHOLHYHG�
WKH�SULYLOHJH·V�LQWHQW�ZDV���

�� 6HH�&RXQVHOPDQ������8�6��DW����²��� �´,W� LV�EURDGO\�FRQWHQGHG�������WKDW�D�ZLWQHVV�LV�QRW�
HQWLWOHG�WR�SOHDG�WKH�SULYLOHJH�RI�VLOHQFH��H[FHSW�LQ�D�FULPLQDO�FDVH�DJDLQVW�KLPVHOI��EXW�VXFK�
LV�QRW�WKH�ODQJXDJH�RI�WKH�FRQVWLWXWLRQ���,WV�SURYLVLRQ�LV�WKDW�QR�SHUVRQ�VKDOO�EH�FRPSHOOHG�LQ�
DQ\�FULPLQDO�FDVH�WR�EH�D�ZLWQHVV�DJDLQVW�KLPVHOI�µ���
�� 6HH�LG� DW������UHVWULFWLQJ�WKH�DQDO\VLV�WR�RQO\�ZKHWKHU�WKH�SULYLOHJH�H[WHQGV�WR�ZLWQHVVHV�
DQG�QRW�SURYLGLQJ�D�WHVW�IRU�KRZ�WR�DSSO\�WKH�SULYLOHJH�WR�DQ\�VHW�RI�IDFWV���
�� 6HH� )LVKHU� Y�� 8QLWHG� 6WDWHV�� ���� 8�6�� ����� ���� ������� �SURYLGLQJ� D� WKUHH�SDUW� WHVW� WR�
GHWHUPLQH�ZKHWKHU�WKH�SULYLOHJH�DSSOLHV�WR�WKH�GLVFORVXUH�WKH�JRYHUQPHQW�VHHNV�WR�FRPSHO����
�� 6HH�%ODX�Y��8QLWHG�6WDWHV������8�6�������������������SURWHFWLQJ�UHVSRQVHV�WKDW�PD\�QRW�
GLUHFWO\� VXSSRUW� D� FRQYLFWLRQ� EXW� ZHUH� SDUWV� RI� WKH� FKDLQ� RI� HYLGHQFH� WKDW� VXSSRUWHG� D�
FRQYLFWLRQ�����
�� 6HH� LG�� �VWDWLQJ� WKDW� UHVSRQVHV� WKDW� DUH� SDUW� RI� WKH� HYLGHQWLDU\� FKDLQ� WKDW� VXSSRUWV� D�
FRQYLFWLRQ�DUH�DOVR�SULYLOHJHG����,Q�%ODX��WKH�6XSUHPH�&RXUW�ODLG�WR�UHVW�WKH�QRWLRQ�WKDW�RQO\�
UHVSRQVHV� WKDW�GLUHFWO\� LQFULPLQDWH� RU� VXSSRUW� D� FRQYLFWLRQ� DUH�SURWHFWHG�� � ,G�� �1RZ��DQ\�
UHVSRQVH�WKDW�FDQ�EH�XVHG�WR�IXUQLVK�D�´OLQN�LQ�WKH�FKDLQ�RI�HYLGHQFHµ�LV�SURWHFWHG��� ,G���6HH�
DOVR�+RIIPDQ�Y��8QLWHG�6WDWHV������8�6����������²�����������SURYLGLQJ�JXLGDQFH�RQ�WKH�LQWHQW�
DQG�VFRSH�RI�WKH�SULYLOHJH���
�� 6HH�%ODX������8�6��DW������´$QVZHUV�WR�WKH�TXHVWLRQV�DVNHG�E\�WKH�JUDQG�MXU\�ZRXOG�KDYH�
IXUQLVKHG�D�OLQN�LQ�WKH�FKDLQ�RI�HYLGHQFH�QHHGHG�LQ�D�SURVHFXWLRQ��������µ�����
�� 6HH�LG���H[SODLQLQJ�WKDW�DQ\�UHVSRQVH�WKDW�IXUQLVKHV�D�´OLQN�LQ�WKH�FKDLQ�RI�HYLGHQFHµ�LV�
SURWHFWHG�E\�WKH�SULYLOHJH����6HH�DOVR�(PVSDN�Y��8QLWHG�6WDWHV������8�6��������������UHLWHUDWLQJ�
WKH� VWDQGDUG� UHDFKHG� LQ� %ODX� WKDW� UHVSRQVHV� WKDW� FUHDWH� D� OLQN� LQ� WKH� FKDLQ� RI� HYLGHQFH�
VXSSRUWLQJ�D�FRQYLFWLRQ�DUH�SURWHFWHG���
�� 6HH�� H�J���+RIIPDQ�� ����8�6�� DW� ���²��� �H[SRXQGLQJ�ZKDW� WKH� LQWHQW� DQG� VFRSH� RI� WKH�
SULYLOHJH� LV��� � 6HH� DOVR� 0LUDQGD� Y�� $UL]RQD�� ���� 8�6�� ����� ���²��� ������� �GLVFXVVLQJ� WKH�
SULYLOHJH·V� LQWHQW� WR� EH� D� SUHYHQWDWLYH� PHDVXUH� DJDLQVW� JRYHUQPHQW� RYHUUHDFK� DQG� WR�
SUHVHUYH�DQ�DFFXVDWRULDO�V\VWHP�RI�MXVWLFH����:KLOH�0LUDQGD�QRWHG�WKDW�WKH�SULYLOHJH·V�LQWHQW�LV�
WR�KHOS�VHFXUH�DQ�DFFXVDWRULDO��UDWKHU�WKDQ�LQTXLVLWRULDO��V\VWHP�RI�JRYHUQPHQW��WKH�WZR�DUH�
QRW�LQFRPSDWLEOH���,G��
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7ZR� H[DPSOHV� RI� WKHVH� GHFLVLRQV� DUH�+RIIPDQ� Y�� 8QLWHG� 6WDWHV� DQG�
8OOPDQQ�Y��8QLWHG�6WDWHV�����,Q�+RIIPDQ��WKH�6XSUHPH�&RXUW�PDGH�QRWH�RI�
WKH�JURZLQJ�QXPEHU�RI�FDVHV�LQ�IURQW�RI�LW�LQ�ZKLFK�SHUVRQV�DVVHUWHG�WKH�
SULYLOHJH� GXULQJ� IHGHUDO� JUDQG� MXU\� LQYHVWLJDWLRQV���� � ,W� UHLWHUDWHG� WKH�
LPSRUWDQW� QHFHVVLW\� WKDW� MXGJHV� DQG� SURVHFXWRUV� ´EH� ¶DOHUW� WR� UHSUHVV·µ�
DEXVHV� RI� WKH� IHGHUDO� JUDQG� MXU\���� � 7KH� 6XSUHPH�&RXUW� QRWHG� WKDW� WKH�
)UDPHUV� LQFOXGHG� WKH�SULYLOHJH�EHFDXVH� WKH\�EHOLHYHG� WKDW�XQKDPSHUHG�
ODZ�HQIRUFHPHQW�VDFULILFHG�´RWKHU�VRFLDO�REMHFWV�RI�D�IUHH�VRFLHW\�µ����7KH�
&RXUW� LQ� 8OOPDQQ� LQFOXGHG� D� OHQJWK\� GLDORJXH� RI� WKH� SULYLOHJH·V�
LPSRUWDQFH�LQ�RXU�IUHH�VRFLHW\�DQG�HYHQ�DFNQRZOHGJHG�WKH�´IDU�UHDFKLQJ�
HYLOµ� RI� WKH� ,QTXLVLWLRQ� DQG�6WDU�&KDPEHU� WKH�SULYLOHJH�ZDV� HQDFWHG� WR�
SUHYHQW�����,W�GLVFXVVHG�WKH�SULYLOHJH·V�OHQJWK\�KLVWRU\�DQG�WKH�LGHD�WKDW�´LW�
ZHUH� EHWWHU� IRU� DQ� RFFDVLRQDO� FULPH� WR� JR� XQSXQLVKHG� WKDQ� WKDW� WKH�
SURVHFXWLRQ� VKRXOG� EH� IUHH� WR� EXLOG� XS� D� FULPLQDO� FDVH�������ZLWK� WKH�
DVVLVWDQFH� RI� HQIRUFHG� GLVFORVXUHV� E\� WKH� DFFXVHG�µ�� 8OOPDQQ� IXUWKHU�

�� 6HH�+RIIPDQ�� ����8�6�� DW� ���²��� �SURYLGLQJ�JXLGDQFH� RQ� WKH� OLEHUDO� FRQVWUXFWLRQ�DQG�
VWULFW�HQIRUFHPHQW�RI� WKH�SULYLOHJH���8OOPDQQ�Y��8QLWHG�6WDWHV������8�6����������²��� �������
�JLYLQJ� EDFNJURXQG� RQ� WKH� LQWHQW� RI� WKH� SULYLOHJH� ZKHQ� WKH� )UDPHUV� DGGHG� LW� WR� WKH�
&RQVWLWXWLRQ���
�� 6HH�+RIIPDQ������8�6��DW������SURYLGLQJ�WKH�IDFWXDO�EDFNJURXQG�WR�WKH�FDVH����+RIIPDQ�
ZDV�RQH�RI�ILYH�FDVHV�LQ�IURQW�RI�WKH�6XSUHPH�&RXUW�DW�WKDW�WLPH�ZKHUH�GHIHQGDQWV�LQYRNHG�
WKH� SULYLOHJH� GXULQJ� IHGHUDO� JUDQG� MXU\� LQYHVWLJDWLRQV�� � ,G�� � 7KH� JRYHUQPHQW� LVVXHG� D�
VXESRHQD�RQ�+RIIPDQ�WR�DSSHDU�EHIRUH�D�JUDQG�MXU\�DQG�WHVWLI\�UHJDUGLQJ�VHYHUDO�FULPLQDO�
FKDUJHV�� � ,G�� DW� ����� � +H� UHIXVHG� WR� DQVZHU� VHYHUDO� TXHVWLRQV� SRVHG� WR� KLP�� DQG� WKH�
JRYHUQPHQW�FKDOOHQJHG�KLV�LQYRFDWLRQ�RI�WKH�SULYLOHJH���,G��DW�������7KH�FRXUW�IRXQG�LQ�IDYRU�
RI�WKH�JRYHUQPHQW�DQG�RUGHUHG�+RIIPDQ�WR�DSSHDU�DJDLQ�DQG�DQVZHU��EXW�KH�UHIXVHG�WR�GR�
VR���,G���7KH�FRXUW�IRXQG�KLP�LQ�FULPLQDO�FRQWHPSW��DQG�KH�DSSHDOHG���,G���7KH�&RXUW�RI�$SSHDOV�
IRU�WKH�7KLUG�&LUFXLW�DIILUPHG�KLV�FRQYLFWLRQ���+RIIPDQ������8�6��DW�������$IWHU�WKH�7KLUG�&LUFXLW�
GHQLHG�D�UHKHDULQJ��KH�DSSHDOHG�WR�WKH�6XSUHPH�&RXUW���,G��DW������
�� ,G�� DW� ����� � 7KLV� FDVH� DURVH� GXULQJ� WKH� WLPH� RI�0F&DUWK\LVP�� ZKHQ� 6HQDWRU� -RVHSK�
0F&DUWK\�EHJDQ�D�UHOHQWOHVV�FDPSDLJQ�WR�URRW�RXW�FRPPXQLVP�LQ�WKH�8QLWHG�6WDWHV���-RVHSK�
5�� 0F&DUWK\�� +,6725<�� KWWS���ZZZ�KLVWRU\�FRP�WRSLFV�FROG�ZDU�MRVHSK�PFFDUWK\�
>KWWSV���SHUPD�FF�%�&<�����@� �GHVFULELQJ� 0F&DUWK\LVP� DQG� KRZ� 6HQDWRU� 0F&DUWK\�
RSHUDWHG� KLV� FDPSDLJQ� DJDLQVW� FRPPXQLVP��� � 0F&DUWK\� XVHG� KLV� SRZHU� WR� ODXQFK�
LQYHVWLJDWLRQV� LQWR� FLWL]HQV� DQG� HQFRXUDJH� SURVHFXWRUV� WR� FKDUJH� FLWL]HQV� VXVSHFWHG� RI�
FRPPXQLVP���,G��
��� +RIIPDQ�Y��8QLWHG�6WDWHV������8�6��������������������+RIIPDQ�LV�FRQVLGHUHG�WKH�GHILQLQJ�
FDVH� IRU� LQFULPLQDWLRQ�� � 6HH� /LVD� 7DUDOOR�� 7KH� )LIWK� $PHQGPHQW� 3ULYLOHJH� $JDLQVW� 6HOI�
,QFULPLQDWLRQ���7KH�7LPH�+DV�&RPH�IRU�WKH�8QLWHG�6WDWHV�6XSUHPH�&RXUW�WR�(QG�,WV�6LOHQFH�RQ�WKH�
5DWLRQDOH�%HKLQG� WKH�&RQWHPSRUDU\�$SSOLFDWLRQ� RI� WKH�3ULYLOHJH���� 1(:�(1*� /� 5(9� ���� ���
������ �VWDWLQJ�WKDW�+RIIPDQ�SURYLGHV�WKH�OHDGLQJ�GHILQLWLRQ�IRU�VHOI�LQFULPLQDWLQJ�HYLGHQFH���
�� 8OOPDQQ������8�6��DW�������7KH�6WDU�&KDPEHU�DQG�,QTXLVLWLRQ�KDG�D�KLVWRU\�RI�RSSUHVVLRQ�
DQG� DEXVH� RI� SRZHU� WKDW� LQIOXHQFHG� WKH� GHFLVLRQ� WR� LQFOXGH� WKH� SULYLOHJH� DJDLQVW� VHOI�
LQFULPLQDWLRQ�LQ�WKH�&RQVWLWXWLRQ���,G��
�� ,G��DW�������6HH�DOVR�0$5.�%(5*(5� 7$.,1*�7+(�),)7+��²�����������RXWOLQLQJ�D�EULHI�KLVWRU\�
RI�WKH�6WDU�&KDPEHU�DQG�WKH�UHVLVWDQFH�WR�LWV�PHWKRGV�E\�YDULRXV�JURXSV�LQ�(QJODQG�GXULQJ�
LWV� XVH��� 6$/.<�	 +<1(6� -5�� VXSUD�QRWH� ���� DW� �� �H[SRXQGLQJ� D� VKRUW� KLVWRU\� RI� WKH� 6WDU�
&KDPEHU�DQG�LWV�XVH�RI�WKH�RDWK�H[�RIILFLR���
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ZDUQHG� DJDLQVW� DSSURDFKLQJ� WKH� SULYLOHJH� LQ� D� KRVWLOH�PDQQHU� EHFDXVH�
GRLQJ�VR�GLG�QRW�SURSHUO\�KRQRU�LWV�FUHDWRUV�����3HUKDSV�WKH�PRVW�KHOSIXO�
GHYHORSPHQW� LQ� MXULVSUXGHQFH� UHJDUGLQJ� WKH� SULYLOHJH� FDPH� LQ� WKH�
6XSUHPH�&RXUW·V�GHFLVLRQ�LQ�)LVKHU�Y��8QLWHG�6WDWHV�LQ��������

,Q�)LVKHU��WKH�6XSUHPH�&RXUW�FUHDWHG�D�WKUHH�SDUW�HOHPHQW�WHVW��VWLOO�LQ�
SODFH�WRGD\��VWDWLQJ�WKDW�WKH�SULYLOHJH�´DSSOLHV�RQO\�ZKHQ�WKH�DFFXVHG�LV�
FRPSHOOHG�WR�PDNH�D�WHVWLPRQLDO�FRPPXQLFDWLRQ�WKDW�LV�LQFULPLQDWLQJ�µ��
%URNHQ� LQWR� WKH� WKUHH� SDUWV�� WKLV� QHZ� WHVW� UHTXLUHV� WKDW� D� SHUVRQ�� ����EH�
FRPSHOOHG� E\� WKH� JRYHUQPHQW�� ����WR� JLYH� WHVWLPRQ\�� ����WKDW� LV�
LQFULPLQDWLQJ���� � 7KH� WHVW� VHHPV� VLPSOH� HQRXJK�� EXW� WKH� WHVWLPRQLDO�
HOHPHQW� FDXVHV� SUREOHPV� ZKHQ� D� QHZ� LVVXH� DULVHV� WKDW� WLSWRHV� WKH�
WHVWLPRQLDO�OLQH�����6XFK�D�FDVH�DULVHV�ZLWK�WKH�FRPSXOVLRQ�RI�ELRPHWULFV�WR�
XQORFN�D�GHYLFH��ZKLFK�FKDOOHQJHV�SUHFHGHQW�KROGLQJV�WKDW�FRPSXOVLRQ�RI�
ELRPHWULF� GDWD� LV� QRW� WHVWLPRQLDO���� � %XW� ILUVW�� EHIRUH� PRYLQJ� WR� D�

�� 6HH� 8OOPDQQ� Y�� 8QLWHG� 6WDWHV�� ���� 8�6�� ����� ���²��� �VWDWLQJ� WKDW� DSSURDFKLQJ� WKH�
SULYLOHJH�LQ�D�KRVWLOH�PDQQHU�GLG�QRW�KRQRU�WKH�´SDWULRWV�ZKR�VSRQVRUHG�WKH�%LOO�RI�5LJKWV�DV�
D� FRQGLWLRQ� WR� DFFHSWDQFH�RI� WKH�&RQVWLWXWLRQ� E\� WKH� UDWLI\LQJ� VWDWHVµ��� � 6HH� DOVR�6$/.<�	
+<1(6� -5�� VXSUD�QRWH�����DW����GLVFXVVLQJ�WKH�8OOPDQQ�FDVH�DQG�LWV�LPSDFW���
�� 6HH�)LVKHU�Y��8QLWHG�6WDWHV������8�6�������������������VWDWLQJ�WKH�UXOH�IRU�ZKHQ�WKH�)LIWK�
$PHQGPHQW�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ�DSSOLHV����6HH�DOVR�$OOHQ�	�0DFH��VXSUD�QRWH�
����DW���� �GHVFULELQJ�WKH�HOHPHQWV�RI�WKH�SULYLOHJH�HVWDEOLVKHG�LQ�)LVKHU���
�� )LVKHU������8�6�� DW������ �6HH� DOVR�$OOHQ�	�0DFH�� VXSUD�QRWH����� DW����� �UHIHUULQJ� WR� WKH�
DSSURDFK�WDNHQ�LQ�)LVKHU�DV�WKH�´QHZ�WH[WXDO�DQDO\WLFDO�DSSURDFKµ��TXRWLQJ�/DQFH�&ROH��7KH�
)LIWK� $PHQGPHQW� DQG� &RPSHOOHG� 3URGXFWLRQ� RI� 3HUVRQDO� 'RFXPHQWV� $IWHU� 8QLWHG� 6WDWHV� Y��
+XEEHOO³1HZ�3URWHFWLRQ�IRU�3ULYDWH�3DSHUV"���� $0� -� &5,0� /� ��������²������������� �:KLOH�
)LVKHU�LV�WKH�ILUVW�H[DPSOH�RI�WKH�6XSUHPH�&RXUW�XVLQJ�WKH�´QHZ�WH[WXDO�DQDO\WLFDO�DSSURDFK�µ�
6FKPHUEHU�LV�WKH�ILUVW�H[DPSOH�RI�WKH�&RXUW�LQWURGXFLQJ�WKH�WHVWLPRQLDO�UHTXLUHPHQW�LQWR�VHOI�
LQFULPLQDWLRQ�MXULVSUXGHQFH���$OOHQ�	�0DFH��VXSUD�QRWH������6HH�DOVR�0LFKDHO�6��3DUGR��6HOI�
,QFULPLQDWLRQ�DQG�WKH�(SLVWHPRORJ\�RI�7HVWLPRQ\�����&$5'2=2�/� 5(9� ���� ��������VWDWLQJ�WKDW�
6FKPHUEHU� VDZ� WKH� LQWURGXFWLRQ� RI� WKH� WHVWLPRQLDO� HOHPHQW� LQWR� VHOI�LQFULPLQDWLRQ�
MXULVSUXGHQFH�E\�WKH�6XSUHPH�&RXUW���
�� 6HH�)LVKHU������8�6��DW������VWDWLQJ�WKDW�D�FODLP�RI�WKH�SULYLOHJH�UHTXLUHV�D�SHUVRQ�WR�EH�
FRPSHOOHG�E\�WKH�JRYHUQPHQW�WR�JLYH�WHVWLPRQ\�WKDW�LV�LQFULPLQDWLQJ����6HH�DOVR�$OOHQ�	�0DFH��
VXSUD�QRWH�����H[SODLQLQJ�WKDW�WKH�SULYLOHJH�UHTXLUHV�JRYHUQPHQW�FRPSXOVLRQ��WHVWLPRQ\��DQG�
LQFULPLQDWLQJ�HYLGHQFH���
�� 6HH�(ULQ�0��6DOHV��1RWH��7KH�´%LRPHWULF�5HYROXWLRQµ���$Q�(URVLRQ�RI�WKH�)LIWK�$PHQGPHQW�
3ULYLOHJH� WR� EH� )UHH� )URP� 6HOI�,QFULPLQDWLRQ�� �� 8� 0,$0,�/� 5(9� ����� ���� ������� �SURYLGLQJ�
EDFNJURXQG�RQ�WKH�VHFRQG�HOHPHQW�RI�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ����6HH�DOVR�$OOHQ�
	�0DFH��VXSUD�QRWH�����GLVFXVVLQJ�WKH�6XSUHPH�&RXUW·V�ODFN�RI�FOHDU�H[SODQDWLRQ�DV�WR�ZKDW�
FRQVWLWXWHV�WHVWLPRQ\���3DUGR��VXSUD�QRWH�����DQDO\]LQJ�WKH�HSLVWHPRORJ\�RI�WKH�WHVWLPRQ\�LQ�
VHOI�LQFULPLQDWLRQ���
�� 6HH� -DFN�/LQVKL��:K\� WKH�&RQVWLWXWLRQ�&DQ�3URWHFW�3DVVZRUGV�%XW�1RW�)LQJHUSULQW�6FDQV��
7,0(��1RY������������ �H[SORULQJ�ZK\�ILQJHUSULQW�VFDQV�DUH�QRW�SURWHFWHG�LQ� WKH� IDFH�RI� WKH�
LQWURGXFWLRQ� RI� 7RXFK� ,'��� � 6HH� DOVR� 6FKPHUEHU� Y�� &DOLIRUQLD�� ����8�6�� ����� ���²��� �������
�UHDVRQLQJ� WKDW� SURYLGLQJ� D� ELRPHWULF�� VXFK� DV� D� EORRG� VDPSOH�� GRHV� QRW� IDOO� XQGHU� WKH�
SURWHFWLRQ�RI� WKH�SULYLOHJH�EHFDXVH� LW� LV�QRW�WHVWLPRQLDO��� �6HH�JHQHUDOO\�6DOHV��VXSUD�QRWH����
�H[SODLQLQJ�KRZ�WKH�ULVH�RI�ELRPHWULFV�LV�FKDOOHQJLQJ�WKH�WUDGLWLRQDO�MXULVSUXGHQFH�IRU�VHOI�
LQFULPLQDWLRQ����)RU�D�UHFHQW�H[DPSOH�ZKHUH�D�FRXUW�KHOG�WKDW�FRPSXOVLRQ�RI�ELRPHWULF�GDWD�
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EDFNJURXQG� RI� H[DPSOHV� WKH� SULYLOHJH� WUDGLWLRQDOO\� GRHV� QRW� SURWHFW��
HQFU\SWLRQ��DQG�KRZ�LW�ZRUNV��PXVW�EH�H[SODLQHG���

%�� (QFU\SWLRQ�([SODLQHG�

3ULRU�WR�FRYHULQJ�FDVHV�WKDW�GHDO�ZLWK�HQFU\SWLRQ��RQH�PXVW�NQRZ�KRZ�
WUDGLWLRQDO� HQFU\SWLRQ� DQG� ELRPHWULF� HQFU\SWLRQ� ZRUN���� � (QFU\SWLRQ�
EHJDQ� ORQJ� EHIRUH� WKH� DGYHQW� RI� FRPSXWHUV�� EXW� WKH� IRFXV� KHUH� LV� RQ�
HOHFWURQLF�HQFU\SWLRQ���� �$W� LWV�KHDUW��HQFU\SWLRQ� LV�D�VLPSOH� LGHD��EXW� LQ�
WHFKQLFDO�WHUPV�LW�LV�D�PXFK�PRUH�FRPSOH[�SUDFWLFH�����,I�D�SHUVRQ�SHHUHG�
LQWR�DQ�HQFU\SWHG�FRPSXWHU�ZLWKRXW�LW�EHLQJ�GHFU\SWHG��HYHU\WKLQJ�RQ�LW�
ZRXOG�EH�DQ�XQGHFLSKHUDEOH�PHVV�RI�QXPEHUV��OHWWHUV��DQG�V\PEROV�����7KLV�
NHHSV�WKH�LQIRUPDWLRQ�RQ�WKH�FRPSXWHU�VDIH�IURP�WKRVH�ZKR�GR�QRW�KDYH�
WKH�NH\�WR�GHFU\SW�WKH�LQIRUPDWLRQ���

WR�XQORFN�D�GHYLFH�YLRODWHG�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ��VHH� ,Q�WKH�0DWWHU�RI�WKH�
6HDUFK�RI�D�5HVLGHQFH�LQ�2DNODQG��&DO���1R�������������������:/���������DW��²���1�'��&DO��-DQ��
�����������KROGLQJ�WKDW�FRPSXOVLRQ�RI�ELRPHWULF�GDWD�WR�XQORFN�D�GHYLFH�YLRODWHG�WKH�)LIWK�
$PHQGPHQW�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���
�� 6HH LQIUD�3DUW�,,�%��
�� 6HH�LQIUD�QRWHV���²�����6HH�DOVR�LQIUD�3DUW�,,�&��FRYHULQJ�FDVHV�LQ�ZKLFK�FRXUWV�EHJDQ�WR�
KROG�WKDW�FRPSXOVLRQ�RI�SDVVZRUGV�WR�XQORFN�HQFU\SWLRQ�YLRODWHV�WKH�SULYLOHJH�DJDLQVW�VHOI�
LQFULPLQDWLRQ���
�� 6HH� -HII� 7\VRQ�� +RZ� (QFU\SWLRQ� :RUNV�� +2:� 678))� :25.6��
KWWSV���FRPSXWHU�KRZVWXIIZRUNV�FRP�HQFU\SWLRQ��KWP� >KWWSV���SHUPD�FF�+''���<60@�
�FDQYDVVLQJ� WKH� KLVWRU\� RI� HQFU\SWLRQ� DQG� LWV� EDVLV� RQ� WKH� VFLHQFH� RI� FU\SWRJUDSK\����
(QFU\SWLRQ�LV�EDVHG�RQ�FU\SWRJUDSK\���,G���6RPH�RI�WKH�ILUVW�H[DPSOHV�RI�FU\SWRJUDSK\�FDPH�
IURP�WKH�ZULWLQJ�RI�3OXWDUFK��ZKR�VWDWHG�WKDW�6SDUWDQ�JHQHUDOV�XVHG�D�GHYLFH�FDOOHG�D�VF\WDOH�
WR�MXPEOH�RUGHUV�RQ�WKH�EDWWOHILHOG���,G���7KH�VF\WDOH�ZDV�D�VPDOO�F\OLQGHU�PDGH�RI�ZRRG�WKDW�
WKH� JHQHUDO�ZRXOG�ZUDS�SDUFKPHQW� DURXQG�DQG�ZULWH� WKH�PHVVDJH� DORQJ� WKH� OHQJWK�� � ,G���
:KHQ�WKH�SDUFKPHQW�ZDV�QRW�ZUDSSHG�DURXQG�WKH�F\OLQGHU�LW�DSSHDUHG�DV�QRQVHQVH���,G���7KH�
UHFHLYLQJ�JHQHUDO�ZRXOG�XVH�KLV�RZQ�VF\WDOH�RI�VLPLODU�VL]H�WR�ZUDS�WKH�SDUFKPHQW�DURXQG��
ZKLFK�WKHQ�UHYHDOHG�WKH�LQIRUPDWLRQ�RQ�WKH�SDUFKPHQW���,G��
�� 6HH LG�� �H[SODLQLQJ� WKH� WHFKQLFDO� GHWDLOV� EHKLQG� FRPSXWHU� HQFU\SWLRQ��� � (QFU\SWLRQ�
JHQHUDOO\�WDNHV�WKH�IRUP�RI�V\PPHWULF�NH\�HQFU\SWLRQ�RU�SXEOLF�NH\�HQFU\SWLRQ���,G���6HH�DOVR�
:KLWVRQ�*RUGRQ��$�%HJLQQHU·V�*XLGH�WR�(QFU\SWLRQ���:KDW�,W�,V�DQG�+RZ�WR�6HW�,W�8S��/,)(+$&.(5
�-DQ�� ���� ������� KWWSV���OLIHKDFNHU�FRP�D�EHJLQQHUV�JXLGH�WR�HQFU\SWLRQ�ZKDW�LW�LV�DQG�
KRZ�WR������������>KWWSV���SHUPD�FF��4'/�'�3'@��SURYLGLQJ�PRUH�LQIRUPDWLRQ�RQ�KRZ�
HQFU\SWLRQ� ZRUNV��� 6DOHV�� VXSUD� QRWH� ���� DW� ���²��� �JLYLQJ� D� EULHI� H[SODQDWLRQ� RI� KRZ�
HQFU\SWLRQ�ZRUNV�RQ�FRPSXWHUV�DQG�RWKHU�GHYLFHV���
�� 6HH�7\VRQ��VXSUD�QRWH�����GLVFXVVLQJ�KRZ�HQFU\SWLRQ�VFUDPEOHV�WKH�LQIRUPDWLRQ�RQ�WKH�
GHYLFH�VR�WKDW�LW�LV�XQUHDGDEOH�ZLWKRXW�WKH�GHFU\SWLRQ�NH\����6HH�DOVR�*RUGRQ��VXSUD�QRWH����
�H[SORULQJ�KRZ�HQFU\SWLRQ�MXPEOHV�WKH�LQIRUPDWLRQ�RQ�WKH�GHYLFH���6DOHV��VXSUD�QRWH�����DW�
���²����DQDO\]LQJ�EULHIO\�ZKDW�HQFU\SWLRQ�LV�DQG�KRZ�LW�ZRUNV�RQ�HOHFWURQLF�GHYLFHV���
�� 6HH�7\VRQ�� VXSUD� QRWH� ��� �KLJKOLJKWLQJ� WKH� IDFW� WKDW� WKH�GHFU\SWLRQ� NH\� LV� QHHGHG� WR�
XQVFUDPEOH�WKH�LQIRUPDWLRQ�RQ�WKH�GHYLFH����6HH�DOVR�6DOHV��VXSUD�QRWH�����DW����²����H[SODLQLQJ�
KRZ�WUDGLWLRQDO�HQFU\SWLRQ�ZRUNV�RQ�HOHFWURQLF�GHYLFHV���(IUHQ�/HPXV��:KHQ�)LQJHUSULQWV�$UH�
.H\�� � 5HLQVWDWLQJ� 3ULYDF\� WR� WKH� 3ULYLOHJH� $JDLQVW� 6HOI�,QFULPLQDWLRQ� LQ� /LJKW� RI� )LQJHUSULQW�
(QFU\SWLRQ�LQ�6PDUWSKRQHV�����608 /� 5(9� ���� ���²�� ��������H[SRXQGLQJ�KRZ�HQFU\SWLRQ�
ZRUNV�LQ�GHYLFHV���

Valparaiso University Law Review, Vol. 53, No. 2 [2019], Art. 5

https://scholar.valpo.edu/vulr/vol53/iss2/5



����@� &RPSXOVLRQ�RI�%LRPHWULFV� ����

,Q�WKHRU\��WKH�RQO\�ZD\�WR�GHFU\SW�WKH�GHYLFH�DQG�GHVFUDPEOH�LWV�GDWD�
LV�WR�KDYH�WKH�GHFU\SWLRQ�NH\�����7KH�GHFU\SWLRQ�NH\�DXWKHQWLFDWHV�WKDW�WKH�
SHUVRQ� DFFHVVLQJ� WKH� LQIRUPDWLRQ� LV� WKH� WUXVWHG� XVHU� DQG� GHFU\SWV� WKH�
LQIRUPDWLRQ���� � 7KLV� NH\� FDQ� EH� D� SDVVFRGH�� VXFK� DV� D� VHULHV� RI� OHWWHUV��
QXPEHUV��DQG�VLJQDOV�����7KH�GHFU\SWLRQ�NH\�FDQ�DOVR�EH�D�XQLTXH�ELRPHWULF�
IHDWXUH��VXFK�DV�D�ILQJHUSULQW�����:KLOH�LW�LV�SRVVLEOH�WR�KDFN�DQG�GHFU\SW�
WKH� LQIRUPDWLRQ�� GRLQJ� VR� LV� XVXDOO\� GLIILFXOW� DQG� WLPH�FRQVXPLQJ���
%LRPHWULF�HQFU\SWLRQ�LV�HVVHQWLDOO\�WKH�VDPH�DV�WUDGLWLRQDO�HQFU\SWLRQ�ZLWK�
WKH�H[FHSWLRQ�RI�ZKDW�RSHUDWHV�DV�WKH�GHFU\SWLRQ�NH\���

:LWK�ELRPHWULF�HQFU\SWLRQ��D�XQLTXH�SLHFH�RI�ELRPHWULF�GDWXP�PXVW�
EH� SURYLGHG�� ZKLFK� WKHQ� DFWV� DV� WKH� DOWHUQDWLYH� IRU� WKH� DOSKDQXPHULF�
SDVVZRUG�����7KH�VRIWZDUH�WKHQ�JLYHV�WKDW�XQLTXH�ELRPHWULF�GDWXP��VD\�D�

�� 6HH�7\VRQ��VXSUD�QRWH�����H[SODLQLQJ�WKDW�WKH�RQO\�HIILFLHQW�ZD\�WR�GHFU\SW�D�GHYLFH�LV�WR�
XVH� WKH� GHFU\SWLRQ� NH\��� � 6HH� DOVR� /HPXV�� VXSUD� QRWH� ���� DW� ���²��� �SURYLGLQJ� WKDW� WKH�
HQFU\SWLRQ�NH\�´LV�UHTXLUHG�WR�IXOO\�GHFU\SW�DQ�HQFU\SWHG�GHYLFHµ���6DOHV��VXSUD�QRWH�����DW�
�����VWDWLQJ�WKDW�WKH�WH[W�RQ�D�GHYLFH�´HVVHQWLDOO\�EHFRPHV�XQUHDGDEOH��DSSHDULQJ�DV�UDQGRP�
OHWWHUV�� QXPEHUV�� DQG� V\PEROV�� XQOHVV� WKH� FRUUHFW�SDVVZRUG� LV� HQWHUHG� WR�XQVFUDPEOH� WKH�
WH[WVµ���
�� 6HH�7\VRQ��VXSUD�QRWH�����SRLQWLQJ�RXW�WKDW�WKH�GHFU\SWLRQ�NH\�DXWKHQWLFDWHV�WKH�XVHU�DV�
WKH�DXWKRUL]HG�XVHU�RI�WKH�GHYLFH�WKDW�LV�EHLQJ�GHFU\SWHG����6HH�DOVR�/HPXV��VXSUD�QRWH�����DW�
�����´3DVVZRUGV�DQG�RWKHU�YHULILFDWLRQ�DQG�DXWKHQWLFDWLRQ�WRROV��ZKHQ�HQWHUHG�LQWR�D�GHYLFH��
WULJJHU�WKH�HQFU\SWLRQ�NH\�DQG�JUDQW�DFFHVV�WR�WKH�GDWD�FRQWDLQHG�LQ�WKH�GHYLFH�µ���
�� 6HH�7\VRQ��VXSUD�QRWH�����LGHQWLI\LQJ�VHYHUDO�RI�WKH�IRUPV�WKDW�D�GHFU\SWLRQ�NH\�FDQ�WDNH��
LQFOXGLQJ�SDVVZRUGV��SDVV�FDUGV��DQG�GLJLWDO�VLJQDWXUHV���
�� 6HH�5RJHU�&KHQJ��7KH�3HUIHFW�3DVVZRUG"�<RX·YH�3XW�<RXU�)LQJHU� RQ� ,W��&1(7 �$XJ������
������� KWWSV���OLIHKDFNHU�FRP�D�EHJLQQHUV�JXLGH�WR�HQFU\SWLRQ�ZKDW�LW�LV�DQG�KRZ�WR�
����������� >KWWSV���SHUPD�FF�/.�'��85�@� �GLVFXVVLQJ� WKH� LQFUHDVHG� VHFXULW\� LQ� XVLQJ� D�
ILQJHUSULQW�DV�WKH�SDVVZRUG�WR�D�GHYLFH�LQVWHDG�RI�D�WUDGLWLRQDO�SDVVZRUG��� �6HH�6DOHV��VXSUD�
QRWH�����DW������´9DULRXV�ELRPHWULF�DXWKHQWLFDWLRQ�PHWKRGV�FXUUHQWO\�H[LVW���6RPH�RI�WKH�PRUH�
SUHYDOHQW� RQHV� LQFOXGH� ILQJHUSULQW� DQDO\VLV�� IDFLDO� UHFRJQLWLRQ�� LULV� VFDQQLQJ�� YRLFH�
UHFRJQLWLRQ��DQG�'1$�DQDO\VLV�µ���
�� 6HH�7\VRQ��VXSUD�QRWH�����H[SRXQGLQJ�KRZ�HQFU\SWLRQ�LV�GLIILFXOW�DQG�WLPH�FRQVXPLQJ�
IRU� D� KDFNHU� WR� DWWHPSW� WR� EUHDN� WKURXJK�ZLWKRXW� KDYLQJ� WKH� GHFU\SWLRQ� NH\��� � 7KH� QHZ�
VWDQGDUG�IRU�HQFU\SWLRQ�VWUHQJWK�LV�WKH�$GYDQFHG�(QFU\SWLRQ�6WDQGDUG��$(6����,G���$(6�XVHV�
������������DQG�����ELW�GHFU\SWLRQ�NH\V���,G���)RU�H[DPSOH��D�����ELW�HQFU\SWLRQ�NH\�FDQ�KDYH�
PRUH� WKDQ� WKUHH� KXQGUHG� GHFLOOLRQ� SRVVLEOH� FRPELQDWLRQV�� � ,G�� � )LQGLQJ� WKH� FRUUHFW�
FRPELQDWLRQ�́ ZRXOG�EH�OLNH�WU\LQJ�WR�ILQG�RQH�SDUWLFXODU�JUDLQ�RI�VDQG�LQ�WKH�6DKDUD�'HVHUW�µ��
,G��
�� 6HH� 7\VRQ�� VXSUD� QRWH� ��� �H[SODLQLQJ� WKDW� ELRPHWULFV� FDQ� EH� XVHG� WR� XQORFN� QRUPDO�
HQFU\SWLRQ�MXVW�OLNH�D�W\SLFDO�GHFU\SWLRQ�NH\�FDQ����6HH�DOVR�$QQ�&DYRXNLDQ�	�$OH[�6WRLDQRY��
%LRPHWULF�(QFU\SWLRQ���$�3RVLWLYH�6XP�7HFKQRORJ\�7KDW�$FKLHYHV�6WURQJ�$XWKHQWLFDWLRQ��6HFXULW\�
$1'� 3ULYDF\�� &20%,1('� $506� &75�� �0DU�� ������� KWWS���XVDFDF�DUP\�PLO�FDF��FHZ��
UHSRVLWRU\�SDSHUV�%LRPHWULFB(QFU\SWLRQ�SGI� >KWWSV���SHUPD�FF�/)���1�&�@� �JLYLQJ� D�
IXUWKHU� H[SODQDWLRQ� RI� KRZ� ELRPHWULF� HQFU\SWLRQ�ZRUNV� DQG� KRZ� LW� UHODWHV� WR� WUDGLWLRQDO�
HQFU\SWLRQ���
�� 6HH�7\VRQ��VXSUD�QRWH�����H[DPLQLQJ�VHYHUDO�RI�WKH�W\SHV�RI�ELRPHWULF�GHFU\SWLRQ�WKDW�DFW�
DV�VXEVWLWXWHV�IRU�WUDGLWLRQDO�GHFU\SWLRQ�NH\V����6HH�DOVR�&DYRXNLDQ�	�6WRLDQRY��VXSUD�QRWH�����
DW�����´%LRPHWULF�HQFU\SWLRQ�LV�D�SURFHVV�WKDW�VHFXUHO\�ELQGV�D�3,1�RU�D�FU\SWRJUDSKLF�NH\�WR�
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ILQJHUSULQW�� D� XQLTXH� FRGH� WKDW� XQORFNV� WKH� GHYLFH� DQG� LQIRUPDWLRQ���
:KHQ�WKH�ELRPHWULF�GDWXP�LV�HQWHUHG��WKH�VRIWZDUH�WUDQVODWHV�WKH�GDWXP�
LQWR� WKH� XQLTXH� FRGH� DQG� HQWHUV� LW�� XQORFNLQJ� WKH� GHYLFH���� � %LRPHWULF�
HQFU\SWLRQ�KDV�EHHQ�DURXQG�IRU�VRPH�WLPH�EXW�KDV�VHHQ�D�UHFHQW�LQFUHDVH�
LQ�SRSXODULW\��HVSHFLDOO\� LQ�PRELOH�GHYLFHV�DQG� ODSWRSV���� � ,WV� LQFUHDVLQJ�
SRSXODULW\� FUHDWHV� WURXEOH� ZKHQ� FRQVLGHULQJ� ELRPHWULF� GHFU\SWLRQ·V�
XQSURWHFWHG�VWDWXV���

&�� ([DPSOHV�RI�&RPSXOVLRQ�RI�%LRPHWULFV·�8QSURWHFWHG�6WDWXV�

7UDGLWLRQDOO\�� WKH� 6XSUHPH� &RXUW� DQG� ORZHU� FRXUWV� KHOG� WKDW�
FRPSXOVLRQ� RI� ELRPHWULFV� GLG� QRW� YLRODWH� WKH� SULYLOHJH� DJDLQVW� VHOI�
LQFULPLQDWLRQ�����3DUW�,,�&�SURYLGHV�VHYHUDO�H[DPSOHV�RI�FDVHV�LQ�ZKLFK�WKH�
6XSUHPH�&RXUW�DQG�ORZHU�FRXUWV�UXOHG�DJDLQVW�H[WHQGLQJ�WKH�SULYLOHJH�WR�
SURWHFW�FRPSXOVLRQ�RI�ELRPHWULFV���

,Q�WKH�ODWWHU�KDOI�RI�WKH�WZHQWLHWK�FHQWXU\��WKH�6XSUHPH�&RXUW�IDFHG�WKH�
LVVXH�RI� FRPSHOOHG�SURGXFWLRQ�RI�ELRPHWULFV� LQ�6FKPHUEHU�Y��&DOLIRUQLD���

D� ELRPHWULF�� VR� WKDW� QHLWKHU� WKH� NH\� QRU� WKH� ELRPHWULF� FDQ� EH� UHWULHYHG� IURP� WKH� VWRUH�
WHPSODWH�µ���
�� 6HH�7\VRQ��VXSUD�QRWH�����OD\LQJ�RXW�KRZ�ELRPHWULF�GHFU\SWLRQ�NH\V�ZRUN�LQ�D�VLPLODU�
IDVKLRQ� WR� WUDGLWLRQDO�GHFU\SWLRQ�NH\V���&DYRXNLDQ�	�6WRLDQRY�� VXSUD�QRWH����� DW���� �´7KH�
GLJLWDO�NH\�������LV�UDQGRPO\�JHQHUDWHG�RQ�HQUROPHQW��VR�WKDW�WKH�XVHU��RU�DQ\ERG\�HOVH��GRHV�
QRW�HYHQ�NQRZ�LW�µ���
�� 6HH� 6RXWDU� HW� DO��� %LRPHWULF� (QFU\SWLRQ�� %,26&5<37� ,1&��� KWWS���ZZZ�FVH�OHKLJK�HGX��
SUU�%LRPHWULFV�$UFKLYH�3DSHUV�%LRPHWULF(QFU\SWLRQ�SGI� >KWWSV���SHUPD�FF�=*�'�
�&+.@��H[SRXQGLQJ�KRZ�XVLQJ�WKH�ELRPHWULF�XQORFNV�DFFHVV�WR�WKH�NH\�WKDW�ZLOO�WKHQ�GHFU\SW�
WKH�LQIRUPDWLRQ�RQ�WKH�GHYLFH���
�� 6HH�VXSUD�QRWH�����JLYLQJ�H[DPSOHV�RI�QHZ�GHYLFHV�WKDW�XVH�ELRPHWULF�HQFU\SWLRQ�DV�WKH�
SULPDU\�PHWKRG�IRU�XQORFNLQJ�WKH�GHYLFH���
�� 6HH�LQIUD�3DUW�,,�&��
�� 6HH�FDVHV�FLWHG�LQIUD�QRWH�����SURYLGLQJ�EDFNJURXQG�RQ�FDVHV�VXFK�DV�6FKPHUEHU��'LRQLVLR��
DQG�:DGH��ZKLFK�DOO�KHOG�WKDW�FRPSXOVLRQ�RI�D�SHUVRQ·V�ELRPHWULFV�WR�XQORFN�WKDW�SHUVRQ·V�
GHYLFH�GRHV�QRW�YLRODWH�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���
�� 6HH�6FKPHUEHU�Y��&DOLIRUQLD������8�6�������������������UHDVRQLQJ�WKDW�SURYLGLQJ�D�EORRG�
VDPSOH�LV�QRW�WHVWLPRQLDO�DQG�WKHUHIRUH�QRW�SURWHFWHG�E\�WKH�SULYLOHJH����6HH�DOVR�8QLWHG�6WDWHV�
Y��'LRQLVLR������8�6������²�� ������� �KROGLQJ�WKDW�FRPSXOVLRQ�RI�D�YRLFH�H[HPSODU�GRHV�QRW�
YLRODWH� WKH�SULYLOHJH�DJDLQVW� VHOI�LQFULPLQDWLRQ���8QLWHG� 6WDWHV� Y��:DGH������8�6�� ����� ����
��������UXOLQJ�WKDW�FRPSHOOLQJ�D�GHIHQGDQW�WR�VWDQG�LQ�D�OLQHXS�LV�RQO\�XVHG�IRU�LGHQWLILFDWLRQ�
DQG�WKHUHIRUH�QRW�D�YLRODWLRQ�RI�WKH�SULYLOHJH���
�� 6HH�6FKPHUEHU������8�6��DW������SURYLGLQJ�WKH�IDFWV�RI�WKH�FDVH�ZKHUH�WKH�GHIHQGDQW�ZDV�
IRUFHG�WR�VXEPLW�WR�D�EORRG�WHVW�WR�GHWHUPLQH�LQWR[LFDWLRQ����,Q�KLJKOLJKWLQJ�6FKPHUEHU��WKLV�
1RWH�IRFXVHV�RQ�WKH�KLVWRU\�RI�XVLQJ�ELRPHWULF�GDWD�DQG�WKH�LVVXH�RI�ZKHWKHU�FRPSHOOLQJ�D�
EORRG�VDPSOH��DV�D�IRUP�RI�ELRPHWULFV��YLRODWHV�WKH�)LIWK�$PHQGPHQW�SULYLOHJH�DJDLQVW�VHOI�
LQFULPLQDWLRQ���)RU�FDVH�ODZ�DGGUHVVLQJ�ZKHWKHU�FRPSHOOLQJ�D�EORRG�VDPSOH�YLRODWHV�)RXUWK�
$PHQGPHQW� XQODZIXO� VHDUFK� DQG� VHL]XUH� MXULVSUXGHQFH�� VHH� WKH� &RXUW·V� UHDVRQLQJ� LQ�
0F1HHO\�� �0LVVRXUL� Y��0F1HHO\�� ����8�6�� ���� ������� �GLVWLQJXLVKLQJ� 6FKPHUEHU� IRU� KDYLQJ�
H[LJHQW� FLUFXPVWDQFHV� QRW� SUHVHQW� LQ� WKH� LQVWDQW� FDVH� DQG� ILQGLQJ� D� )RXUWK� $PHQGPHQW�
YLRODWLRQ�IRU�FRPSHOOLQJ�D�EORRG�VDPSOH�ZLWKRXW�D�ZDUUDQW���
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6FKPHUEHU�� WKH�GHIHQGDQW��ZDV�FRQYLFWHG� LQ� WKH�/RV�$QJHOHV�0XQLFLSDO�
&RXUW�IRU�GULYLQJ�XQGHU�WKH�LQIOXHQFH�RI�DOFRKRO�����+LV�FRQYLFWLRQ�UHVWHG��
DW� OHDVW� LQ�SDUW�� RQ�EORRG� VDPSOH� HYLGHQFH� WDNHQ� DJDLQVW�KLV�ZLOO� DW� WKH�
KRVSLWDO�DW�WKH�GLUHFWLRQ�RI�D�SROLFH�RIILFHU���� �7KH�EORRG�VDPSOH�VKRZHG�
WKDW�6FKPHUEHU�ZDV� LQGHHG� LQWR[LFDWHG���� �7KH�PXQLFLSDO� FRXUW�DOORZHG�
WKH� VDPSOH� LQWR� HYLGHQFH� DQG� IRXQG� KLP� JXLOW\���� � 6FKPHUEHU� WKHQ�
FKDOOHQJHG�WKH�DGPLVVLRQ�RI�WKH�HYLGHQFH�RQ�WKH�JURXQGV�WKDW�LW�YLRODWHG�
KLV�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���

2Q�DSSHDO��WKH�6XSUHPH�&RXUW�GHFLGHG�WKDW�6FKPHUEHU·V�IRUFHG�EORRG�
VDPSOH�GLG�QRW�YLRODWH�WKH�SULYLOHJH�����7KH�6XSUHPH�&RXUW�UHDVRQHG�WKDW�
QRWKLQJ� LQ� WKH� FRPSHOOHG� DFW� RI� SURYLGLQJ� WKH� EORRG� VDPSOH� ZDV�
WHVWLPRQLDO�EHFDXVH�LW�ZDV�QRW�FRPPXQLFDWLYH�LQ�QDWXUH�����7KH�6XSUHPH�
&RXUW�GHFODUHG�LW� WR�EH�SK\VLFDO�HYLGHQFH�WKDW�ZDV�QRW�SURWHFWHG�E\�WKH�
SULYLOHJH��� 6FKPHUEHU�ZDV�WKH�ILUVW�FDVH�LQ�ZKLFK�WKH�6XSUHPH�&RXUW�ODLG�
RXW�WKH�WHVWLPRQLDO�HOHPHQW��ZKLFK�UHPDLQV�WURXEOHVRPH���

8QLWHG� 6WDWHV�� Y�� :DGH� SURYLGHV� DQRWKHU� H[DPSOH���� � ,Q� :DGH�� WKH�
JRYHUQPHQW� IRUFHG� WKH� GHIHQGDQW� LQ� D� EDQN� UREEHU\� FDVH� WR� VWDQG� LQ� D�
OLQHXS�ZLWK�VWULSV�RI�WDSH�FRYHULQJ�KLV�IDFH�MXVW�OLNH�WKH�VXVSHFWHG�UREEHU�
KDG�GRQH���� �7ZR�HPSOR\HHV� WKDW�ZHUH�SUHVHQW�ZKHQ�:DGH� UREEHG� WKH�

�� 6HH�6FKPHUEHU������8�6��DW������ �6FKPHUEHU�ZDV�LQ�DQ�DFFLGHQW�ZKLOH�GULYLQJ�DQG�ZDV�
DUUHVWHG�DW�WKH�KRVSLWDO�ZKHUH�KH�ZDV�UHFHLYLQJ�WUHDWPHQW�IRU�KLV�LQMXULHV���,G���7KH�DUUHVWLQJ�
RIILFHU�GLUHFWHG�D�SK\VLFLDQ�DW�WKH�KRVSLWDO�WR�WDNH�EORRG�IURP�6FKPHUEHU��DJDLQVW�6FKPHUEHU·V�
ZLOO�� IRU� EORRG�DOFRKRO� WHVWLQJ�� � ,G�� � 7KH� EORRG� DQDO\VLV� VKRZHG� WKDW� 6FKPHUEHU� ZDV�
LQWR[LFDWHG�DW�WKH�WLPH�RI�WKH�DFFLGHQW���,G��DW������
�� 6HH�LG����
�� 6HH�LG��DW����²����
�� 6HH�LG��DW�������6HH�DOVR�3DXO�$��&ODUN��'R�:DUUDQWOHVV�%UHDWKDO\]HU�7HVWV�9LRODWH�WKH�)RXUWK�
$PHQGPHQW"�����1�0� /� 5(9� ��� ��²�����������SURYLGLQJ�D�EULHI�UHFLWDWLRQ�RI�WKH�IDFWV�RI�WKH�
6FKPHUEHU�FDVH����
�� 6HH�6FKPHUEHU�Y��&DOLIRUQLD������8�6����������²�����������
�� 6HH�LG��DW�������6HH�DOVR�6DOHV��VXSUD�QRWH�����DW������GLVFXVVLQJ�KRZ�WKH�6XSUHPH�&RXUW�
´GHWHUPLQHG�WKDW�D�EORRG�VDPSOH�WDNHQ�IURP�WKH�SHWLWLRQHU�ZDV�QRW�¶FRPSXOVLRQ·µ���
�� 6HH�6FKPHUEHU������8�6��DW����²����UHDVRQLQJ�WKDW�WKH�FRPSHOOHG�DFW�RI�SURYLGLQJ�D�EORRG�
VDPSOH�LV�QRW�WHVWLPRQLDO����6HH�6DOHV��VXSUD�QRWH�����DW������VWDWLQJ�WKDW�WKH�6XSUHPH�&RXUW�
EHOLHYHG�WKDW�WKH�HYLGHQFH�ZDV�QRW�FRPPXQLFDWLYH�LQ�QDWXUH���
�� 6HH�6FKPHUEHU������8�6��DW����²�����6HH�DOVR�6$/.<�	 +<1(6� -5�� VXSUD�QRWH�����DW����²���
�SURYLGLQJ� IXUWKHU� GHWDLOV� RI� WKH� FDVH�� WKH� &RXUW·V� UHDVRQLQJ�� DQG� LWV� SRVVLEOH� IXWXUH�
LPSOLFDWLRQV���
�� 6HH�6FKPHUEHU������8�6��DW����²����
�� 6HH�8QLWHG�6WDWHV�Y��:DGH������8�6�������������������´:H�KDYH�RQO\�UHFHQWO\�UHDIILUPHG�
WKDW�WKH�SULYLOHJH�¶SURWHFWV�DQ�DFFXVHG�RQO\�IURP�EHLQJ�FRPSHOOHG�WR�WHVWLI\�DJDLQVW�KLPVHOI��
RU�RWKHUZLVH�SURYLGH�WKH�6WDWH�ZLWK�HYLGHQFH�RI�D�WHVWLPRQLDO�RU�FRPPXQLFDWLYH�QDWXUH��������·µ�
�TXRWLQJ�6FKPHUEHU�Y��&DOLIRUQLD������8�6����������������������6HH�DOVR�6DOHV��VXSUD�QRWH�����DW�
�����FRYHULQJ�WKH�IDFWV�DQG�UHDVRQLQJ�RI�WKH�&RXUW�LQ�:DGH���
�� 6HH�:DGH�� ����8�6�� DW� ���� �SURYLGLQJ� WKH�EDFNJURXQG� IDFWV�RI� WKH�FDVH�� LQFOXGLQJ� WKH�
OLQHXS�WKH�JRYHUQPHQW�IRUFHG�WKH�GHIHQGDQW�WR�VWDQG�LQ�ZLWK�VWULSV�RI�WDSH�RYHU�KLV�IDFH����6HH�
DOVR�6DOHV��VXSUD�QRWH�����DW������´,Q�:DGH��WKH�6XSUHPH�&RXUW�FRQVLGHUHG�D�VLWXDWLRQ�LQ�ZKLFK�
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EDQN� SRLQWHG� KLP� RXW� LQ� WKH� OLQHXS� DV�ZHOO� DV� DW� WULDO�� DQG�:DGH�ZDV�
FRQYLFWHG���� �:DGH�FKDOOHQJHG� WKH�FRPSXOVLRQ� WR�VWDQG� LQ�D� OLQHXS�DQG�
FRQWHQGHG�WKDW�LW�YLRODWHG�KLV�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���

$JDLQ�� WKH� 6XSUHPH�&RXUW� UHOLHG� RQ� WKH� WHVWLPRQLDO� HOHPHQW� RI� WKH�
SULYLOHJH�����,W�KHOG�WKDW�FRPSXOVLRQ�WR�VWDQG�LQ�D�OLQHXS�GLG�QRW�YLRODWH�WKH�
SULYLOHJH� EHFDXVH� LW� GLG� QRW� LQYROYH� WHVWLPRQ\���� � ,W� UHDVRQHG� WKDW�
GLVSOD\LQJ� RQHVHOI� LQ� D� OLQHXS� GRHV� QRW� FRPPXQLFDWH� DQ\WKLQJ� DQG��
WKHUHIRUH��LV�QRW�WHVWLPRQLDO�����7KH�6XSUHPH�&RXUW�FLWHG�WR�6FKPHUEHU�DQG�
IROORZHG� VLPLODU� DQDO\VLV�� � PHUHO\� SURYLGLQJ� ELRPHWULFV� GRHV� QRW�
FRPPXQLFDWH�DQ\WKLQJ�DQG�LV�XVHG�RQO\�IRU�LGHQWLILFDWLRQ���

7KH�&RXUW�FRQWLQXHG�WKLV�DQDO\VLV�LQ�8QLWHG�6WDWHV�Y��'LRQLVLR�LQ�������
ZKHUH� WKH�GLVWULFW� FRXUW�KHOG� WKH�GHIHQGDQW� LQ� FRQWHPSW� IRU� UHIXVLQJ� WR�
SURYLGH� D� YRLFH� H[HPSODU� LQ� D� IHGHUDO� JUDQG� MXU\� SURFHHGLQJ���� � 7KH�
GHIHQGDQW� FKDOOHQJHG� WKH� FRQWHPSW� RUGHU�� DOOHJLQJ� WKDW� SURYLGLQJ� WKH�
H[HPSODU�YLRODWHG�KLV�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ�����7KH�&RXUW�RI�
$SSHDOV�IRU�WKH�6HYHQWK�&LUFXLW�XSKHOG�WKH�GLVWULFW�FRXUW·V�KROGLQJ�RQ�WKH�

WKH�JRYHUQPHQW�FRPSHOOHG�WKH�SHWLWLRQHU�WR�VWDQG�LQ�D�OLQHXS�ZHDULQJ�VWULSV�RI�WDSH�VLPLODU�
WR�WKRVH�ZRUQ�E\�D�EDQN�UREEHU�DQG�WR�VSHDN�WKH�ZRUGV�XWWHUHG�E\�WKH�EDQN�UREEHU�µ���
�� 6HH�:DGH������8�6��DW������H[SRXQGLQJ�WKDW�D�JRYHUQPHQW�DJHQW�´DUUDQJHG�WR�KDYH�WKH�
WZR�EDQN�HPSOR\HHV�REVHUYH�D�OLQHXS�PDGH�XS�RI�:DGH�DQG�ILYH�RU�VL[�RWKHU�SULVRQHUV�DQG�
FRQGXFWHG�LQ�D�FRXUWURRP�RI�WKH�ORFDO�FRXQW\�FRXUWKRXVH��������%RWK�EDQN�HPSOR\HHV�LGHQWLILHG�
:DGH�LQ�WKH�OLQHXS�DV�WKH�EDQN�UREEHU�µ��
�� 6HH� LG�� �VWDWLQJ� WKDW�:DGH·V� FRXQVHO� VRXJKW� WR� VWULNH� ´WKH� EDQN� RIILFLDOV·� FRXUWURRP�
LGHQWLILFDWLRQV�RQ�WKH�JURXQG�WKDW�FRQGXFW�RI�WKH�OLQHXS��ZLWKRXW�QRWLFH�WR�DQG�LQ�WKH�DEVHQFH�
RI� KLV� DSSRLQWHG� FRXQVHO�� YLRODWHG� KLV� )LIWK� $PHQGPHQW� SULYLOHJH� DJDLQVW� VHOI�
LQFULPLQDWLRQ������µ���
�� 6HH� LG�� DW����� �´:H�KDYH�QR�GRXEW� WKDW� FRPSHOOLQJ� WKH�DFFXVHG�PHUHO\� WR�H[KLELW�KLV�
SHUVRQ�IRU�REVHUYDWLRQ�E\�D�SURVHFXWLRQ�ZLWQHVV�SULRU�WR�WULDO�LQYROYHV�QR�FRPSXOVLRQ�RI�WKH�
DFFXVHG�WR�JLYH�HYLGHQFH�KDYLQJ�WHVWLPRQLDO�VLJQLILFDQFH�µ����6HH�DOVR�6DOHV��VXSUD�QRWH�����DW�
���� �´$� \HDU� DIWHU� 6FKPHUEHU�� WKH� 6XSUHPH� &RXUW� IXUWKHU� UHVWULFWHG� WKH� PHDQLQJ� RI�
¶WHVWLPRQLDO·�LQ�8QLWHG�6WDWHV�Y��:DGH�µ���
��� 6HH 8QLWHG�6WDWHV�Y��:DGH������8�6�������������������´,W�LV�FRPSXOVLRQ�RI�WKH�DFFXVHG�WR�
H[KLELW� KLV� SK\VLFDO� FKDUDFWHULVWLFV�� QRW� FRPSXOVLRQ� WR� GLVFORVH� DQ\� NQRZOHGJH� KH�PLJKW�
KDYH�µ��� �6HH�DOVR�6DOHV��VXSUD�QRWH�����DW����� �´:DGH�IXUWKHU�FODULILHG� WKDW�HYHQ�FRPSHOOHG�
VSHHFK� LV� QRW� ¶WHVWLPRQLDO·� LQ� QDWXUH� LI� WKH� VSHHFK� LV� WR� EH� XVHG� VROHO\� DV� DQ� LGHQWLI\LQJ�
SK\VLFDO�FKDUDFWHULVWLF�DQG�QRW�WR�DGPLW�JXLOW�µ����
�� 6HH�:DGH������8�6��DW������´,W�LV�QR�GLIIHUHQW�IURP�FRPSHOOLQJ�6FKPHUEHU�WR�SURYLGH�D�
EORRG�VDPSOH�RU�+ROW�WR�ZHDU�WKH�EORXVH��DQG��DV�LQ�WKRVH�LQVWDQFHV��LV�QRW�ZLWKLQ�WKH�FRYHU�
RI�WKH�SULYLOHJH�µ���
�� 6HH�LG��DW����²����
�� 6HH�8QLWHG�6WDWHV�Y��'LRQLVLR������8�6������²����������SURYLGLQJ�WKH�IDFWV�HVWDEOLVKLQJ�WKH�
UHDVRQ�IRU�'LRQLVLR·V�DSSHDO����7KH�GLVWULFW�FRXUW�KHOG�D�KHDULQJ�EHIRUH�WULDO�WR�KHDU�'LRQLVLR·V�
FKDOOHQJH�WR�WKH�FRQVWLWXWLRQDOLW\�RI�WKH�VXESRHQD�UHTXLULQJ�D�YRLFH�H[HPSODU���,G���7KH�GLVWULFW�
FRXUW�IRXQG�WKDW�WKH�YRLFH�H[HPSODU�ZDV�XVHG�IRU�LGHQWLILFDWLRQ�VLPLODU�WR�ILQJHUSULQWV�DQG�
KDQGZULWLQJ�H[HPSODUV���,G���7KH�GLVWULFW�MXGJH�RUGHUHG�'LRQLVLR�WR�VXEPLW�KLV�H[HPSODU��DQG�
ZKHQ�'LRQLVLR�UHIXVHG��WKH�MXGJH�IRXQG�'LRQLVLR�LQ�FRQWHPSW�XQWLO�KH�SURYLGHG�WKH�YRLFH�
H[HPSODU�RU�IRU�QR�ORQJHU�WKDQ�HLJKWHHQ�PRQWKV���,G���'LRQLVLR�DSSHDOHG���,G��
�� 6HH�LG��DW��²���FDQYDVVLQJ�WKH�IDFWV�RI�WKH�FDVH�DQG�LWV�SURFHGXUDO�KLVWRU\���
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SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ�LVVXH�DQG�UHYHUVHG�RQ�RWKHU�JURXQGV��
DQG� WKH� 6XSUHPH� &RXUW� XOWLPDWHO\� XSKHOG� WKH� UXOLQJ� RQ� WKH� )LIWK�
$PHQGPHQW� LVVXH���� � )ROORZLQJ� D� VLPLODU� OLQH� DV� LW� SUHYLRXVO\� KDG�� WKH�
&RXUW� UXOHG� WKDW� FRPSXOVLRQ� RI� D� YRLFH� H[HPSODU� GLG� QRW� YLRODWH� WKH�
SULYLOHJH���

7KH� 6XSUHPH� &RXUW� DFNQRZOHGJHG� WKDW� RQH·V� YRLFH� LV� D� PHDQV� RI�
FRPPXQLFDWLRQ��KRZHYHU��LQ�WKLV�FDVH�LW�IRFXVHG�RQ�WKH�VXEVWDQFH�DQG�XVH�
RI� WKH�ELRPHWULF�DW� LVVXH���� �7KH�6XSUHPH�&RXUW� UHDVRQHG� WKDW� WKH�YRLFH�
H[HPSODU�PHUHO\�SURYLGHG�DQ� LGHQWLILDEOH�SK\VLFDO�FKDUDFWHULVWLF���� �7KH�
GHIHQGDQW�GLG�QRW�VSHDN�WR�KLV�JXLOW�RU�LQQRFHQFH�LQ�WKH�H[HPSODU�EXW�RQO\�
SURYLGHG�DQ�H[DPSOH�RI�KLV�YRLFH� WR�EH�XVHG� IRU� LGHQWLILFDWLRQ�� DQG� WKH�
WHVWLPRQLDO�FRQWHQW�ZLWKLQ�ZDV�QRW�WKH�LQWHQW�RI�WKH�H[HPSODU�����'HVSLWH�
WKH�6XSUHPH�&RXUW·V�XQZLOOLQJQHVV�WR�H[WHQG�WKH�SULYLOHJH�WR�ELRPHWULFV�
LQ�WKH�SDVW��LW�KDV�SURYHQ�ZLOOLQJ�WR�H[WHQG�WKH�SULYLOHJH�DQG�RWKHU�SULYDF\�
LQWHUHVWV�LQ�RWKHU�DUHDV���

'�� &RXUWV·�:LOOLQJQHVV�WR�([SDQG�,QGLYLGXDO�3ULYDF\�,QWHUHVWV�

6LQFH�WKH�LQFHSWLRQ�RI�WKH�SULYLOHJH��WKHUH�DUH�VHYHUDO�LQVWDQFHV�ZKHUH�
WKH� 6XSUHPH� &RXUW� DQG� ORZHU� FRXUWV� SURYHG� ZLOOLQJ� WR� H[WHQG� WKH�

�� 6HH�'LRQLVLR������8�6��DW��²���XSKROGLQJ�WKH�&RXUW�RI�$SSHDOV�IRU�WKH�6HYHQWK�&LUFXLW·V�
GHFLVLRQ� UHJDUGLQJ� WKH� SULYLOHJH� DJDLQVW� VHOI�LQFULPLQDWLRQ� LVVXH��� � 7KH� FRXUW� RI� DSSHDOV�
DIILUPHG�WKH�GLVWULFW�FRXUW·V�GHFLVLRQ�RQ�WKH�)LIWK�$PHQGPHQW�LVVXH�EXW�UHYHUVHG�WKH�GLVWULFW�
FRXUW·V�GHFLVLRQ�UHJDUGLQJ�D�)RXUWK�$PHQGPHQW�LVVXH�LQ�WKH�FDVH���,G���7KH�6XSUHPH�&RXUW�
JUDQWHG�FHUWLRUDUL�LQ�RUGHU�WR�UHVROYH�D�FLUFXLW�VSOLW�EHWZHHQ�WKH�6HYHQWK�DQG�6HFRQG�&LUFXLWV�
RQ�WKH�)RXUWK�$PHQGPHQW�LVVXH���,G��DW�����7KH�6XSUHPH�&RXUW�XOWLPDWHO\�XSKHOG�WKH�)LIWK�
$PHQGPHQW� GHFLVLRQ� E\� WKH� FRXUW� RI� DSSHDOV� DQG� UHYHUVHG� WKH� GHFLVLRQ� RQ� WKH� )RXUWK�
$PHQGPHQW�LVVXH���,G��DW����
�� 6HH�LG��DW��²���IROORZLQJ�WKH�VDPH�OLQH�RI�UHDVRQLQJ�DV�LW�KDG�LQ�6FKPHUEHU��WKH�6XSUHPH�
&RXUW�IRXQG�WKDW�UHTXLULQJ�D�GHIHQGDQW�WR�SURYLGH�D�YRLFH�H[HPSODU�GRHV�QRW�YLRODWH�WKH�)LIWK�
$PHQGPHQW� SULYLOHJH� DJDLQVW� VHOI�LQFULPLQDWLRQ��� �6HH� DOVR�)ORUDO\QQ� (LQHVPDQ��9DPSLUHV�
$PRQJ�8V³'RHV�D�*UDQG� -XU\�6XESRHQD� IRU�%ORRG�9LRODWH� WKH�)RXUWK�$PHQGPHQW"�� ���$0� -�
&5,0� /� ����� ���� ������� �SURYLGLQJ� WKH� IDFWV� RI� WKH� 'LRQLVLR� FDVH��� '�+�� .D\H�� 7KH�
&RQVWLWXWLRQDOLW\� RI�'1$�6DPSOLQJ� RQ�$UUHVW�� ���&251(//� -�/� 	 38%� 32/·<� ���� ��� ������
�H[SRXQGLQJ�IXUWKHU�IDFWV�RI�WKH�'LRQLVLR�FDVH���
�� 6HH� 'LRQLVLR�� ���� 8�6�� DW� �²�� �DFNQRZOHGJLQJ� WKDW� RQH·V� YRLFH� LV� D� PHDQV� RI�
FRPPXQLFDWLRQ� EXW� WKDW� ´>W@KH� YRLFH� UHFRUGLQJV� ZHUH� WR� EH� XVHG� VROHO\� WR� PHDVXUH� WKH�
SK\VLFDO�SURSHUWLHV�RI�WKH�ZLWQHVVHV·�YRLFHV��QRW�IRU�WKH�WHVWLPRQLDO�RU�FRPPXQLFDWLYH�FRQWHQW�
RI�ZKDW�ZDV�WR�EH�VDLGµ����6HH�DOVR�(LQHVPDQ��VXSUD�QRWH�����DW������FRYHULQJ�WKH�EDFNJURXQG�
RI�WKH�'LRQLVLR�FDVH���
�� 6HH�'LRQLVLR�� ����8�6�� DW� �� �UXOLQJ� WKDW� WKH�YRLFH� H[HPSODUV�ZHUH� RQO\� WR� EH�XVHG� IRU�
LGHQWLILFDWLRQ�SXUSRVHV�DQG�QRW�IRU�WKH�WHVWLPRQLDO�RU�FRPPXQLFDWLYH�FRQWHQW�ZLWKLQ���
�� 6HH�LG�
�� 6HH�LQIUD�3DUW�,,�'��SURYLGLQJ�FDVHV�LQ�ZKLFK�WKH�6XSUHPH�&RXUW�DQG�ORZHU�FRXUWV�KDYH�
H[WHQGHG�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ�DQG�RWKHU�SULYDF\�LQWHUHVWV�LQ�WKH�IDFH�RI�
JRYHUQPHQW�RYHUUHDFK�ZLWK�QHZ�WHFKQRORJLHV����

Metz: "Your Device is Disabled":  How and Why Compulsion of Biometrics

Produced by The Berkeley Electronic Press, 2019



���� 9$/3$5$,62�81,9(56,7<�/$:�5(9,(:� >9RO�����

SURWHFWLRQ� RI� WKH� SULYLOHJH� RU� WKH� )RXUWK�$PHQGPHQW� WR� QHZ� LVVXHV����
:KLOH�WKH�6XSUHPH�&RXUW�GHFOLQHG�LQ�)LVKHU�DQG�VXEVHTXHQW�FDVHV�WR�KROG�
WKDW�WKH�FRQWHQWV�RI�GRFXPHQWV�DUH�SURWHFWHG�E\�WKH�SULYLOHJH��LW�KDV�KHOG�
WKDW� WKH� DFW� RI� SURGXFLQJ� GRFXPHQWV� LV����� � 6XEVHTXHQW� FDVHV� KDYH�
UHLWHUDWHG� WKLV� EHOLHI�� LQFOXGLQJ� 8QLWHG� 6WDWHV� Y�� 'RH�� ,Q� UH� *UDQG� -XU\�
6XESRHQD�'XFHV�7HFXP�'DWHG�0D\����������DQG�8QLWHG�6WDWHV�Y��+XEEHOO������,Q�
HDFK�FDVH��WKH�FRXUWV�UHLWHUDWHG�WKDW�HYHQ�LI�WKH�FRQWHQWV�RI�WKH�GRFXPHQWV�
DUH�QRW�SURWHFWHG��WKH�DFW�RI�SURGXFLQJ�WKHP�LV�WHVWLPRQLDO�DQG�WKHUHIRUH�
SURWHFWHG�E\�WKH�SULYLOHJH����

2I� LPSRUWDQFH�� ORZHU� FRXUWV� KDYH� KHOG� WKDW� WKH� SULYLOHJH� SURWHFWV�
DJDLQVW� JRYHUQPHQW� FRPSXOVLRQ� WR� SURYLGH� D� SDVVZRUG� WR� D� GHYLFH����
3URYLGLQJ� D� WUDGLWLRQDO�SDVVZRUG�� DFFRUGLQJ� WR� WKRVH� FRXUWV�� FRQWDLQV� D�
WHVWLPRQLDO�DVSHFW������:KHWKHU�WKH�SDVVZRUG�LV�ZULWWHQ�RU�VSRNHQ��WKHUH�LV�
D�FRPPXQLFDWLYH�QDWXUH�WR�LW��DQG�E\�SURYLGLQJ�WKH�SDVVZRUG�GHIHQGDQWV�
DUH�HVVHQWLDOO\�WHVWLI\LQJ�WKDW�WKH\�RZQ�RU�KDYH�DFFHVV�WR�WKH�LQFULPLQDWLQJ�

��� 6HH��H�J���8QLWHG�6WDWHV�Y��'RH������8�6��������������KROGLQJ�WKDW��ZKLOH�WKH�FRQWHQWV�RI�
GRFXPHQWV�PD\�QRW�EH�SULYLOHJHG�XQGHU�WKH�)LIWK�$PHQGPHQW��WKH�DFW�RI�SURGXFLQJ�WKHP�
FDQ�EH�WHVWLPRQLDO�DQG�WKHUHIRUH�SURWHFWHG�E\�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���
��� 6HH�)LVKHU�Y��8QLWHG�6WDWHV������8�6�������������������GHFOLQLQJ�WR�EURDFK�WKH�TXHVWLRQ�RI�
ZKHWKHU�WKH�FRQWHQWV�RI�GRFXPHQWV�DUH�SURWHFWHG�E\�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ����
6HH�DOVR 'RH������8�6��DW����²����´$OWKRXJK�WKH�FRQWHQWV�RI�D�GRFXPHQW�PD\�QRW�EH�SULYLOHJHG��
WKH�DFW�RI�SURGXFLQJ�WKH�GRFXPHQW�PD\�EH�µ��FLWDWLRQ�RPLWWHG����
��� 6HH�'RH������8�6��DW����²����KROGLQJ�WKDW�WKH�DFW�RI�SURGXFLQJ�D�GRFXPHQW�LWVHOI�PD\�EH�
WHVWLPRQLDO� DQG� WKHUHIRUH� SURWHFWHG� E\� WKH� SULYLOHJH��� ,Q� UH� *UDQG� -XU\� 6XESRHQD� 'XFHV�
7HFXP� 'DWHG� 0D\� ��� ������ ���� )�� 6XSS�� ������ ����� �6�'�1�<�� ������ �GHFODULQJ� WKDW� WKH�
SULYLOHJH� VWLOO� SURWHFWV� WKH� SURGXFWLRQ� RI� SULYDWH� GRFXPHQWV� LQ� UHVSRQVH� WR� JRYHUQPHQW�
FRPSXOVLRQ���8QLWHG�6WDWHV�Y��+XEEHOO������8�6��������²�����������UHLWHUDWLQJ�WKDW�WKH�DFW�RI�
SURGXFLQJ�SHUVRQDO�GRFXPHQWV�LQ�UHVSRQVH�WR�JRYHUQPHQW�FRPSXOVLRQ�FDQ�EH�WHVWLPRQLDO����
6HH�DOVR�,Q�WKH�0DWWHU�RI�WKH�6HDUFK�RI�D�5HVLGHQFH�LQ�2DNODQG��&DO���1R�������������������:/�
�������� DW� �²�� �1�'�� &DO�� -DQ�� ���� ������ �UHLQIRUFLQJ� WKDW� LW� LV� DFFHSWHG� WKDW� SURGXFLQJ�
GRFXPHQWV�LV�WHVWLPRQLDO���
��� 6HH� FDVHV� FLWHG� VXSUD� QRWH� ���� �JLYLQJ� H[DPSOHV� RI� VHYHUDO� FDVHV� LQ� ZKLFK� FRXUWV�
UHLWHUDWHG�WKDW�WKH�DFW�RI�SURGXFLQJ�GRFXPHQWV�LQ�UHVSRQVH�WR�JRYHUQPHQW�FRPSXOVLRQ�FDQ�
EH�SURWHFWHG�E\�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���
��� 6HH�8QLWHG�6WDWHV�Y��.LUVFKQHU������)��6XSS���G������(�'��0LFK���������KROGLQJ�WKDW�WKH�
JRYHUQPHQW�FDQQRW�FRPSHO�D�SHUVRQ�WR�SURYLGH�KHU�GHFU\SWLRQ�SDVVZRUG�EHFDXVH�GRLQJ�VR�
YLRODWHV� WKH� SULYLOHJH� DJDLQVW� VHOI�LQFULPLQDWLRQ��� ,Q� UH�%RXFKHU��1R�� �����PM����� �����:/�
��������DW����'��9W��)HE�������������UXOLQJ�WKDW�FRPSXOVLRQ�WR�SURYLGH�D�SDVVZRUG�YLRODWHV�WKH�
SULYLOHJH��H[FHSW�LQ�FDVHV�ZKHUH�WKH�JRYHUQPHQW�FDQ�SURYH�WKH�IRUHJRQH�FRQFOXVLRQ�GRFWULQH���
,Q�UH�*UDQG�-XU\�6XESRHQD�'XFHV�7HFXP�'DWHG�0DUFK���������������)��G���������WK�&LU��������
�GHFLGLQJ�WKDW�FRPSXOVLRQ�WR�SURYLGH�D�SDVVZRUG�WR�GHFU\SW�DQ�HQFU\SWHG�GHYLFH�YLRODWHG�
WKH� SULYLOHJH� DJDLQVW� VHOI�LQFULPLQDWLRQ��� 6HDUFK� RI� D� 5HVLGHQFH�� ����� :/� �������� DW� �²��
�UHDIILUPLQJ�WKDW�FRPSHOOHG�SURGXFWLRQ�RI�D�WUDGLWLRQDO�DOSKDQXPHULF�SDVVZRUG�YLRODWHV�WKH�
SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���
��� 6HH�FDVHV�FLWHG�VXSUD�QRWH������VXPPDUL]LQJ�WKH�KROGLQJV�RI�VHYHUDO�FDVHV�LQ�ZKLFK�FRXUWV�
GHFLGHG�WKDW�FRPSXOVLRQ�RI�D�SDVVZRUG�WR�XQORFN�D�GHYLFH�YLRODWHV�WKH�SULYLOHJH�DJDLQVW�VHOI�
LQFULPLQDWLRQ���
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LQIRUPDWLRQ����� � +RZHYHU�� WKH� IRUHJRQH� FRQFOXVLRQ� GRFWULQH� LV� DQ�
LPSRUWDQW�H[FOXVLRQ�WR�NHHS�LQ�PLQG�ZKHQ�WDONLQJ�DERXW�WKH�SURWHFWLRQ�RI�
FRPSHOOHG�SDVVZRUGV����

7KHVH�FDVHV�SURYLGH�RQO\�VHYHUDO�H[DPSOHV�RI�FRXUWV·�ZLOOLQJQHVV� WR�
H[WHQG�WKH�)LIWK�$PHQGPHQW�SULYLOHJH������6RPH�LPSRUWDQW�FDVHV�KDYH�DOVR�
H[WHQGHG�)RXUWK�$PHQGPHQW�SURWHFWLRQV���.\OOR�Y��8QLWHG�6WDWHV�DQG�5LOH\�
Y��&DOLIRUQLD�H[WHQGHG�)RXUWK�$PHQGPHQW�SURWHFWLRQV�WR�QHZ�WHFKQRORJLHV�
WKDW� ZHUH� EHFRPLQJ� LQFUHDVLQJO\� SRSXODU� DQG� VRSKLVWLFDWHG����� � :KLOH�

��� 6HH�� H�J���.LUVFKQHU�� ����)�� 6XSS���G�DW� ���²��� �KROGLQJ� WKDW�SURYLGLQJ� D�SDVVZRUG� LQ�
UHVSRQVH�WR�VXESRHQD�FRPPXQLFDWHV�IDFWXDO�NQRZOHGJH�DQG�LV�WKHUHIRUH�WHVWLPRQLDO���
��� 6HH�%RXFKHU�������:/���������DW��²���H[SODLQLQJ�WKH�IRUHJRQH�FRQFOXVLRQ�GRFWULQH�DQG�
KRZ�LW�DSSOLHV�WR�HQFU\SWLRQ����7KH�IRUHJRQH�FRQFOXVLRQ�GRFWULQH�LV�DQ�LPSRUWDQW�H[FHSWLRQ�
WR� WKH� SULYLOHJH� DJDLQVW� VHOI�LQFULPLQDWLRQ�� � 6HH� LG�� � *HQHUDOO\�� WKH� IRUHJRQH� FRQFOXVLRQ�
GRFWULQH� HVWDEOLVKHV� WKDW� D�ZLWQHVV·V� DFW� RI�SURGXFWLRQ�PD\�EH�SURWHFWHG�E\� WKH�SULYLOHJH�
XQOHVV�WKH�JRYHUQPHQW�FDQ�VKRZ�ZLWK�UHDVRQDEOH�SDUWLFXODULW\�WKDW���LW�KDV�NQRZOHGJH�RI�WKH�
H[LVWHQFH�� SRVVHVVLRQ�� DQG�DXWKHQWLFLW\�RI� WKH� WHVWLPRQ\��XVXDOO\�GRFXPHQWV�� LW� VHHNV�� WKH�
LQIRUPDWLRQ�LV�D�IRUHJRQH�FRQFOXVLRQ��DQG�IRUFLQJ�WKH�ZLWQHVV�WR�WHVWLI\�DERXW�LW�ZLOO�QRW�FDXVH�
KDUP�� � 6HH� )LVKHU� Y�� 8QLWHG� 6WDWHV�� ���� 8�6�� ����� ���� ������� �HVWDEOLVKLQJ� WKH� IRUHJRQH�
FRQFOXVLRQ� GRFWULQH��� � 6HH� DOVR� $OOHQ� 	� 0DFH�� VXSUD� QRWH� ���� DW� ���²��� �FRYHULQJ� WKH�
HVWDEOLVKPHQW�RI�WKH�IRUHJRQH�FRQFOXVLRQ�GRFWULQH���6HDUFK�RI�D�5HVLGHQFH�������:/���������DW�
�²���DSSO\LQJ�WKH�IRUHJRQH�FRQFOXVLRQ�GRFWULQH�WR�D�FDVH�LQ�ZKLFK�GDWD�RQ�D�PRELOH�GHYLFH�
ZDV�VRXJKW����+RZHYHU��WKHUH�LV�VRPH�VSOLW�LQ�DXWKRULW\�UHJDUGLQJ�KRZ�WR�DSSO\�WKLV�GRFWULQH�
WR�ILOHV�RQ�GHYLFHV���&RPSDUH�*UDQG�-XU\�6XESRHQD�'XFHV�7HFXP�'DWHG�0DUFK���������������)��G�
DW� ����²��� �ILQGLQJ� WKDW� WKH� JRYHUQPHQW� PXVW� VKRZ� WKDW� LW� NQRZV� ZLWK� UHDVRQDEOH�
SDUWLFXODULW\�WKDW�VSHFLILF�ILOHV�H[LVW�LQ�VRPH�VSHFLILHG�ORFDWLRQ�DQG�WKDW�WKH�ILOH�LV�RZQHG�RU�
FRQWUROOHG�E\�WKH�ZLWQHVV�RU�GHIHQGDQW���ZLWK�&RPPRQZHDOWK�Y��*HOIJDWW�����1�(��G���������²
����0DVV���������KROGLQJ�WKDW�WKH�JRYHUQPHQW�PXVW�RQO\�VKRZ�WKDW�WKH�ZLWQHVV�RU�GHIHQGDQW�
KDV�FRQWURO�RYHU�WKH�GHYLFH�FRQWDLQLQJ�SRVVLEOH�HYLGHQFH��QRW�NQRZOHGJH�RI�VSHFLILF�ILOHV����
7KH�(OHYHQWK�&LUFXLW�DGRSWHG�D�PRUH�VWULQJHQW�VWDQGDUG�UHTXLULQJ�WKDW�WKH�JRYHUQPHQW�VKRZ�
WKDW�LW�KDV�NQRZOHGJH�RI�VSHFLILF�ILOHV�RQ�D�GHYLFH�RZQHG�RU�FRQWUROOHG�E\�WKH�VXVSHFW���*UDQG�
-XU\� 6XESRHQD� 'XFHV� 7HFXP� 'DWHG� 0DUFK� ���� ������ ���� )��G� DW� ����²���� � 0DVVDFKXVHWWV��
KRZHYHU��DGRSWHG�D�PRUH�OHQLHQW�VWDQGDUG�DOORZLQJ�WKH�JRYHUQPHQW�WR�VKRZ�PHUHO\�WKDW�LW�
NQRZV�ZLWK�UHDVRQDEOH�SDUWLFXODULW\�WKDW�WKH�VXVSHFW�RZQV�RU�FRQWUROV�WKH�GHYLFH�FRQWDLQLQJ�
ILOHV�WKDW�PD\�EH�LQFULPLQDWLQJ���*HOIJDWW�����1�(��G�DW����²����
��� 6HH�FDVHV�FLWHG�VXSUD�QRWH������JLYLQJ�VHYHUDO�H[DPSOHV�RI�FDVHV�LQ�ZKLFK�FRXUWV�KHOG�WKDW�
FRPSXOVLRQ�WR�SURYLGH�D�SDVVZRUG�WR�GHFU\SW�DQ�HQFU\SWHG�FRPSXWHU�YLRODWHG�WKH�SULYLOHJH�
DJDLQVW�VHOI�LQFULPLQDWLRQ���
��� 6HH�.\OOR�Y��8QLWHG�6WDWHV������8�6�������������UXOLQJ�WKDW�WKH�SROLFH�FDQQRW�XVH�D�WKHUPDO�
LPDJLQJ�FDPHUD�WR�VFDQ�D�VXVSHFW·V�KRXVH�IRU�KHDW�VLJQDWXUHV�ZLWKRXW�D�ZDUUDQW�EHFDXVH�LW�
FRQVWLWXWHG� D� VHDUFK��� � ,Q� .\OOR�� WKH� SROLFH� XVHG� D� WKHUPDO� LPDJLQJ� FDPHUD� WR� VFDQ� WKH�
GHIHQGDQW·V�KRPH�DQG�QRWLFHG�D�ODUJH�KHDW�VRXUFH�LQ�WKH�DWWLF�RI�WKH�KRPH��� ,G��DW������7KH�
SROLFH�XVHG�WKLV�LQIRUPDWLRQ�DQG�RWKHU�HYLGHQFH�WR�REWDLQ�D�VHDUFK�ZDUUDQW��DQG�D�VXEVHTXHQW�
VHDUFK�UHYHDOHG�WKDW�WKH�GHIHQGDQW�ZDV�JURZLQJ�PDULMXDQD�LQ�KLV�KRPH���,G���7KH�GHIHQGDQW�
PRYHG�WR�VXSSUHVV�WKH�HYLGHQFH�IURP�WKH�WKHUPDO�VFDQ�EXW�ZDV�XQVXFFHVVIXO���,G���7KH�&RXUW�
RI�$SSHDOV�IRU�WKH�1LQWK�&LUFXLW�UHPDQGHG�IRU�D�KHDULQJ�RQ�WKH�LQWUXVLYHQHVV�RI�WKH�VFDQ��DQG�
WKH�GLVWULFW�FRXUW�IRXQG�LW�WR�EH�QRQ�LQWUXVLYH���,G�� �7KH�FRXUW�RI�DSSHDOV�UHYHUVHG��EXW�WKDW�
RSLQLRQ�ZDV�ZLWKGUDZQ��DQG�D�SDQHO�DIILUPHG��� ,G�� �7KH�6XSUHPH�&RXUW�JUDQWHG�FHUWLRUDUL�
DQG�KHOG�WKDW�WKH�XVH�RI�WKHUPDO�LPDJLQJ�FRQVWLWXWHG�D�VHDUFK�RI�WKH�KRPH�EHFDXVH�WKHUPDO�
LPDJLQJ�JDWKHUHG�HYLGHQFH�WKDW�FRXOG�QRW�RWKHUZLVH�EH�IRXQG�ZLWKRXW�HQWHULQJ�WKH�KRPH���
,G��DW������7KH�6XSUHPH�&RXUW�QRWHG�WKH�DGYDQFH�RI�WHFKQRORJ\�DQG�LWV�HIIHFW�RQ�LQGLYLGXDO�
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WKHVH� DUH� )RXUWK� $PHQGPHQW� LVVXHV�� WKH\� LQYROYH� QHZ� WHFKQRORJLHV�
FODVKLQJ�ZLWK�ROG�ODZ��DQG�ERWK�WKH�)RXUWK�DQG�)LIWK�$PHQGPHQWV�LQYROYH�
LQGLYLGXDO�SULYDF\�ULJKWV�DQG�JRYHUQPHQW�LQWUXVLRQ����

(�� 5HFHQW�&DVHV�5XOLQJ�RQ�&RPSXOVLRQ�RI�%LRPHWULFV�WR�8QORFN�D�'HYLFH�

/LWWOH�OLWLJDWLRQ�H[LVWV�WKDW�DGGUHVVHV�WKH�LVVXH�RI�ZKHWKHU�FRPSXOVLRQ�
RI�D�SHUVRQ·V�ELRPHWULFV�WR�XQORFN�WKDW�SHUVRQ·V�GHYLFH�LV�SURWHFWHG�E\�WKH�
SULYLOHJH����� � 7ZR� VWDWH� FRXUW� GHFLVLRQV� UXOHG� DJDLQVW� H[WHQGLQJ� WKH�
SULYLOHJH� WR� SURWHFW� FRPSXOVLRQ� RI� ELRPHWULFV� WR� XQORFN� D� SHUVRQ·V�
GHYLFH���� &RPPRQZHDOWK�Y��%DXVW�IURP�9LUJLQLD�DQG�6WDWH�Y��'LDPRQG�IURP�
WKH� 0LQQHVRWD� &RXUW� RI� $SSHDOV� ERWK� UXOHG� DJDLQVW� H[WHQGLQJ� WKH�
SULYLOHJH����� � ,Q� ERWK� FDVHV�� DXWKRULWLHV� LQ� HDFK� VWDWH� VRXJKW� WR� IRUFH� WKH�
GHIHQGDQW�WR�XQORFN�KLV�SKRQH�YLD�KLV�ILQJHUSULQW������6LPLODUO\��WKH�FRXUWV�
XVHG�WKH�VDPH�OLQH�RI�UHDVRQLQJ�WR�VXSSRUW�WKHLU�GHFOLQDWLRQ������(DFK�FRXUW�
UHDVRQHG�WKDW�HDFK�GHIHQGDQW�ZRXOG�QRW�EH�IRUFHG�WR�GLVFORVH�WKH�FRQWHQWV�
RI� KLV� PLQG����� � 3URYLGLQJ� WKH� ILQJHUSULQWV� ZRXOG� QRW� UHTXLUH� WKH�
GHIHQGDQWV� WR� FRPPXQLFDWH� DQ\� NQRZOHGJH� RU� DVVHUW� DQ\� IDFW����
+RZHYHU��WKH�1RUWKHUQ�'LVWULFW�RI�,OOLQRLV�WRRN�D�GLIIHUHQW�DSSURDFK�DQG�
UXOHG�LQ�IDYRU�RI�H[WHQGLQJ�WKH�SULYLOHJH����

SULYDF\���,G��DW���²�����6HH�DOVR�5LOH\�Y��&DOLIRUQLD������6��&W���������������GHFLGLQJ�WKDW��GXH�WR�
WKH�PRGHUQ�SHUYDVLYHQHVV�DQG�DPRXQW�RI�SHUVRQDO� LQIRUPDWLRQ�FRQWDLQHG�RQ�FHOO�SKRQHV��
SROLFH�PXVW� REWDLQ� D�ZDUUDQW� EHIRUH� VHDUFKLQJ�FHOO� SKRQHV�DW� D� WUDIILF� VWRS���&DUSHQWHU� Y��
8QLWHG�6WDWHV������6��&W������������²�����������ILQGLQJ�WKDW�ODZ�HQIRUFHPHQW�PXVW�REWDLQ�D�
ZDUUDQW�SULRU�WR�DFFHVVLQJ�DQ�LQGLYLGXDO·V�FHOO�SKRQH�ORFDWLRQ�GDWD���
��� 6HH�FDVHV�FLWHG�VXSUD�QRWHV�����	������FDQYDVLQJ�FDVHV�LQ�ZKLFK�FRXUWV�H[SDQGHG�SULYDF\�
ULJKWV�XQGHU�ERWK�WKH�)LIWK�$PHQGPHQW�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ�DQG�WKH�)RXUWK�
$PHQGPHQW� SURWHFWLRQ� IURP� XQUHDVRQDEOH� VHDUFKHV� DQG� VHL]XUHV� LQ� WKH� IDFH� RI� QHZ�
WHFKQRORJLHV���
��� 6HH�FDVHV�FLWHG�LQIUD�QRWHV�����	������SURYLGLQJ�WKH�IHZ�FDVHV�WKDW�KDYH�UXOHG�RQ�ZKHWKHU�
FRPSXOVLRQ�RI� ELRPHWULF� GDWD� WR�XQORFN� D� SHUVRQ·V� GHYLFH�YLRODWHV� WKH� )LIWK�$PHQGPHQW�
SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���
��� 6HH�&RPPRQZHDOWK�Y��%DXVW��1R��&5��������������:/�����������DW����9D��&LU��&W��2FW��
�����������KROGLQJ�WKDW�FRPSHOOLQJ�D�GHIHQGDQW�WR�SURYLGH�D�ILQJHUSULQW�WR�XQORFN�D�GHYLFH�
GRHV�QRW�LPSOLFDWH�KLV�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���6WDWH�Y��'LDPRQG������1�:��G�
����� ���²��� �0LQQ�� &W�� $SS�� ������ �GHFLGLQJ� WKDW� FRPSHOOLQJ� D� GHIHQGDQW� WR� SURYLGH� D�
ILQJHUSULQW�WR�XQORFN�D�FHOO�SKRQH�GRHV�QRW�YLRODWH�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���
��� 6HH�FDVHV�FLWHG�VXSUD�QRWH������KLJKOLJKWLQJ�WZR�VWDWH�FDVHV�ZKHUH�WKH�FRXUWV�GHFOLQHG�WR�
H[WHQG�WKH�SULYLOHJH�WR�SURWHFW�SURYLGLQJ�ELRPHWULFV�WR�XQORFN�D�GHYLFH���
��� 6HH�FDVHV�FLWHG�VXSUD�QRWH������
��� 6HH�FDVHV�FLWHG�VXSUD�QRWH������
��� 6HH��H�J���%DXVW�������:/����������DW��²���UHDVRQLQJ�WKDW�SURYLGLQJ�D�ILQJHUSULQW�GLG�QRW�
UHTXLUH�WKH�GHIHQGDQW�WR�FRPPXQLFDWH�WKH�FRQWHQWV�RI�KLV�PLQG���
��� 6HH�LG�� �UXOLQJ�WKDW�SURYLGLQJ�D�ILQJHUSULQW�GRHV�QRW�FRPPXQLFDWH�DQ\�NLQG�RI�IDFW�RU�
NQRZOHGJH���
��� 6HH�,Q�UH�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW������)��6XSS���G�����������²����1�'��,OO��������
�GHFLGLQJ� WKDW� SURYLGLQJ� D� ILQJHUSULQW� WR� XQORFN� D� GHYLFH� LQ� UHVSRQVH� WR� D� VXESRHQD� LV�
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,Q�UH�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW�IRXQG�WKDW�SURYLGLQJ�ELRPHWULFV�
WR� XQORFN� D� GHYLFH� LV� WHVWLPRQLDO� DQG�� WKHUHIRUH�� SURWHFWHG� E\� WKH�
SULYLOHJH����� � 7KH� IHGHUDO� FRXUW� WKHUH� UHDVRQHG� WKDW� E\� SURYLGLQJ� WKH�
ELRPHWULF� GDWXP�� WKH� GHIHQGDQW� LV� FRPPXQLFDWLQJ� WKDW� VKH� FRQWUROV� RU�
RZQV�WKH�GHYLFH�DQG�WKH�LQIRUPDWLRQ�ZLWKLQ������6KH�LV�QRW�MXVW�SURYLGLQJ�
WKH�ELRPHWULF�LQIRUPDWLRQ�IRU�LGHQWLILFDWLRQ�SXUSRVHV������7KH�FRXUW�IRXQG�
WKH� FRPPXQLFDWLRQ� RI� NQRZOHGJH� RI� RZQHUVKLS� WR� EH� VXIILFLHQWO\�
WHVWLPRQLDO�WR�HQWHU�WKH�WHUULWRU\�RI�WKH�SULYLOHJH������7KHUHIRUH��WKH�FRXUW�
UXOHG�WKDW�WKH�JRYHUQPHQW�FDQQRW�FRPSHO�D�SHUVRQ�WR�SURYLGH�ELRPHWULF�
GDWD�WR�XQORFN�WKDW�SHUVRQ·V�GHYLFHV�EHFDXVH�GRLQJ�VR�LV�WHVWLPRQLDO����

,,,� $1$/<6,6

3DUW� ,,,� DQDO\]HV� LPSRUWDQW� MXULVSUXGHQFH� VXUURXQGLQJ� WKH� )LIWK�
$PHQGPHQW�SULYLOHJH�WR�HVWDEOLVK�WKH�DUJXPHQW�IRU�ZK\�FRPSXOVLRQ�RI�
ELRPHWULFV� IRU� GHFU\SWLQJ� GHYLFHV� VKRXOG� EH� SURWHFWHG� E\� WKH� )LIWK�
$PHQGPHQW����� � )LUVW�� 3DUW� ,,,�$� GLVFXVVHV� WKH� LQWHQW� RI� WKH� )LIWK�
$PHQGPHQW� SULYLOHJH����� � 6HFRQG�� 3DUW� ,,,�%� FORVHO\� VFUXWLQL]HV� FDVHV� LQ�
ZKLFK� WKH�FRXUW� LQ�TXHVWLRQ�GLG�QRW�H[WHQG� WKH�SULYLOHJH·V�SURWHFWLRQ����
7KLUG�� 3DUW� ,,,�&� SURYLGHV� H[DPSOHV� RI� WKH� MXGLFLDU\·V� ZLOOLQJQHVV� WR�
H[SDQG�SULYDF\�LQWHUHVWV��SDUWLFXODUO\�WKH�)LIWK�DQG�)RXUWK�$PHQGPHQWV�
LQ� UHODWLRQ� WR� QHZ� WHFKQRORJLHV����� � )RXUWK�� 3DUW� ,,,�'� UHDFKHV� WKH�PDLQ�
VXEVWDQFH�RI� WKLV�1RWH�� � FDVH� ODZ� WKDW�KHOG�FRPSXOVLRQ�RI�ELRPHWULFV� WR�

SURWHFWHG�E\�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ����'XULQJ�WKH�ILQDO�VWDJHV�RI�SXEOLFDWLRQ�
RI�WKLV�1RWH��D�QHZ�GHFLVLRQ�IURP�WKH�1RUWKHUQ�'LVWULFW�RI�&DOLIRUQLD�IROORZHG�WKH�H[DPSOH�
VHW� E\�$SSOLFDWLRQ� IRU� D� 6HDUFK�:DUUDQW�� �6HH� ,Q� WKH�0DWWHU� RI� WKH� 6HDUFK�RI�D�5HVLGHQFH� LQ�
2DNODQG��&DO���1R�������������������:/���������DW��²���1�'��&DO��-DQ�������������KROGLQJ�WKDW�
SURYLGLQJ�ELRPHWULF�GDWD�WR�XQORFN�D�GHYLFH�LV�WHVWLPRQLDO���
��� 6HH�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW������)��6XSS���G�DW�����²����
��� 6HH� LG�� � 6HH� DOVR� 6HDUFK� RI� D� 5HVLGHQFH�� �����:/� �������� DW� �� �VWDWLQJ� WKDW� SURYLGLQJ�
ELRPHWULF�GDWD�WR�XQORFN�D�GHYLFH�DVVHUWV�WKH�IDFW�WKDW�WKH�SURYLGHU�KDV�VRPH�OHYHO�RI�FRQWURO�
RYHU�WKH�GHYLFH����
��� 6HH�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW������)��6XSS���G�DW�����²�����
��� 6HH�LG���
��� 6HH�LG��DW�������UXOLQJ�WKDW�WKH�JRYHUQPHQW�FDQQRW�IRUFH�D�SHUVRQ�WR�SURYLGH�ELRPHWULFV�
WR� XQORFN� D� GHYLFH� ZLWKRXW� ILUVW� SURYLQJ� WKH� IRUHJRQH� FRQFOXVLRQ��� � 6HH� DOVR� 6HDUFK� RI� D�
5HVLGHQFH�������:/���������DW� �²�� �ILQGLQJ� WKDW�FRPSXOVLRQ� WR�SURYLGH�ELRPHWULF�GDWD� WR�
XQORFN�D�GHYLFH�YLRODWHV�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���
��� 6HH�8�6��&2167� DPHQG�9��:KLOH�WKLV�1RWH�IRFXVHV�RQ�WKH�)LIWK�$PHQGPHQW�SULYLOHJH��LW�
LV�LPSRUWDQW�WR�WDNH�QRWLFH�RI�WKH�)RXUWK�$PHQGPHQW�SURWHFWLRQ���7KH�)RXUWK�$PHQGPHQW�
WLHV� LQWR� WKH� SULYDF\� FRQFHUQ� FRYHUHG� E\� WKH� SULYLOHJH� DQG� FDQ� EROVWHU� WKH� DUJXPHQW� IRU�
H[WHQGLQJ� WKH�SULYLOHJH� WR� FRPSXOVLRQ�RI� ELRPHWULFV� WR�GHFU\SW�GHYLFHV�� � 6HH�8�6��&2167�
DPHQG�,9����
��� 6HH�LQIUD�3DUW�,,,�$���
��� 6HH�LQIUD�3DUW�,,,�%��
��� 6HH�LQIUD�3DUW�,,,�&��
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XQORFN�D�GHYLFH� LV�QRW�SURWHFWHG�E\� WKH�SULYLOHJH�DQG� WKH� ORQH�FDVH� WKDW�
UXOHG�LQ�IDYRU�RI�H[WHQGLQJ�WKH�SULYLOHJH�WR�WKH�FRPSXOVLRQ�RI�ELRPHWULFV�
WR�GHFU\SW�GHYLFHV����

$�� 7KH�)LIWK�$PHQGPHQW�3ULYLOHJH·V�,QWHQW�

3DUW�,,,�$�DQDO\]HV�WZR�6XSUHPH�&RXUW�FDVHV�WKDW�KDYH�WRXFKHG�XSRQ�
WKH�LQWHQW�DQG�VFRSH�RI�WKH�)LIWK�$PHQGPHQW�SULYLOHJH������7KHVH�FDVHV�KHOS�
HVWDEOLVK� D� IRXQGDWLRQ� IRU� LQGLYLGXDO� SULYDF\� LQWHUHVWV� WKDW� PDNH� WKH�
DUJXPHQW�IRU�H[WHQGLQJ�WKH�SULYLOHJH�PRUH�FRPSHOOLQJ����� �6WDUWLQJ�ZLWK
+RIIPDQ�Y��8QLWHG�6WDWHV��3DUW�,,,�$�PRYHV�IRUZDUG�LQ�WLPH�WR�FRYHU�8OOPDQQ�
Y��8QLWHG�6WDWHV������$IWHU�DQ�DQDO\VLV�RI�HDFK�FDVH��D�V\QWKHVL]HG�LQWHQW�RI�
WKH�SULYLOHJH�ZLOO�EH�SXW�IRUWK�DV�WKH�IUDPHZRUN�XSRQ�ZKLFK�WR�EXLOG�WKH�
DUJXPHQW�LQ�IDYRU�RI�H[WHQGLQJ�WKH�SULYLOHJH����

%HJLQQLQJ�ZLWK�+RIIPDQ� WKH�IUDPHZRUN�IRU� WKH�DUJXPHQW�WR�H[WHQG�
WKH� SULYLOHJH� WR� FRYHU� FRPSXOVLRQ� RI� ELRPHWULFV� IRU� XQORFNLQJ� GHYLFHV�
WDNHV� VKDSH����� � 7KH� &RXUW� SODFHV� KLJK� HPSKDVLV� RQ� WKH� LPSRUW� RI� WKLV�
SULYLOHJH������6SHFLILFDOO\��WKDW�WKH�SULYLOHJH�SURWHFWV�WKH�´VRFLDO�REMHFWV�RI�D�
IUHH�VRFLHW\µ�IURP�XQKLQGHUHG�LQWUXVLRQ�E\�WKH�JRYHUQPHQW������7KLV�VKRZV�
WKDW� WKH�SURWHFWLRQ� IURP�VHOI�LQFULPLQDWLRQ�RXWZHLJKV� WKH�JRYHUQPHQW·V�

��� 6HH�LQIUD�3DUW�,,,�'��
��� 6HH�FDVHV�FLWHG�LQIUD�QRWHV�����	������GLVFXVVLQJ�WZR�FDVHV�WKDW�H[SRXQG�XSRQ�WKH�LQWHQW�
DQG�VFRSH�RI�WKH�)LIWK�$PHQGPHQW�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���
��� 6HH�FDVHV�FLWHG�LQIUD�QRWHV�����	������
���� :KLOH�WKHVH�FDVHV�DUH�WKH�SULPDU\�IRFXV�RI�3DUW�,,,�$��HDFK�RI�WKHVH�FDVHV�UHOLHV�RQ�SDVW�
6XSUHPH� &RXUW� GHFLVLRQV� WR� UHDFK� LWV� LQWHUSUHWDWLRQ� RI� WKH� SULYLOHJH·V� LQWHQW�� � 6HH�� H�J��
&RXQVHOPDQ�Y��+LWFKFRFN������8�6�������������������H[SRXQGLQJ�WKH�LQWHQW�RI�WKH�SULYLOHJH�
DQG�KRZ�LW�PXVW�EH�FRQVWUXHG���
���� $VVXUHGO\��PDQ\�PRUH�FDVHV�H[LVW�XSRQ�ZKLFK�WR�EXLOG�D�PRUH�GHWDLOHG�DQDO\VLV�DQG�
V\QWKHVLV���+RZHYHU��WKDW�LV�QRW�WKH�IRFXV�RI�WKLV�1RWH���7KHVH�WZR�FDVHV�SURYLGH�WKH�LPSRUWDQW�
WDNHDZD\V� UHJDUGLQJ� WKH�DSSURDFK� WR� WDNH�ZKHQ� ORRNLQJ�DW�D�)LIWK�$PHQGPHQW�SULYLOHJH�
LVVXH� IRU� WKH� SXUSRVH�RI� WKLV�1RWH�� � 6HH�� H�J�� 8QLWHG� 6WDWHV� Y�� %DOV\V�� ����8�6�� ���� �������
�HODERUDWLQJ�RQ�WKH�LQWHQW�DQG�VFRSH�RI�WKH�SULYLOHJH���
��� 6HH�+RIIPDQ�Y��8QLWHG�6WDWHV������8�6�������������������DQDO\]LQJ�WKH�LPSRUWDQFH�WKH�
SULYLOHJH�KROGV��DV�ZHOO�DV�WKH�LQWHQW�DQG�VFRSH�RI�LW��� �,Q�+RIIPDQ��WKH�&RXUW�IDFHG�VHYHUDO�
FDVHV�LQ�ZKLFK�LQGLYLGXDOV�DVVHUWHG�WKH�SULYLOHJH�LQ�IHGHUDO�JUDQG�MXU\�LQYHVWLJDWLRQV���,G��DW�
������+RIIPDQ�ZDV�FRQYLFWHG�RI�FULPLQDO�FRQWHPSW�DIWHU�UHIXVLQJ�WR�DQVZHU�TXHVWLRQV�WKDW�KH�
EHOLHYHG�PD\�UHVXOW�LQ�FULPLQDO�FKDUJHV���,G��DW�������7KH�&RXUW�DOVR�QRWHG�WKH�QXPEHU�RI�FDVHV�
EHLQJ�KDQGOHG�LQ�ORZHU�FRXUWV�DQG�GHFLGHG�LW�ZDV�WLPH�WR�UHLQIRUFH�´WKH�FRQWLQXLQJ�QHFHVVLW\�
WKDW�SURVHFXWRUV�DQG�FRXUWV�DOLNHµ�EH�DOHUW�WR�DEXVHV�RI�WKDW�LQYHVWLJDWRU\�SRZHU���,G��DW������
��� 6HH�LG��DW������QRWLQJ�WKDW�WKH�)LIWK�$PHQGPHQW�SULYLOHJH�´ZDV�DGGHG�WR�WKH�RULJLQDO�
&RQVWLWXWLRQ�LQ�WKH�FRQYLFWLRQ�WKDW�WRR�KLJK�D�SULFH�PD\�EH�SDLG�HYHQ�IRU�WKH�XQKDPSHUHG�
HQIRUFHPHQW�RI� WKH� FULPLQDO� ODZ�DQG� WKDW�� LQ� LWV� DWWDLQPHQW��RWKHU� VRFLDO� REMHFWV�RI� D� IUHH�
VRFLHW\�VKRXOG�QRW�EH�VDFULILFHGµ��TXRWLQJ�)HOGPDQ�Y��8QLWHG�6WDWHV������8�6���������������������
��� ,G��
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LQWHUHVW� LQ� XQKLQGHUHG� ODZ� HQIRUFHPHQW����� � ,Q� WXUQ�� WKLV� PHDQV� WKDW� D�
SHUVRQ·V�LQWHUHVW�LQ�SURWHFWLRQ�IURP�FRPSHOOHG�GLVFORVXUH�RI�ELRPHWULFV�IRU�
DFFHVV�WR�D�GHYLFH�LV�DOVR�KHDYLO\�ZHLJKWHG���� +RIIPDQ�DOVR�KHOSV�EULGJH�
WKH�JDS�IURP�RUDO�UHVSRQVHV�WR�WKH�FXUUHQW�LVVXH����

7KLV� EULGJH� FRPHV� LQ� WKH� IRUP� RI� WKH� &RXUW·V� VWDWHPHQW� WKDW� WKH�
SULYLOHJH�PXVW�EH�FRQVWUXHG�OLEHUDOO\�LQ�IDYRU�RI�SURWHFWLQJ�WKH�ULJKW�WR�EH�
IUHH�IURP�FRPSHOOHG�VHOI�LQFULPLQDWLRQ������7KH�6XSUHPH�&RXUW�UHFRJQL]HG�
WKDW�D�ULJLG�LQWHUSUHWDWLRQ�RI�WKH�LQWHQW�RI�WKH�SULYLOHJH�ZRXOG�SUHFOXGH�WKH�
SURWHFWLRQ�RI�FHUWDLQ�WKLQJV�WKDW��ORJLFDOO\��VKRXOG�EH�SURWHFWHG������+HUH��
WKDW� YHU\� VFHQDULR� LV� SOD\LQJ� RXW�ZLWK� D� QHZ� DQG� LQFUHDVLQJO\� SRSXODU�
WHFKQRORJ\�� ZKLFK� LV� FKDOOHQJLQJ� WKH� SODFHPHQW� RI� FRPSXOVLRQ� RI�
ELRPHWULFV�LQ�LWV�WUDGLWLRQDO�FXEE\KROH������:LWK�OLEHUDO�FRQVWUXFWLRQ�RI�WKH�
SULYLOHJH��WKH�OHDS�IURP�XQSURWHFWHG�WR�SURWHFWHG�EHFRPHV�PRUH�IHDVLEOH�
EHFDXVH�FRXUWV�DUH�QRW�FRQVWUDLQHG�WR�D�OLWHUDO��ULJLG�LQWHUSUHWDWLRQ������)LYH�
\HDUV�ODWHU��WKH�6XSUHPH�&RXUW�LQ�8OOPDQQ�IXUWKHU�HODERUDWHG�WKH�´VSLULWµ�
WKDW�VKRXOG�EH�WDNHQ�ZKHQ�DSSURDFKLQJ�WKH�SULYLOHJH����

��� 6HH�+RIIPDQ������8�6��DW������H[SRXQGLQJ�WKDW�WKH�)UDPHUV�DGGHG�WKH�SULYLOHJH�WR�WKH�
&RQVWLWXWLRQ� EHFDXVH� WKH\� UHDOL]HG� WKDW� RWKHU� LPSRUWDQW� ´VRFLDO� REMHFWV� RI� D� IUHH� VRFLHW\µ�
VKRXOG�QRW�EH�VXERUGLQDWH�WR�DQ�XQKLQGHUHG�HQIRUFHPHQW�RI�WKH�ODZV���
��� 6HH�LG���RSLQLQJ�WKDW�D�IUHH�VRFLHW\�RXWZHLJKV�WKH�XQKLQGHUHG�HQIRUFHPHQW�RI�FULPLQDO�
ODZV�E\�WKH�JRYHUQPHQW���
��� 6HH�LG���H[SODLQLQJ�WKDW�WKH�SULYLOHJH�PXVW�EH�FRQVWUXHG�OLEHUDOO\���
��� 6HH� LG�� �´7KLV�SURYLVLRQ�RI� WKH�$PHQGPHQW�PXVW� EH�DFFRUGHG� OLEHUDO� FRQVWUXFWLRQ� LQ�
IDYRU�RI�WKH�ULJKW�LW�ZDV�LQWHQGHG�WR�VHFXUH�µ���FLWLQJ�&RXQVHOPDQ�Y��+LWFKFRFN������8�6�������
��������������
��� ,G��
��� 6HH� L3KRQH� ;�� $33/(� �6HSW�� ���� ������� KWWSV���ZZZ�DSSOH�FRP�LSKRQH�[��
>KWWSV���SHUPD�FF�60+��9�+-@��GHVFULELQJ�WKH�QHZ�L3KRQH�;·V�)DFH�,'�FDSDELOLWLHV���(ULN�
2UWL]��$SSOH�8QYHLOV�1HZ�L3KRQH��&�DQG��6�ZLWK�)LQJHUSULQW�7RXFK�,'��1�<� '$,/<�1(:6��6HSW��
���� ������� KWWS���ZZZ�Q\GDLO\QHZV�FRP�QHZV�QDWLRQDO�DSSOH�XQYHLOV�QHZ�LSKRQH��F�
SULFH�DUWLFOH�����������>KWWSV���SHUPD�FF��$9���&$9@��GLVFXVVLQJ�WKH�WKHQ�QHZ�7RXFK�,'�
V\VWHP�RQ�WKH�L3KRQH��V��ZKLFK�KDV�FDUULHG�WKURXJK�WR�WKH�QHZO\�UHOHDVHG�L3KRQH�����*DOD[\�
6��6HFXULW\�� 6$0681*� �6HSW�� ���� ������� KWWS���ZZZ�VDPVXQJ�FRP�JOREDO�JDOD[\�JDOD[\�
V��VHFXULW\��>KWWSV���SHUPD�FF�11�%�3)�4@��H[SODLQLQJ�6DPVXQJ·V�QHZ�,5,6�WHFKQRORJ\��
ZKLFK�XVHV�WKH�XVHU·V�LULV�WR�XQORFN�WKH�SKRQH����7KHUH�DUH�HYHQ�H[DPSOHV�RI�ODSWRSV��QHZ�DQG�
ROG��WKDW�XVH�ILQJHUSULQW�VFDQQLQJ�WR�DOORZ�DFFHVV�WR�WKH�GHYLFHV���6HH��H�J���+3�(OLWH%RRN��VXSUD�
QRWH�����GLVSOD\LQJ�+3·V�ILQJHUSULQW�WHFKQRORJ\�XVHG�RQ�LWV�ODSWRSV�WR�XQORFN�DFFHVV�IRU�WKH�
GHYLFH·V�RZQHU���
��� 6HH��H�J���+RIIPDQ�Y��8QLWHG�6WDWHV������8�6��������������������
���� 8OOPDQQ� Y��8QLWHG� 6WDWHV�� ����8�6�� ����� ���� �������� � ,Q�8OOPDQQ�� WKH� GHIHQGDQW�ZDV�
FRQYLFWHG� RI� FRQWHPSW� IRU� IDLOLQJ� WR� DQVZHU� TXHVWLRQV� LQ� D� JUDQG� MXU\� SURFHHGLQJ� DIWHU�
LQYRNLQJ�WKH�SULYLOHJH�� � ,G��DW����²���� �+H� WKHQ�DSSHDOHG�KLV�FRQYLFWLRQ��DQG�WKH�6XSUHPH�
&RXUW�XSKHOG�� � ,G�� DW� ����� �:KLOH� WKH� 6XSUHPH�&RXUW�XSKHOG� WKH� FRQYLFWLRQ�� WKH�GHFLVLRQ�
SURYLGHG�NH\�SRLQWV�DV�WR�WKH�LQWHQW�DQG�VFRSH�RI�WKH�SULYLOHJH���,G��DW����²����
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7KH� PDMRULW\� LQ� 8OOPDQQ� VWURQJO\� UHLWHUDWHG� WKH� LPSRUW� RI� WKH�
SULYLOHJH������7KH�6XSUHPH�&RXUW�EHOLHYHG�WKDW�WKH�SULYLOHJH�PXVW�QRW�EH�
DSSURDFKHG�ZLWK�D�KRVWLOH�YLHZ������'RLQJ�VR�ZRXOG�UHVXOW�LQ�DQ�DSSURDFK�
WKDW� GLVKRQRUHG� WKH� )UDPHUV� RI� WKH� &RQVWLWXWLRQ� EHFDXVH� RI� WKHLU�
H[SHULHQFH�ZLWK�DEXVH�RI�SRZHU�DQG�IRUHVLJKW����� �7KH�&RXUW�EHOLHYHG�LW�
PRUH� LPSRUWDQW� WR� SURWHFW� WKH� LQQRFHQW�� ZKR� PD\� EH� ZURQJHG� E\�
DEULGJPHQW� RI� WKH� SULYLOHJH�� DQG� DOORZ� WKH� JXLOW\� WR� ZDON� IUHH� WKDQ� WR�
DEULGJH�RQH� LQQRFHQW�SHUVRQ·V� FRQVWLWXWLRQDO� ULJKWV����� �:KLOH� WKH�&RXUW�
H[SUHVVHG�D�OLEHUDO�FRQVWUXFWLRQ�RI�WKH�SULYLOHJH�LQ�+RIIPDQ��LW�VWLOO�UHTXLUHV�
D� VWULFW� HQIRUFHPHQW����� � 7KLV� LV� HVSHFLDOO\� KHOSIXO� LQ� DUJXLQJ� IRU� WKH�
H[WHQVLRQ�RI�WKH�SULYLOHJH�EHFDXVH�D�FRXUW�PXVW�FRQVLGHU�WKH�JUDYLW\�WKH�
SULYLOHJH�KROGV�DQG�LWV�VWULFW�HQIRUFHPHQW����

/LEHUDO�FRQVWUXFWLRQ��VWULFW�HQIRUFHPHQW��DQG�WKH�KLJK�LPSRUWDQFH�RI�
WKH�SULYLOHJH�FDQ�EH�FRPELQHG�WR�IRUP�D�FRPSHOOLQJ�IUDPHZRUN�WR�EXLOG�D�
FDVH�DURXQG������$FFRUGLQJ�WR�+RIIPDQ�DQG�8OOPDQQ��WKH�SULYLOHJH�KROGV�D�
OHYHO� RI� LPSRUWDQFH� LQ� RXU� VRFLHW\� WKDW� FDQQRW� EH� EUXVKHG� DVLGH����� � $�
GHIHQVH� DWWRUQH\� QHHGV� WR� LQFOXGH� WKLV� LQ� DQ� DUJXPHQW� WR� H[WHQG� WKH�
SULYLOHJH�EHFDXVH�LW�VKRZV�WKH�FRXUW�WKH�ZHLJKW�RI�WKH�SULYLOHJH�DQG�WKDW�D�
FXUVRU\� JODQFH� DW� WKH� WUDGLWLRQ� LV� QRW� DSSURSULDWH����� � )XUWKHUPRUH�� WKH�
SULYLOHJH� PXVW� EH� OLEHUDOO\� FRQVWUXHG� EXW� VWULFWO\� HQIRUFHG� DJDLQVW� WKH�
JRYHUQPHQW�WR�SURWHFW�LQGLYLGXDOV�IURP�FRPSHOOHG�VHOI�LQFULPLQDWLRQ�DQG�
SUHYHQW�SHUVHFXWLRQ�RI�WKH�LQQRFHQW������%\�LQFOXGLQJ�WKLV�VWDQGDUG�LQ�WKH�

��� 6HH�LG���RSLQLQJ�WKDW�WKH�SULYLOHJH�´UHJLVWHUV�DQ�LPSRUWDQW�DGYDQFH�LQ�WKH�GHYHORSPHQWV�
RI�RXU� OLEHUW\³¶RQH�RI� WKH�JUHDW� ODQGPDUNV� LQ�PDQ·V� VWUXJJOH� WR�PDNH�KLPVHOI� FLYLOL]HG·µ�
�TXRWLQJ�(5:,1�1� *5,6:2/'��7+(�),)7+�$0(1'0(17�72'$<�� ����������
��� 6HH� LG�� �VWDWLQJ� WKDW� WKH� SULYLOHJH� ´PXVW� QRW� EH� LQWHUSUHWHG� LQ� D� KRVWLOH� RU� QLJJDUGO\�
VSLULWµ���
��� 6HH�8OOPDQQ������8�6��DW����²��� �´6XFK�D�YLHZ�GRHV� VFDQW�KRQRU� WR� WKH�SDWULRWV�ZKR�
VSRQVRUHG�WKH�%LOO�RI�5LJKWV�DV�D�FRQGLWLRQ�WR�DFFHSWDQFH�RI�WKH�&RQVWLWXWLRQ�E\�WKH�UDWLI\LQJ�
VWDWHV���7KH�)RXQGHUV�RI�WKH�1DWLRQ�ZHUH�QRW�QDwYH�RU�GLVUHJDUGIXO�RI�WKH�LQWHUHVWV�RI�MXVWLFH�µ���
��� 6HH� LG�� DW� ���²��� �H[SRXQGLQJ� WKDW� WKH� )RXQGHUV� MXGJHG� WKDW� LW� ZDV� EHWWHU� IRU� WKH�
RFFDVLRQDO�FULPH�WR�JR�XQSXQLVKHG�WKDQ�IRU�WKH�JRYHUQPHQW�WR�EH�DEOH�WR�IUHHO\�EXLOG�D�FDVH�
DQG�FRQYLFW�DQ�LQQRFHQW�SHUVRQ�EDVHG�RQ�FRPSHOOHG�VHOI�LQFULPLQDWLRQ���
��� 6HH�LG��DW����²����UHLWHUDWLQJ�WKDW�+RIIPDQ�FDOOV�IRU�D�OLEHUDO�FRQVWUXFWLRQ�RI�WKH�SULYLOHJH�
EXW�WKDW�´LW�LV�LQ�WKLV�VSLULW�RI�VWULFW��QRW�OD[��REVHUYDQFH�RI�WKH�FRQVWLWXWLRQDO�SURWHFWLRQ�RI�WKH�
LQGLYLGXDO�WKDW�ZH�DSSURDFK�WKH�FODLPV�PDGH�E\�SHWLWLRQHU�LQ�WKLV�FDVHµ����
��� 6HH� LG�� �UHLQIRUFLQJ� WKH� LGHD� WKDW� WKH� SULYLOHJH� VKRXOG� EH� VWULFWO\� HQIRUFHG� WR� SURWHFW�
LQGLYLGXDO�OLEHUWLHV�DJDLQVW�JRYHUQPHQW�RYHUUHDFK����
��� 6HH�LQIUD�3DUW�,9�%��OD\LQJ�RXW�WKH�IUDPHZRUN�IRU�WKH�WHVWLPRQLDO�ELRPHWULFV�GRFWULQH�DQG�
KRZ�WR�LPSOHPHQW�LW���
��� 6HH�8OOPDQQ�Y��8QLWHG�6WDWHV������8�6����������²�����������GHVFULELQJ�WKH�KLVWRU\�RI�WKH�
LPSOHPHQWDWLRQ�RI�WKH�SULYLOHJH�E\�WKH�)RXQGHUV�DQG�WKHLU�H[SHULHQFHV�ZLWK�DEXVH�RI�SRZHU�
WKDW�OHG�WKHP�WR�LQFOXGH�LW�LQ�RXU�IXQGDPHQWDO�ODZ���
��� 6HH� LG��DW����²��� �GLVFXVVLQJ� WKH�KHDY\�ZHLJKW�DQG� LPSRUWDQFH� WKH�SULYLOHJH�KROGV� LQ�
$PHULFDQ�FRQVWLWXWLRQDO�ODZ���
��� 6HH�LG���+RIIPDQ�Y��8QLWHG�6WDWHV������8�6�������������������
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DUJXPHQW�� LW� UHLQIRUFHV� WR� FRXUWV� D� QHHG� IRU� IOH[LELOLW\� LQ� LQWHUSUHWDWLRQ�
ZKLOH� DOVR� UHLQIRUFLQJ� WKH� QHHG� IRU� WKH� SULYLOHJH� WR� EH� VWULFWO\� HQIRUFHG�
DJDLQVW�DEXVHV�RI�LQYHVWLJDWRU\�SRZHUV����

7KH�SXUSRVH�RI� WKLV� LV� WR�PRYH� WKH� MXGJH� DZD\� IURP�JLYLQJ� RQO\� D�
FXUVRU\� JODQFH� DW� WKH� LVVXH� DQG� NHHSLQJ�ZLWK� WKH� WUDGLWLRQDO� UXOLQJV� LQ�
FRPSXOVLRQ� RI� ELRPHWULFV� FDVHV����� � � � 7KH� ORQJ� OLQH� RI� FDVHV� KROGLQJ�
FRPSXOVLRQ�RI�ELRPHWULFV�LV�QRW�SURWHFWHG�E\�WKH�SULYLOHJH�SURYHV�WR�EH�D�
VLJQLILFDQW�ILUVW�KXUGOH�IRU�D�GHIHQVH�DWWRUQH\������7KH�MXGJH�PD\�ZDQW�WR�
PDLQWDLQ�WKH�HDVLHU�URXWH�RI�VWLFNLQJ�ZLWK�WUDGLWLRQ����� �$�FXUVRU\�JODQFH�
OLNHO\�ZLOO�UHVXOW�LQ�D�UXOLQJ�DJDLQVW�H[WHQGLQJ�WKH�SULYLOHJH�DJDLQVW�VHOI�
LQFULPLQDWLRQ� WR� SURWHFW� ELRPHWULFV����� � 7KDW� LV� QRW� WKH� GHVLUHG� UHVXOW����
2SHQLQJ�WKH�DUJXPHQW�ZLWK�WKLV�UHPLQGHU�FDQ�SHUVXDGH�WKH�MXGJH�WR�NHHS�
DQ� RSHQ� PLQG� ZLWK� WKH� UHVW� RI� WKH� DUJXPHQW����� � 7KH� QH[W� VWHS� LV� WR�
GLVWLQJXLVK�WKH�FXUUHQW�LVVXH�IURP�WKH�SUHFHGHQWV�WKDW�D�MXGJH�PD\�WXUQ�WR�
LQ�PDNLQJ�D�GHFLVLRQ����

%�� :KDW�WKH�3ULYLOHJH�+DV�1RW�7UDGLWLRQDOO\�3URWHFWHG�

3DUW� ,,,�%� GHOYHV� LQWR�ZKDW� WKH� )LIWK�$PHQGPHQW� SULYLOHJH� KDV� QRW�
WUDGLWLRQDOO\� SURWHFWHG����� � %HFDXVH� WKLV�1RWH� IRFXVHV� RQ� FRPSXOVLRQ� RI�
ELRPHWULFV�IRU�WKH�SXUSRVH�RI�XQORFNLQJ�GHYLFHV��3DUW�,,,�%�IRFXVHV�RQ�SDVW�

���� &RPELQHG�� ERWK� +RIIPDQ� DQG� 8OOPDQQ� FUHDWH� D� FRPSHOOLQJ� VWDQGDUG� RI� OLEHUDO�
FRQVWUXFWLRQ� DQG� VWULFW� HQIRUFHPHQW� DJDLQVW� WKH� JRYHUQPHQW�� � +RIIPDQ�� ���� 8�6�� DW� �����
8OOPDQQ������8�6��DW����²�����7KXV��WKH�FRXUW�PXVW�OLEHUDOO\�FRQVWUXH�WKH�SULYLOHJH�LQ�IDYRU�RI�
VWULFWO\�HQIRUFLQJ�SUHYHQWLRQ�RI�SRVVLEOH�JRYHUQPHQW�RYHUUHDFK�� �+RIIPDQ������8�6��DW������
8OOPDQQ������8�6��DW����²����
��� 6HH��H�J���6FKPHUEHU�Y��&DOLIRUQLD������8�6����������²�����������HVWDEOLVKLQJ�WKDW�SURYLGLQJ�
ELRPHWULFV��JHQHUDOO\��LV�QRW�WHVWLPRQLDO�DQG�WKHUHIRUH�QRW�SURWHFWHG�E\�WKH�SULYLOHJH���
��� 6HH�� H�J��� LG�� DW� ���� �KROGLQJ� WKDW� SURYLGLQJ� EORRG� VDPSOHV� LV� QRW� SURWHFWHG� E\� WKH�
SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ����6HH�DOVR�8QLWHG�6WDWHV�Y��'LRQLVLR������8�6������²���������
�ILQGLQJ�WKDW�SURYLGLQJ�D�YRLFH�H[HPSODU�GRHV�QRW�FRPPXQLFDWH�DQ\�IDFW�DQG�LV�WKHUHIRUH�QRW�
WHVWLPRQLDO���8QLWHG�6WDWHV�Y��:DGH������8�6�������������������GHFLGLQJ�WKDW�SUHVHQWLQJ�RQHVHOI�
IRU�D�OLQHXS�LV�QRW�WHVWLPRQLDO�DQG�WKHUHIRUH�QRW�SURWHFWHG����
��� 6HH��H�J���:DGH������8�6��DW������IROORZLQJ�WKH�VDPH�OLQH�RI�UHDVRQLQJ�DV�WKH�&RXUW�GLG�LQ�
6FKPHUEHU���
��� 6HH�FDVHV�FLWHG�VXSUD�QRWH������SURYLGLQJ�VHYHUDO�6XSUHPH�&RXUW�FDVHV�UXOLQJ�DJDLQVW�
H[WHQGLQJ�WKH�SULYLOHJH�WR�ELRPHWULFV���
��� 6HH�LQIUD�3DUW�,9��H[SRXQGLQJ�WKH�GHVLUHG�LPSOHPHQWDWLRQ�RI�WKH�WHVWLPRQLDO�ELRPHWULFV�
GRFWULQH���
��� 6HH�LQIUD�3DUW�,9��
��� 6HH�LQIUD�3DUW�,,,�%��DQDO\]LQJ�FDVHV�KROGLQJ�ELRPHWULFV�DUH�QRW�SURWHFWHG�E\�WKH�SULYLOHJH�
DQG�GLVWLQJXLVKLQJ�WKHP�IURP�WKH�FXUUHQW�LVVXH���
��� 6HH� FDVHV� FLWHG� LQIUD� QRWHV� ���� 	� ���� �GLVFXVVLQJ� FDVHV� WKDW� KROG� ELRPHWULFV� DUH� QRW�
SURWHFWHG�E\�WKH�SULYLOHJH����
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FDVHV�KROGLQJ�ELRPHWULFV�DUH�QRW�SURWHFWHG�E\�WKH�SULYLOHJH����� �3DUW�,,,�%�
GRHV�QRW� FULWLFL]H� WKH� KROGLQJV� RI� WKH� FDVHV� LW�GLVFXVVHV� EXW� LV�PHDQW� WR�
SURYLGH� XVHIXO� GLVWLQFWLRQV� EHWZHHQ� WKRVH� FDVHV� DQG� WKH� FXUUHQW� LVVXH��
ZKLFK�FDQ�EH�XVHG�WR�SHUVXDGH�D�FRXUW�WR�H[WHQG�WKH�SULYLOHJH����

+HUH�� WKH� DQDO\VLV� IRFXVHV� RQ� FDVHV� LQ�ZKLFK� FRPSXOVLRQ�RI� FHUWDLQ�
ELRPHWULFV�ZDV�KHOG�QRW�WR�EH�SURWHFWHG�E\�WKH�SULYLOHJH����� �7KHVH�FDVHV�
LQFOXGH�6FKPHUEHU��'LRQLVLR��DQG�:DGH������(DFK�FDVH�LV�FRYHUHG�LQ�WXUQ��DQG�
DQ� LPSRUWDQW� GLVWLQFWLRQ� EHWZHHQ� WKHVH� UHSUHVHQWDWLYH� FDVHV� DQG� WKH�
FXUUHQW�LVVXH�LV�PDGH������:KLOH�3DUW�,,,�%�FRQWDLQV�DQ�DQDO\VLV�RI�HDFK�RI�
WKHVH�FDVHV��HDFK�LV�FRQQHFWHG�E\�DQ�RYHUDUFKLQJ�WKHPH�� �FRPSXOVLRQ�RI�
ELRPHWULF�GDWD�LV�QRW�SURWHFWHG�EHFDXVH�SURYLGLQJ�LW�LV�QRW�WHVWLPRQLDO����
7XUQLQJ�WR�6FKPHUEHU��NHHS�WKLV�LQ�PLQG�DV�HDFK�FDVH�LV�GLVFXVVHG����

��� 6HH� LQIUD� QRWHV� ���²��� DQG� DFFRPSDQ\LQJ� WH[W� �H[SODLQLQJ� WKH� FRPPRQ� WKHPH� WKDW�
VSUHDGV�DFURVV�HDFK�RI�WKH�FDVHV�FRYHUHG��ZKLFK�FDQ�WKHQ�EH�XVHG�WR�SURYLGH�D�GLVWLQJXLVKLQJ�
IDFWRU�LQ�DQ�DUJXPHQW�WR�WKH�FRXUW���
���� 3DUW�,,,�%�GRHV�QRW�GLVDJUHH�ZLWK�WKH�SDVW�KROGLQJV�WKDW�ELRPHWULFV�DUH�QRW�SURWHFWHG�E\�
WKH� SULYLOHJH�� � ,W� RQO\� VHHNV� WR� VKRZ�KRZ� WKH� FRPSXOVLRQ�RI� ELRPHWULFV� LQ� WKH� SDUWLFXODU�
FRQWH[W�RI�XQORFNLQJ�GHYLFHV�LV�GLVWLQJXLVKDEOH��
���� )LIWK�$PHQGPHQW� MXULVSUXGHQFH�LV�H[SDQVLYH��ZLWK�PDQ\�FDVHV�UXOLQJ�RQ�ZKHWKHU�RU�
QRW�WKH�)LIWK�$PHQGPHQW�SURYLGHV�SURWHFWLRQV��EXW�DV�WKLV�1RWH·V�IRFXV�LV�RQ�ELRPHWULFV��WKH�
DQDO\VLV� KHUH� IRFXVHV� VROHO\� RQ� FDVHV� FRQFHUQLQJ� FRPSXOVLRQ� RI� ELRPHWULFV�� � )RU� DQRWKHU�
H[DPSOH�RI�VRPHWKLQJ�QRW�SURWHFWHG�E\�WKH�SULYLOHJH��VHH�'RH�Y��8QLWHG�6WDWHV������8�6�������
���� ������� �GHFOLQLQJ� WR� H[WHQG� WKH� SULYLOHJH� WR� DUWLILFLDO� HQWLWLHV� VXFK� DV� EXVLQHVVHV����
,QWHUHVWLQJO\�� 6FKPHUEHU� GRHV� FRQWDLQ� GLFWD� WKDW� H[SORUHV� WKH� SRVVLELOLW\� RI� FHUWDLQ�
SK\VLRORJLFDO�UHVSRQVHV�EHLQJ�SURWHFWHG�E\�WKH�SULYLOHJH���6FKPHUEHU�Y��&DOLIRUQLD������8�6��
����� ���� �������� � -XVWLFH� %UHQQDQ� VSHDNV� RI� KRZ� WKH� XVH� RI� SK\VLRORJLFDO� UHVSRQVHV� WR�
TXHVWLRQLQJ�WR�GHWHUPLQH�LQQRFHQFH�RU�JXLOW�´LV�WR�HYRNH�WKH�VSLULW�DQG�KLVWRU\�RI�WKH�)LIWK�
$PHQGPHQW�µ� � ,G�� � 7KXV�� DQ� LQWHUHVWLQJ� H[FHSWLRQ� WR� WKH� GRFWULQH� WKDW� QR� ELRPHWULFV� DUH�
SURWHFWHG�E\�WKH�SULYLOHJH�ZDV�ERUQ���,G���)XUWKHU��LQ�WKLV�GLVFXVVLRQ�WKH�&RXUW�DOVR�PHQWLRQV�
FDVHV� LQ�ZKLFK� VXFK�D� VLPSOH�GLVWLQFWLRQ�XVHG�E\� WKH� WUDGLWLRQDO�DSSURDFK�´LV�QRW� UHDGLO\�
GUDZQ�µ��,G�� �7KH�FRPSXOVLRQ�RI�ELRPHWULFV�IRU�WKH�SXUSRVH�RI�XQORFNLQJ�GHYLFHV�LV�VXFK�D�
FDVH��
���� (DFK�RI� WKHVH� FDVHV� SURYLGHV� D� GLIIHUHQW� H[DPSOH� RI� VRPH� SLHFH� RI� ELRPHWULF�GDWXP�
FRPSHOOHG�E\�WKH�JRYHUQPHQW�LQ�D�FULPLQDO�LQYHVWLJDWLRQ���6FKPHUEHU�����8�6��DW������8QLWHG�
6WDWHV�Y��'LRQLVLR������8�6���������������8QLWHG�6WDWHV�Y��:DGH������8�6�������������������8QLWHG�
6WDWHV�Y��*LEVRQ������)��G������������WK�&LU���������
��� 6HH� LQIUD�3DUW� ,9� �RXWOLQLQJ� D�PRUH�GHWDLOHG� IUDPHZRUN�RI� WKH� WHVWLPRQLDO� ELRPHWULFV�
GRFWULQH���
���� (DFK�FDVH�FDPH�WR�WKH�FRQFOXVLRQ��DQG�UHLWHUDWHG�SDVW�GHFLVLRQV�WKDW�KHOG�WKH�VDPH��WKDW�
SURYLGLQJ�ELRPHWULF�GDWD�LV�QRW�FRPPXQLFDWLYH�DQG�WKHUHIRUH�QRW�WHVWLPRQLDO���6HH�FDVHV�FLWHG�
VXSUD�QRWH������SURYLGLQJ�FDVHV�LQ�ZKLFK�WKH�6XSUHPH�&RXUW�GHFOLQHG�WR�ILQG�FRPSXOVLRQ�RI�
ELRPHWULFV�SURWHFWHG�E\�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ��� �
���� 7KH�IDFW�WKDW�SURYLGLQJ�ELRPHWULFV�LV�QRW�WHVWLPRQLDO�LV�WKH�FUX[�RI�WKH�LVVXH�WKLV�1RWH�
FRYHUV�� �6HH� LQIUD�3DUWV� ,,,�&�� ,,,�'� �FRYHULQJ�FDVHV� WKDW� WRXFKHG�XSRQ�GHFU\SWLQJ�GHYLFHV����
8QGHUVWDQGLQJ�ZK\�WKDW�LV�WKH�FDVH��DQG�KRZ�WKHVH�FDVHV�FDQ�EH�GLVWLQJXLVKHG�IURP�WKH�LVVXH�
RI�FRPSHOOLQJ�ELRPHWULFV�WR�XQORFN�GHYLFHV��LV�NH\�WR�PDNLQJ�D�FRPSHOOLQJ�DUJXPHQW��

Valparaiso University Law Review, Vol. 53, No. 2 [2019], Art. 5

https://scholar.valpo.edu/vulr/vol53/iss2/5



����@� &RPSXOVLRQ�RI�%LRPHWULFV� ����

6FKPHUEHU� KHOG� WKDW� WKH� FRPSXOVLRQ� RI� D� EORRG� VDPSOH� ZDV� QRW�
SURWHFWHG�E\�WKH�SULYLOHJH�EHFDXVH�LW�ZDV�QRW�WHVWLPRQLDO������:KLOH�LQ�WKH�
FRQWH[W�RI�WKH�WLPH�WKH�&RXUW�PRVW�OLNHO\�UHDFKHG�WKH�FRUUHFW�FRQFOXVLRQ��
XQGHU� WKH� FXUUHQW� FLUFXPVWDQFHV� WKLV� UHDVRQLQJ� UHVXOWV� LQ� D� WURXEOLQJ�
VFHQDULR� LQ� ZKLFK� QR� ELRPHWULFDOO\� HQFU\SWHG� GHYLFHV� DUH� SURWHFWHG����
+HUH��LI�SURYLGLQJ�ILQJHUSULQWV�RU�VRPH�RWKHU�ELRPHWULF�GDWXP�WR�XQORFN�
WKH� SURYLGHU·V� GHYLFH� LV� QRW� FRQVLGHUHG� FRPPXQLFDWLYH�� LW� LV� QRW�
WHVWLPRQLDO����� � 7KHUHIRUH�� LW�ZRXOG�QRW� EH�SURWHFWHG�E\� WKH�SULYLOHJH����
7KLV� LV� WURXEOLQJ� EHFDXVH� LW� JLYHV� WKH� JRYHUQPHQW� WKH� SRZHU� WR� IRUFH�
LQGLYLGXDOV�XVLQJ�ELRPHWULF�HQFU\SWLRQ�WR�SURYLGH�DFFHVV�WR�WKH�GHYLFH�DQG�
LWV� FRQWHQWV����� � 7KH� 6XSUHPH� &RXUW� LQ� 'LRQLVLR�� UHO\LQJ� LQ� SDUW� RQ�
6FKPHUEHU��UHDFKHG�WKH�VDPH�FRQFOXVLRQ����

,Q�'LRQLVLR�� WKH� &RXUW� GHFOLQHG� WR� H[WHQG� WKH� SULYLOHJH� WR� SURWHFW� D�
YRLFH�H[HPSODU������$JDLQ��WKH�UHDVRQLQJ�ZDV�WKDW�D�YRLFH�H[HPSODU�LV�QRW�
FRPPXQLFDWLYH������6LPLODU�WR�6FKPHUEHU��WKLV�UHVXOW�SURYLGHV�DQ�REVWDFOH�WR�
ILQGLQJ�WKDW�FRPSXOVLRQ�RI�ELRPHWULFV�WR�XQORFN�D�GHYLFH�LV�SURWHFWHG�E\�
WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���� :DGH��GHFLGHG�LQ�������SURYLGHV�
RQO\�RQH�PRUH�H[DPSOH�RI�WKLV�UXOH������7KHUH��WKH�&RXUW�FRQWLQXHG�WR�DGG�
ZHLJKW�WR�WKH�UDWLRQDOH�WKDW�SURYLGLQJ�PRVW��LI�QRW�DOO��NLQGV�RI�ELRPHWULFV�

���� 6FKPHUEHU� ZDV� FRQYLFWHG� LQ� &DOLIRUQLD� IRU� GULYLQJ� XQGHU� WKH� LQIOXHQFH� RI� DOFRKRO���
6FKPHUEHU������8�6��DW�������+H�ZDV�DUUHVWHG�DW�WKH�KRVSLWDO�DIWHU�D�SROLFH�RIILFHU�GLUHFWHG�D�
SK\VLFLDQ�WR�ZLWKGUDZ�EORRG�IURP�KLP�DQG�KDYH�LW�DQDO\]HG�IRU�LQWR[LFDWLRQ���,G���7KH�UHVXOWV�
ZHUH�SRVLWLYH�DQG�DGPLWWHG�DV�HYLGHQFH��ZKLFK�6FKPHUEHU�WKHQ�FKDOOHQJHG���,G��DW�������7KH�
&RXUW�UHDVRQHG�WKDW�SURYLGLQJ�EORRG�ZDV�QRW�FRPPXQLFDWLYH���,G��DW�������7KH�&RXUW�IXUWKHU�
UHDVRQHG�WKDW�ZLWKRXW�VRPH�FRPSHOOHG�FRPPXQLFDWLRQ�IURP�WKH�VXVSHFW��WKH�SULYLOHJH�GRHV�
QRW�DSSO\�EHFDXVH�WKHUH�LV�QR�WHVWLPRQ\���,G��DW������
���� 8QGHU�WKH�WHVW�XVHG�LQ�6FKPHUEHU�DQG�WKH�HQVXLQJ�FDVHV��QR�GHYLFHV�WKDW�XVH�ELRPHWULFV�
WR�XQORFN�WKH�GHYLFH�ZRXOG�EH�SURWHFWHG�EHFDXVH�WKH�ELRPHWULFV�DUH�PHUHO\�EHLQJ�XVHG�IRU�
LGHQWLILFDWLRQ�SXUSRVHV�� �6HH�JHQHUDOO\� LG�� �RSLQLQJ� WKDW�ELRPHWULF�GDWD� LV�RQO\�XVHG�IRU� WKH�
SXUSRVH�RI�LGHQWLILFDWLRQ���
��� 6HH��H�J���6FKPHUEHU������8�6��DW����²����HVWDEOLVKLQJ�WKDW�SURYLGLQJ�ELRPHWULFV��VXFK�DV�D�
EORRG�VDPSOH��LV�QRW�FRPPXQLFDWLYH�XQGHU�PRVW�FLUFXPVWDQFHV���
��� 6HH�LG��
��� 6HH� LG�� �ILQGLQJ� WKDW� WKH�JRYHUQPHQW�PD\� IRUFH�D�SHUVRQ� WR�SURYLGH�ELRPHWULFV� LQ�DQ�
LQYHVWLJDWLRQ�LI�GRLQJ�VR�LV�QRW�FRPPXQLFDWLYH���
��� 6HH�8QLWHG�6WDWHV�Y��'LRQLVLR������8�6������²����������KROGLQJ�WKDW�FRPSXOVLRQ�WR�SURYLGH�
D�YRLFH�H[HPSODU�GLG�QRW�YLRODWH�WKH�)LIWK�$PHQGPHQW�SULYLOHJH���
��� 6HH�LG��
��� 6HH�LG��DW����
��� 6HH� LG��DW��²�� �KROGLQJ� WKDW�ELRPHWULFV� VXFK�DV�YRLFH�FRPPXQLFDWLRQV�DUH�QRW�DOZD\V�
FRPPXQLFDWLYH� LI� XVHG� RQO\� IRU� LGHQWLILFDWLRQ� SXUSRVHV� DQG� GR� QRW� FRPPXQLFDWH� DQ\�
VXEVWDQWLYH�IDFW���
��� 6HH�8QLWHG�6WDWHV�Y��:DGH������8�6���������²�����������UHDVRQLQJ�WKDW�GLVSOD\LQJ�RQHVHOI�
LQ�D�SROLFH�OLQHXS�LQ�IURQW�RI�D�ZLWQHVV�LV�QRW�WHVWLPRQLDO�EHFDXVH�LW�LV�RQO\�IRU�LGHQWLILFDWLRQ�
DQG�GRHV�QRW�FRPPXQLFDWH�DQ\WKLQJ���

Metz: "Your Device is Disabled":  How and Why Compulsion of Biometrics

Produced by The Berkeley Electronic Press, 2019



���� 9$/3$5$,62�81,9(56,7<�/$:�5(9,(:� >9RO�����

LV� QRW� WHVWLPRQLDO����� � 8QGHU� WKH� FLUFXPVWDQFHV� LQ� WKH� DERYH� FDVHV�� WKH�
GHFLVLRQV�PDGH�VHQVH�EHFDXVH�QRQH�FRPPXQLFDWHG�DQ\�NLQG�RI�IDFW�RWKHU�
WKDQ�LGHQWLW\����

+RZHYHU��WKLV�FRPPRQ�WKUHDG�RI�UHDVRQLQJ�FDQ�EH�GLVWLQJXLVKHG�IURP�
WKH� FXUUHQW� VLWXDWLRQ����� � $V� VWDWHG� DERYH�� WKH�PDLQ� UHDVRQ� HDFK� RI� WKH�
DERYH�FDVHV�ODQGHG�WKH�ZD\�LW�GLG�ZDV�EHFDXVH�FRPSXOVLRQ�RI�ELRPHWULFV�
LV� QRW� FRQVLGHUHG� FRPPXQLFDWLYH� DQG� WKHUHIRUH� QRW� WHVWLPRQLDO����
+RZHYHU��XQGHU�WKH�FXUUHQW�VFHQDULR��DQG�DV�ZLOO�EH�H[SORUHG�IXOO\� LQ�D�
ODWHU�VHFWLRQ�����FRPSHOOHG�SURGXFWLRQ�RI�ELRPHWULFV� LV� WHVWLPRQLDO� LQ�WKH�
FRQWH[W�RI�XQORFNLQJ�D�GHYLFH����� �7KH�LPSRUWDQW�GLVWLQFWLRQ�EHWZHHQ�WKH�
DERYH�FDVHV�DQG�WKH�FXUUHQW�LVVXH�LV�WKDW��ZKHQ�XVLQJ�ELRPHWULFV�WR�XQORFN�
D�GHYLFH��LW�LV�XVHG�IRU�PRUH�WKDQ�PHUH�LGHQWLILFDWLRQ������$V�ZLOO�EH�VKRZQ�
ODWHU�� WKH� DFW� RI� SURYLGLQJ� ELRPHWULFV� WR� XQORFN� D� GHYLFH� LV� D� IRUP� RI�
FRPPXQLFDWLRQ�WKDW�VD\V�WKDW�\RX�RZQ��RU�DW�OHDVW�KDYH�VRPH�FRQWURO�RYHU��
WKDW�GHYLFH����� �:LWK� WKDW�GLVWLQFWLRQ�� WKH� WUDGLWLRQDO� UXOH� DQG� UHDVRQLQJ�
IROORZHG�LQ�WKH�FDVHV�DERYH�FDQ�EH�FRPEDWWHG����

��� 6HH� LG�� �IROORZLQJ� WKH� VDPH� OLQH� RI� UHDVRQLQJ� DV� WKH�&RXUW� GLG� WKH� SUHYLRXV� \HDU� LQ�
6FKPHUEHU���
��� 6HH�� H�J��� 8QLWHG� 6WDWHV� Y�� 'LRQLVLR�� ���� 8�6�� ��� �²�� ������� �UHDVRQLQJ� WKDW� PHUHO\�
SURYLGLQJ�D�YRLFH�H[HPSODU�GRHV�QRW�FRPPXQLFDWH�DQ\�LQFULPLQDWLQJ�IDFW��LW�RQO\�SURYLGHV�D�
PHDQV�RI� LGHQWLILFDWLRQ����7KH�&RXUW�LQ�FDVHV�VXFK�DV�'LRQLVLR�FDPH�WR�WKH�ULJKW�FRQFOXVLRQ�
EHFDXVH� HDFK� RI� WKHVH� IRUPV� RI� ELRPHWULFV� RQO\� FRPPXQLFDWHG� WKH� IDFW� RI� LGHQWLW\�� � ,G���
+RZHYHU��DV�WKH�FXUUHQW�VLWXDWLRQ�VKRZV��WKDW�LV�QRW�DOZD\V�WKH�FDVH���6HH�,Q�UH�$SSOLFDWLRQ�
IRU�D�6HDUFK�:DUUDQW������)��6XSS���G�������������1�'��,OO���������KROGLQJ�WKDW�IRUFLQJ�D�SHUVRQ�
WR�XQORFN�KHU�GHYLFH�XVLQJ�KHU�ELRPHWULFV�FRPPXQLFDWHV�WKH�IDFW�RI�RZQHUVKLS�RI�WKH�GHYLFH�
DQG�LWV�FRQWHQWV��LQFOXGLQJ�LQFULPLQDWLQJ�HYLGHQFH����+HUH��D�SHUVRQ�DSSO\LQJ�ELRPHWULFV�WR�
XQORFN�D�GHYLFH�LV�QRW�MXVW�DIILUPLQJ�LGHQWLW\��WKH�SHUVRQ�LV�DVVHUWLQJ�WKDW�VKH�LV�WKH�FRQWUROOHU�
RI�WKH�GHYLFH��DV�ZHOO�DV�WKH�FRQWHQWV�ZLWKLQ���,G��
��� 6HH�VXSUD�QRWH������GLVWLQJXLVKLQJ�WKH�FXUUHQW�LVVXH�IURP�SDVW�FDVHV�LQ�ZKLFK�ELRPHWULFV�
ZHUH�QRW�SURWHFWHG���
��� 6HH�FDVHV�FLWHG�VXSUD�QRWHV����������	������SURYLGLQJ�WKH�UHDVRQLQJ�EHKLQG�FDVHV�KROGLQJ�
WKDW�ELRPHWULFV�DUH�QRW�SURWHFWHG�E\�WKH�SULYLOHJH���
��� 6HH�LQIUD�3DUW�,,,�'��GLVFXVVLQJ�WKH�UHFHQW�FDVH�IURP�WKH�1RUWKHUQ�'LVWULFW�RI�,OOLQRLV�WKDW�
KHOG� FRPSHOOHG� SURGXFWLRQ�RI� ELRPHWULFV� WR� XQORFN� D� GHYLFH� LV� WHVWLPRQLDO� DQG�ZK\� WKLV�
GHFLVLRQ�LV�FRUUHFW����
��� 6HH�$SSOLFDWLRQ� IRU�D�6HDUFK�:DUUDQW�� ����)��6XSS���G�DW������ �KROGLQJ� WKDW� FRPSHOOHG�
SURGXFWLRQ�RI� ELRPHWULF�GDWD� IRU� XQORFNLQJ� D� GHYLFH� LV� WHVWLPRQLDO��� ,Q� WKH�0DWWHU� RI� WKH�
6HDUFK�RI�D�5HVLGHQFH�LQ�2DNODQG��&DO���1R�������������������:/���������DW����SRVLWLQJ�WKDW�
SURYLGLQJ�ELRPHWULF�GDWD�WR�XQORFN�D�GHYLFH�LV�WHVWLPRQLDO���
��� &RPSDUH� $SSOLFDWLRQ� IRU� D� 6HDUFK� :DUUDQW�� ���� )�� 6XSS�� �G�� DW� ����²��� �VWDWLQJ� WKDW�
SURYLGLQJ�ILQJHUSULQWV�WR�XQORFN�D�GHYLFH�LV�PRUH�WKDQ�LGHQWLILFDWLRQ���ZLWK 'LRQLVLR������8�6��
DW� �²�� �H[SODLQLQJ� WKDW� SURYLGLQJ� ELRPHWULF� GDWD�� VXFK� DV� D� YRLFH� H[HPSODU�� LV� RQO\� IRU�
LGHQWLILFDWLRQ�SXUSRVHV���
��� 6HH� LQIUD� 3DUW� ,,,�'� �DQDO\]LQJ� WKH� FDVH� VXSSRUWLQJ� WKH� DVVHUWLRQ� WKDW� SURYLGLQJ�
ELRPHWULFV�WR�XQORFN�D�GHYLFH�LV�WHVWLPRQLDO���
��� 6HH� FDVHV� FLWHG� VXSUD� QRWH� ���� �IXUWKHULQJ� WKH� GLVWLQFWLRQ� EHWZHHQ� WKH� SUHFHGHQW�
ELRPHWULFV�FDVHV�DQG�WKH�FXUUHQW�LVVXH���
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7KLV� LV� D� FUXFLDO� GLVWLQFWLRQ� WR�PDNH� LQ� DQ� DUJXPHQW� WR� H[WHQG� WKH�
SULYLOHJH� WR� FRPSXOVLRQ� RI� ELRPHWULFV� WR� XQORFN� D� GHYLFH����� � 7KHVH�
UHSHDWHGO\�XSKHOG�QRWLRQV�QHHG�D�VWURQJ�FRXQWHUDUJXPHQW�LQ�RUGHU�IRU�WKH�
DUJXPHQW�LQ�IDYRU�RI�H[WHQGLQJ�WKH�SULYLOHJH�WR�EH�VXFFHVVIXO������,QFOXGLQJ�
WKLV�GLVWLQJXLVKLQJ�IDFWRU�LQ�DQ�DUJXPHQW�WR�H[WHQG�WKH�SULYLOHJH�SURYLGHV�
WKDW�FRXQWHU����� �$�IXUWKHU�H[SORUDWLRQ�DQG�GLVFXVVLRQ�RI�KRZ�SURYLGLQJ�
ELRPHWULFV� WR� XQORFN� D� GHYLFH� LV� WHVWLPRQLDO� WDNHV� SODFH� LQ� 3DUW� ,,,�'��
DOORZLQJ�D�GHIHQVH�DWWRUQH\�WR�EHWWHU�PDNH�WKLV�DUJXPHQW����

&�� &RXUWV·�:LOOLQJQHVV�WR�([SDQG�,QGLYLGXDO�3ULYDF\�,QWHUHVWV�

:LWK�WKH�LQFUHDVLQJ�DGYDQFHPHQW�RI�WHFKQRORJ\�WKDW�FDQ�EH�XVHG�E\�
WKH�JRYHUQPHQW�WR�LQYDGH�WKH�SULYDF\�RI�LQGLYLGXDOV��FRXUWV�KDYH�SURYHQ�
ZLOOLQJ�WR�H[SDQG�LQGLYLGXDO�SULYDF\�LQWHUHVWV������3DUW�,,,�&�DQDO\]HV�FDVHV�
LQ� ZKLFK� ERWK� WKH� 6XSUHPH� &RXUW� DQG� ORZHU� FRXUWV� UXOHG� LQ� IDYRU� RI�
H[SDQGLQJ�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ��DV�ZHOO�DV�WKH�)RXUWK�
$PHQGPHQW������3DUW�,,,�&�IRFXVHV�RQ�ORZHU�FRXUWV·�UXOLQJV�RQ�WUDGLWLRQDO�
HQFU\SWLRQ������:KLOH�WKLV�1RWH�IRFXVHV�RQ�WKH�)LIWK�$PHQGPHQW�SULYLOHJH��
)RXUWK�$PHQGPHQW� FDVHV� DUH�PHQWLRQHG� EHFDXVH� ERWK� WKH� )RXUWK� DQG�
)LIWK� $PHQGPHQWV� LQYROYH� SURWHFWLQJ� FLWL]HQV� IURP� JRYHUQPHQW�
RYHUUHDFK����

7KH� 6XSUHPH� &RXUW� KDV� QRW� \HW� SURYLGHG� D� UXOLQJ� RQ� ZKHWKHU�
FRPSXOVLRQ� RI� D� WUDGLWLRQDO� DOSKDQXPHULF� SDVVZRUG�� ZKHWKHU� WKURXJK�
ZULWLQJ�RU�VSHHFK��LV�SURWHFWHG�E\�WKH�SULYLOHJH������+RZHYHU��ORZHU�FRXUWV�
KDYH� UXOHG� RQ� WKH� LVVXH� DQG� JHQHUDOO\� UHDFKHG� D� FRQVHQVXV� WKDW� LW� LV�
SURWHFWHG�E\�WKH�SULYLOHJH���� ,Q�UH�*UDQG�-XU\�6XESRHQD�'XFHV�7HFXP�'DWHG�

���� &RXUWV�� DQG� WKH� RSSRVLWLRQ�� ZLOO� OLNHO\� ORRN� WR� WKHVH� RU� VLPLODU� FDVHV� WR� UHEXW� WKH�
DVVHUWLRQ�WKDW�WKH�SULYLOHJH�VKRXOG�EH�H[WHQGHG���,W�LV�FUXFLDO�WR�FRXQWHU�WKHVH�FDVHV�ZLWK�WKLV�
GLVWLQJXLVKLQJ�IDFWRU�WR�PDNH�D�VWURQJHU�DUJXPHQW��
��� 6HH�VXSUD�QRWH����KLJKOLJKWLQJ�WKH�FDVHV�WKDW�KHOG�FRPSXOVLRQ�RI�ELRPHWULFV�WR�XQORFN�D�
GHYLFH�LV�QRW�WHVWLPRQLDO���
��� 6HH�LQIUD�3DUW�,,,�'��
��� 6HH�LQIUD�3DUW�,,,�'��SURYLGLQJ�D�GHHSHU�DQDO\VLV�RI�FDVHV�FRYHULQJ�ELRPHWULF�HQFU\SWLRQ�
WR�XQORFN�D�GHYLFH���
��� 6HH�FDVHV�FLWHG�LQIUD�QRWH������DQDO\]LQJ�FDVHV�LQ�ZKLFK�FRXUWV�SURYHG�ZLOOLQJ�WR�H[SDQG�
WKH�SULYLOHJH�DQG�RWKHU�LQGLYLGXDO�SULYDF\�LQWHUHVWV�ZLWK�WKH�ULVH�RI�QHZ�WHFKQRORJLHV���
��� 6HH�FDVHV�FLWHG�LQIUD�QRWH������
��� 6HH�FDVHV�FLWHG�LQIUD�QRWH������
��� 6HH�� H�J���.\OOR�Y��8QLWHG�6WDWHV������8�6��������� ������� �SURYLGLQJ�DQ�H[DPSOH� FDVH� LQ�
ZKLFK�WKH�6XSUHPH�&RXUW�H[SDQGHG�)RXUWK�$PHQGPHQW�SURWHFWLRQV���
��� 6HH��H�J�� 8QLWHG�6WDWHV�Y��.LUVFKQHU������)��6XSS���G������(�'��0LFK���������KROGLQJ�WKDW�
FRPSHOOLQJ�D�SHUVRQ�WR�SURYLGH�KHU�SDVVZRUG�WR�KHU�GHYLFH�YLRODWHV�WKH�SULYLOHJH�DJDLQVW�VHOI�
LQFULPLQDWLRQ���
��� 6HH�LG��DW�������6HH�DOVR�*UDQG�-XU\�6XESRHQD�'XFHV�7HFXP�'DWHG�0DUFK���������������
)��G���������������WK�&LU���������UXOLQJ�WKDW�FRPSXOVLRQ�WR�SURYLGH�DQ�HQFU\SWLRQ�SDVVZRUG�
YLRODWHV�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���,Q�WKH�0DWWHU�RI�WKH�6HDUFK�RI�D�5HVLGHQFH�
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0DUFK���������� LV�WKH�ILUVW�H[DPSOH�LQ�ZKLFK�D�FRXUW�KHOG�WKDW�FRPSXOVLRQ�
RI�D�SDVVZRUG� WR�XQORFN� WUDGLWLRQDO� HQFU\SWLRQ�YLRODWHV� WKH�SULYLOHJH����
7KH�&RXUW�RI�$SSHDOV�IRU�WKH�(OHYHQWK�&LUFXLW�IRFXVHG�RQ�WKH�IDFW�WKDW�WKH�
DFW�RI�GHFU\SWLQJ�DQG�SURGXFLQJ�WKH�ILOHV�RQ�WKH�GHYLFH�LV�DQ�DFWLRQ�WKDW�
DVVHUWV�D�VWDWHPHQW�RI�IDFW����� �6SHFLILFDOO\��WKH�GHIHQGDQW�ZRXOG�GLVFORVH�
WKH� FRQWHQWV� RI� KLV� RZQ�PLQG� E\� SURYLGLQJ� WKH� SDVVZRUG����� � ,Q� WXUQ��
SURYLGLQJ� WKH� SDVVZRUG� ZDV� DQ� DFW� WKDW� ´ZRXOG� EH� WDQWDPRXQW� WR�
WHVWLPRQ\� E\� 'RH� RI� KLV� NQRZOHGJH� RI� WKH� H[LVWHQFH� DQG� ORFDWLRQ� RI�
SRWHQWLDOO\�LQFULPLQDWLQJ�ILOHV��RI�KLV�SRVVHVVLRQ��FRQWURO��DQG�DFFHVV�WR�WKH�
HQFU\SWHG� SRUWLRQV� RI� WKH� GULYHV�� DQG� RI� KLV� FDSDELOLW\� WR� GHFU\SW� WKH�
ILOHV�µ�����7KLV�VWDWHPHQW�SURYHV�WR�EH�WKH�NH\�DQDORJ\�WR�SXOO�RXW�WR�PDNH�
WKH�DUJXPHQW�WR�H[WHQG�WKH�SULYLOHJH�WR�ELRPHWULF�HQFU\SWLRQ�DV�ZHOO����

7R�PDNH�WKH�DUJXPHQW��DQDORJL]H�EHWZHHQ�*UDQG�-XU\�6XESRHQD�'XFHV�
7HFXP�'DWHG�0DUFK�����������DQG�WKH�LQVWDQW�LVVXH������$UJXH�WKDW�WKH�H[DFW�
VLWXDWLRQ�RFFXUV�GXULQJ�FRPSXOVLRQ�RI�ELRPHWULFV�WR�GHFU\SW�WKH�GHYLFH����
%\� SURYLGLQJ� WKH� ELRPHWULF� GDWXP� QHHGHG� WR� XQORFN� DQG� GHFU\SW� WKH�
GHYLFH�� WKH� GHIHQGDQW� LV� SHUIRUPLQJ� DQ� DFW� WKDW� DVVHUWV� D� VWDWHPHQW� RI�
IDFW����� � 7KLV� LV� UHJDUGOHVV� RI� WKH� ELRPHWULF� GDWXP�XVHG��ZKHWKHU� LW� LV� D�
ILQJHUSULQW��H\H�VFDQ��RU�IDFH�VFDQ������,W�VWDWHV�WKH�GHIHQGDQW·V�NQRZOHGJH�
RI�WKH�H[LVWHQFH�DQG�ORFDWLRQ�RI�WKH�GHYLFH�RU�ILOHV�VRXJKW��KHU�SRVVHVVLRQ��
FRQWURO�� DQG�DFFHVV� WR� WKH� HQFU\SWHG�GHYLFH�DQG� ILOHV�� DQG�KHU�DELOLW\� WR�
GHFU\SW�WKH�GHYLFH�RU�ILOHV������3RLQW�WR�WKH�IDFW�WKDW��EHVLGH�WKH�PDQQHU�LQ�
ZKLFK� WKH� GHFU\SWLRQ� NH\� LV� HQWHUHG�� QR� GLVWLQJXLVKDEOH� GLIIHUHQFH�

LQ� 2DNODQG� &DO��� 1R�� ������������ ����� :/� �������� DW� �²�� �1�'�� &DO�� -DQ�� ���� ������
�DFNQRZOHGJLQJ�WKDW�SURYLGLQJ�D�WUDGLWLRQDO�DOSKDQXPHULF�SDVVZRUG�LV�WHVWLPRQLDO���
��� 6HH�*UDQG�-XU\�6XESRHQD�'XFHV�7HFXP�'DWHG�0DUFK���������������)��G�DW�������
��� 6HH� LG�� �IRFXVLQJ� RQ� WKH� DFW� RI� GHFU\SWLQJ� DQG� SURGXFLQJ� WKH� ILOHV� RQ� WKH�GULYH� DV� D�
WHVWLPRQLDO�DFW���
��� 6HH�LG���´)LUVW��WKH�GHFU\SWLRQ�DQG�SURGXFWLRQ�RI�WKH�KDUG�GULYHV�ZRXOG�UHTXLUH�WKH�XVH�
RI� WKH�FRQWHQWV�RI�'RHV·�PLQG�DQG�FRXOG�QRW�EH� IDLUO\�FKDUDFWHUL]HG�DV�D�SK\VLFDO�DFW�WKDW�
ZRXOG�EH�QRQWHVWLPRQLDO�LQ�QDWXUH�µ���
��� ,G��
��� 6HH�LQIUD�3DUW�,9�$��OD\LQJ�RXW�WKH�WHVWLPRQLDO�ELRPHWULFV�GRFWULQH�DQG�KRZ�WR�DUJXH�LQ�
VXSSRUW�RI�LW�LQ�OLWLJDWLRQ���
��� 6HH�LQIUD�3DUW�,9�$��
���� 6HH�*UDQG�-XU\�6XESRHQD�'XFHV�7HFXP�'DWHG�0DUFK���������������)��G���������������WK�
&LU���������UHDVRQLQJ�WKDW�WKH�DFW�RI�GHFU\SWLQJ�D�GHYLFH�LV�WHVWLPRQLDO���
��� 6HH�LQIUD�3DUW�,,,�'��H[SODLQLQJ�ZK\�SURYLGLQJ�ELRPHWULFV�DVVHUWV�D�VWDWHPHQW�RI�IDFW�WKDW�
WKH�GHIHQGDQW�RZQV�RU�FRQWUROV�WKH�GHYLFH���
��� 6HH� VXSUD� QRWH� ��� �RXWOLQLQJ� VHYHUDO� RI� WKH� FRPPRQ� IRUPV� RI� ELRPHWULFV� XVHG� IRU�
ELRPHWULF�HQFU\SWLRQ���
��� 6HH�,Q�UH�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW������)��6XSS���G�������������1�'��,OO��������
�H[SODLQLQJ� WKDW� WKH�GHIHQGDQW� LV� WHVWLI\LQJ� WR�KHU� NQRZOHGJH�RI�RZQHUVKLS�RI� WKH�GHYLFH�
ZKHQ�SURYLGLQJ�ELRPHWULFV�WR�XQORFN�D�GHYLFH���
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EHWZHHQ� WKH� SUHFHGHQW� FDVH� DQG� WKH� LQVWDQW� FDVH� H[LVWV����� � )XUWKHU� WKLV�
SRLQW�E\�XVLQJ�8QLWHG�6WDWHV�Y��.LUVFKQHU����

7KH�FRXUW�LQ�.LUVFKQHU�XVHG�WKH�VDPH�UHDVRQLQJ�DV�*UDQG�-XU\�6XESRHQD�
'XFHV� 7HFXP� 'DWHG� 0DUFK� ���� ��������� � 'LYXOJLQJ� D� SDVVZRUG� GXH� WR�
JRYHUQPHQW�FRPSXOVLRQ�LV�XVLQJ�RQH·V�PLQG�WR�FRPPLW�DQ�DFW�WKDW�DVVHUWV�
D� VWDWHPHQW� RI� IDFW����� � 7KH� VDPH� UHDVRQLQJ� FDQ� DSSO\� WR� WKH� LVVXH� RI�
FRPSXOVLRQ�RI�ELRPHWULFV������5HTXLULQJ�D�GHIHQGDQW�WR�SURYLGH�ELRPHWULFV�
WR� XQORFN� D� GHYLFH� LV� MXVW� OLNH� UHTXLULQJ� WKH� GHIHQGDQW� WR� SURYLGH� WKH�
SDVVZRUG� WR� LW����� � 7KH�GHIHQGDQW� LV� DVVHUWLQJ� WKH� IDFW� WKDW� VKH�RZQV� RU�
FRQWUROV�WKH�GHYLFH�DQG�WKH�ILOHV�FRQWDLQHG�ZLWKLQ������7KH�ELRPHWULF�GDWXP��
LQ�WKLV�FRQWH[W��LV�QRW�EHLQJ�XVHG�VROHO\�IRU�LGHQWLILFDWLRQ�SXUSRVHV������,W�LV�
XVHG�WR�DVVHUW�WKH�IDFW�WKDW�WKH�GHYLFH�DQG�ILOHV�LQ�TXHVWLRQ�DUH�RZQHG�RU�
FRQWUROOHG�E\�WKH�GHIHQGDQW������7KDW�LV�PRUH�WKDQ�PHUH�LGHQWLILFDWLRQ����

7UDGLWLRQDO� FDVHV� ILQGLQJ� WKDW� ELRPHWULFV� DUH� RQO\� XVHG� IRU�
LGHQWLILFDWLRQ�SXUSRVHV�DQG�GR�QRW�LQYROYH�DQ\�FRPPXQLFDWLYH�DVSHFWV�GR�
QRW�DSSO\�LQ�WKLV�FRQWH[W������+HUH��WKH�ELRPHWULF�GDWXP�LV�XVHG�WR�DVVHUW�
IDFWV�EH\RQG� LGHQWLW\����� � ,W�DVVHUWV� WKDW� WKH� LQFULPLQDWLQJ�GHYLFH�RU� ILOHV�
VRXJKW�E\�WKH�JRYHUQPHQW�WKURXJK�FRPSXOVLRQ�RI�WKH�ELRPHWULF�GDWXP�LV�

��� &RPSDUH� *UDQG� -XU\� 6XESRHQD� 'XFHV� 7HFXP� 'DWHG� 0DUFK� ���� ������ ���� )��G� DW� �����
�UHDVRQLQJ� WKDW� SURYLGLQJ� D� WUDGLWLRQDO� SDVVZRUG� LV� WHVWLPRQLDO� DQG� SURWHFWHG� E\� WKH�
SULYLOHJH��� ZLWK� $SSOLFDWLRQ� IRU� D� 6HDUFK� :DUUDQW�� ���� )�� 6XSS�� �G� DW� ����� �KROGLQJ� WKDW�
SURYLGLQJ�ELRPHWULFV�WR�GHFU\SW�D�GHYLFH�LV�WHVWLPRQLDO�DQG�SURWHFWHG�E\�WKH�SULYLOHJH���
��� 6HH�LQIUD�QRWH�����DQG�DFFRPSDQ\LQJ�WH[W��SURYLGLQJ�DQ�DQDO\VLV�RI�.LUVFKQHU���
��� &RPSDUH *UDQG� -XU\� 6XESRHQD� 'XFHV� 7HFXP� 'DWHG� 0DUFK� ���� ������ ���� )��G� DW� �����
�GHFLGLQJ�WKDW�SURYLGLQJ�D�SDVVZRUG�WR�XQORFN�D�GHYLFH�LV�WHVWLPRQLDO���ZLWK�8QLWHG�6WDWHV�Y��
.LUVFKQHU������)��6XSS���G���������²����(�'��0LFK���������UXOLQJ�WKDW�SURYLGLQJ�D�SDVVZRUG�
WR�GHFU\SW�D�GHYLFH�LV�WHVWLPRQLDO���
��� 6HH� .LUVFKQHU�� ���� )�� 6XSS�� �G� DW� ���� �´,Q� WKLV� FDVH�� WKH� JRYHUQPHQW� LV� QRW� VHHNLQJ�
GRFXPHQWV�RU�REMHFWV³LW�LV�VHHNLQJ�WHVWLPRQ\�IURP�WKH�'HIHQGDQW��UHTXLULQJ�KLP�WR�GLYXOJH�
WKURXJK�KLV�PHQWDO�SURFHVVHV�KLV�SDVVZRUG³WKDW�ZLOO�EH�XVHG�WR�LQFULPLQDWH�KLP�µ���
��� 6HH� VXSUD� QRWH� ���� DQG� DFFRPSDQ\LQJ� WH[W� �FRPSDULQJ� WKH� VLPLODULWLHV� EHWZHHQ�
SURYLGLQJ�D�WUDGLWLRQDO�SDVVZRUG�DQG�ELRPHWULF�SDVVZRUG���
��� &RPSDUH .LUVFKQHU�� ����)�� 6XSS���G� DW� ���²��� �UHDVRQLQJ� WKDW�SURYLGLQJ� D� WUDGLWLRQDO�
SDVVZRUG�LV�WHVWLPRQLDO���ZLWK ,Q�UH�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW������)��6XSS���G�������
������1�'��,OO���������UXOLQJ�WKDW�SURYLGLQJ�ELRPHWULFV�WR�XQORFN�D�GHYLFH�LV�FRPPXQLFDWLYH�
EHFDXVH�LW�DVVHUWV�D�IDFW�DERXW�RZQHUVKLS���
��� 6HH�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW������)��6XSS���G�DW�������,Q�WKH�0DWWHU�RI�WKH�6HDUFK�
RI�D�5HVLGHQFH�LQ�2DNODQG��&DO���1R�������������������:/���������DW��²���1�'��&DO��-DQ������
�������
��� 6HH�$SSOLFDWLRQ� IRU� D�6HDUFK�:DUUDQW�� ����)��6XSS���G�DW������ �GHFLGLQJ� WKDW�ZKHQ� WKH�
JRYHUQPHQW�VHHNV�WR�FRPSHO�ELRPHWULFV�WR�XQORFN�D�GHYLFH��LW�LV�XVLQJ�WKH�ELRPHWULFV�IRU�PRUH�
WKDQ�LGHQWLILFDWLRQ���
��� 6HH�LG��
��� 6HH�LG��
��� 6HH�LG���GLVWLQJXLVKLQJ�WKH�FXUUHQW�LVVXH�IURP�SUHFHGHQW�FDVHV�LQ�WKH�DQDO\VLV���
��� 6HH�LG�
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RZQHG� RU� FRQWUROOHG� E\� WKH� GHIHQGDQW����� � 7KH� GHIHQGDQW� LV� QRW� MXVW�
SURYLGLQJ� LGHQWLW\�� VKH� LV� HIIHFWLYHO\� WHVWLI\LQJ� WKDW� WKH� LQFULPLQDWLQJ�
HYLGHQFH� LV� KHUV����� � 7KHUHIRUH�� LW� LV� IRUFHG� VHOI�LQFULPLQDWLRQ� WKURXJK�
WHVWLPRQ\������7KUHH�UHFHQW�FDVHV�DUH�GLVFXVVHG�QH[W���)HZ�IHGHUDO�GLVWULFW�
FRXUWV�RSWHG�WR�H[WHQG�WKH�SULYLOHJH�WR�FRYHU�FRPSXOVLRQ�RI�ELRPHWULFV�WR�
XQORFN�D�SHUVRQ·V�GHYLFH����

'�� :K\�WKH�5HFHQW�'HFLVLRQ�IURP�WKH�1RUWKHUQ�'LVWULFW�RI�,OOLQRLV�LV�5LJKW�

:KLOH�OLWLJDWLRQ�RYHU�WKH�LVVXH�RI�WKLV�1RWH�LV�OLNHO\�WR�LQFUHDVH�VRRQ��
RQO\�D�IHZ�FDVHV�KDYH�DGGUHVVHG�LW�VR�IDU������3DUW�,,,�'�DQDO\]HV�WZR�FDVHV�
DQG�H[SODLQV�ZK\�WKH�GHFLVLRQ�LQ�,Q�UH�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW� LV�
WKH�FRUUHFW�GHFLVLRQ�DQG�SXOOV�RXW�WKH�UHDVRQLQJ�WR�XVH����

7KH�VWDWH�FRXUWV�LQ�&RPPRQZHDOWK�Y��%DXVW�DQG�6WDWH�Y��'LDPRQG�ERWK�
IRXQG�WKDW�FRPSXOVLRQ�RI�ELRPHWULFV�WR�XQORFN�D�GHYLFH�LV�QRW�SURWHFWHG�E\�
WKH�SULYLOHJH������7KH�FRXUWV�ERWK�UHDVRQHG�WKDW��DV�FRXUWV�WUDGLWLRQDOO\�GR��
SURYLGLQJ� ELRPHWULFV� LV� QRW� WHVWLPRQLDO����� � %RWK� FRXUWV� VWDWHG� WKDW�
SURYLGLQJ� ELRPHWULFV� GRHV� QRW� LQYROYH� DQ\� NLQG� RI� FRPPXQLFDWLRQ� RI�
NQRZOHGJH������,QGHHG��WKH�FRXUWV�VWDWHG�WKDW�WKH�GHYLFH�FRXOG�EH�XQORFNHG�
SDVVLYHO\� E\� WKH� GHIHQGDQWV����� � :KLOH� WKLV� UHDVRQLQJ� LV� FRUUHFW� LQ� WKH�
WUDGLWLRQDO� FRQWH[W� RI� XVLQJ� ELRPHWULFV� IRU� LGHQWLILFDWLRQ�� LW� LV� QRW� WKH�
FRUUHFW�UHDVRQLQJ�WR�XVH�LQ�WKH�FXUUHQW�FRQWH[W����

+HUH�� DV� WKH� FRXUW� LQ� $SSOLFDWLRQ� IRU� D� 6HDUFK� :DUUDQW� UHFRJQL]HG��
SURYLGLQJ� WKH� ELRPHWULF� GDWXP� GRHV� PRUH� WKDQ� MXVW� LGHQWLI\� WKH�

��� 6HH�LG��
��� 6HH�LG��
��� 6HH�LG��
��� 6HH� LQIUD� WH[W� DFFRPSDQ\LQJ� QRWHV� ���²��� �VFUXWLQL]LQJ� UHFHQW� GHFLVLRQV� UHJDUGLQJ�
SURYLGLQJ�ELRPHWULFV�WR�XQORFN�D�GHYLFH���
��� 6HH�LQIUD�WH[W�DFFRPSDQ\LQJ�QRWHV����²����FDQYDVVLQJ�WKH�UHFHQW�GHFLVLRQV�RYHU�ZKHWKHU�
SURYLGLQJ�ELRPHWULFV�WR�XQORFN�D�GHYLFH�LV�WHVWLPRQLDO���
��� 6HH�LQIUD�WH[W�DFFRPSDQ\LQJ�QRWHV����²����DQDO\]LQJ�WKH�UHFHQW�GHFLVLRQV�DQG�H[SODLQLQJ�
ZK\�WKH�UHDVRQLQJ�IURP�WKH�1RUWKHUQ�'LVWULFW�RI�,OOLQRLV�LV�WKH�FRUUHFW�UHDVRQLQJ�WR�SXW�LQ�DQ�
DUJXPHQW� WR�H[WHQG� WKH�SULYLOHJH��� �6HH� DOVR� ,Q� WKH�0DWWHU�RI� WKH�6HDUFK�RI�D�5HVLGHQFH� LQ�
2DNODQG��&DO���1R�������������������:/���������DW��²���1�'��,OO�� -DQ�������������ILQGLQJ�LQ�
IDYRU�RI�H[WHQGLQJ�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ�WR�FRPSXOVLRQ�RI�ELRPHWULF�GDWD�
WR�XQORFN�D�GHYLFH���
��� 6HH�&RPPRQZHDOWK�Y��%DXVW��1R��&5��������������:/�����������DW��²���9D��&LU��&W��
2FW�������������KROGLQJ�WKDW�SURYLGLQJ�ELRPHWULF�GDWD�WR�XQORFN�D�GHYLFH�LV�QRW�WHVWLPRQLDO�
DQG�WKHUHIRUH�QRW�SURWHFWHG�E\�WKH�SULYLOHJH���
��� 6HH�%DXVW�������:/�����������DW��²�� 6WDWH�Y��'LDPRQG������1�:��G���������²����0LQQ��
&W��$SS���������
��� 6HH�FDVHV�FLWHG�VXSUD�QRWH������
��� 6HH��H�J���%DXVW�������:/�����������DW����´7KH�ILQJHUSULQW��OLNH�D�NH\��KRZHYHU��GRHV�QRW�
UHTXLUH�WKH�ZLWQHVV�WR�GLYXOJH�DQ\WKLQJ�WKURXJK�KLV�PHQWDO�SURFHVVHV�µ���
��� 6HH�LG���UHDVRQLQJ�WKDW�SURYLGLQJ�ELRPHWULFV�WR�XQORFN�D�GHYLFH�LV�QRW�WHVWLPRQLDO���
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GHIHQGDQW������7KH�GLIIHUHQFH�KHUH�LV�WKDW�ZKHQ�WKH�GHIHQGDQW�SURYLGHV�WKH�
ELRPHWULF�GDWXP��VKH�LV�HVVHQWLDOO\�FRPPXQLFDWLQJ�WKDW�VKH�LV�WKH�RZQHU�
RU�FRQWUROOHU�RI�WKH�GHYLFH�DQG�LWV�FRQWHQWV������6KH�LV�FRPPLWWLQJ�DQ�DFW�WKDW�
DVVHUWV� D� VWDWHPHQW� RI� IDFW�� � VKH� LV� WKH� RZQHU� RI� WKH� GHYLFH� ZLWK�
LQFULPLQDWLQJ�HYLGHQFH�RQ�LW������$FFRUGLQJO\��VKH�LV�WHVWLI\LQJ�WR�WKH�IDFW�
WKDW�VKH�LV�WKH�RZQHU�RI�WKH�LQFULPLQDWLQJ�HYLGHQFH�DQG�KDV�WKH�DELOLW\�WR�
GHFU\SW� WKH� LQIRUPDWLRQ����� � 7KH� FRXUWV� LQ�%DXVW� DQG�'LDPRQG� IDLOHG� WR�
UHDOL]H�WKLV������7KRVH�FRXUWV�HVVHQWLDOO\�IROORZHG�WKH�WUDGLWLRQ�DQG�IDLOHG�
WR� UHFRJQL]H� WKH� QHZ� FRQWH[W� LQ� ZKLFK� ELRPHWULFV� DUH� XVHG����� � 7KH�
WUDGLWLRQDO� DSSURDFK� FDQ� QR� ORQJHU� EH� DSSOLHG� ZKHQ� LW� FRPHV� WR�
FRPSXOVLRQ�RI�ELRPHWULFV�WR�XQORFN�D�GHYLFH����

$SSOLFDWLRQ� IRU� D�6HDUFK�:DUUDQW�XVHV� WKH� FRUUHFW� OLQH�RI� UHDVRQLQJ����
7KH�FRXUW�WKHUH�ZDV�FRUUHFW�WR�UHFRJQL]H�WKDW�WKH�SUHFHGHQW�FDVHV�UXOLQJ�
DJDLQVW�H[WHQGLQJ�WKH�SULYLOHJH�WR�ELRPHWULFV�FRXOG�QRW�DSSO\�EHFDXVH�WKH\�

��� &RPSDUH�LG���KROGLQJ�WKDW�SURYLGLQJ�ELRPHWULFV�GRHV�QRW�FRPPXQLFDWH�DQ\�NQRZOHGJH�
RU�IDFWV���ZLWK ,Q�UH�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW������)��6XSS���G�������������1�'��,OO��
�������UHDVRQLQJ�WKDW�SURYLGLQJ�ELRPHWULFV�WR�XQORFN�D�GHYLFH�FRPPXQLFDWHV�NQRZOHGJH�DQG�
LV�QRW�XVHG�IRU�PHUH�LGHQWLILFDWLRQ���DQG�,Q�WKH�0DWWHU�RI�WKH�6HDUFK�RI�D�5HVLGHQFH�LQ�2DNODQG��
&DO���1R�������������������:/���������DW��²���1�'��&DO��-DQ�������������ILQGLQJ�WKDW�SURYLGLQJ�
ELRPHWULF�GDWD�WR�XQORFN�D�GHYLFH�LV�WHVWLPRQLDO���
��� 6HH�VXSUD�QRWH������FRPSDULQJ�WKH�KROGLQJ�LQ�%DXVW�ZLWK�WKH�KROGLQJ�LQ�,Q�UH�$SSOLFDWLRQ�
IRU�D�6HDUFK�:DUUDQW�DQG�6HDUFK�RI�D�5HVLGHQFH�LQ�2DNODQG��&DO����
��� 6HH�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW������)��6XSS���G�DW������ �GHFLGLQJ� WKDW�SURYLGLQJ�
ELRPHWULFV�WR�XQORFN�D�GHYLFH�LV�WDQWDPRXQW�WR�WHVWLPRQ\�WKDW�VKH�LV�WKH�RZQHU�RI�WKH�GHYLFH�
ZLWK�WKH�HYLGHQFH�WKDW�LV�VRXJKW�RQ�LW���6HDUFK�RI�D�5HVLGHQFH�LQ�2DNODQG��&DO��������:/���������
DW��²���UXOLQJ�WKDW�SURYLGLQJ�ELRPHWULF�GDWD�WR�XQORFN�D�GHYLFH�DVVHUWV�D�IDFWXDO�VWDWHPHQW�
WKDW�WKH�SURYLGHU�KDV�VRPH�OHYHO�RI�FRQWURO�RYHU�WKH�GHYLFH���
��� 6HH�$SSOLFDWLRQ� IRU�D�6HDUFK�:DUUDQW������)��6XSS���G�DW������ �DVVHUWLQJ� WKDW�SURYLGLQJ�
ELRPHWULF�GDWD�WR�XQORFN�D�GHYLFH�LV�WDQWDPRXQW�WR�WHVWLPRQ\���6HDUFK�RI�D�5HVLGHQFH�LQ�2DNODQG��
&DO��������:/���������DW��²���IROORZLQJ�WKH�UHDVRQLQJ�LQ�$SSOLFDWLRQ�RI�D�6HDUFK�:DUUDQW�WKDW�
SURYLGLQJ�ELRPHWULF�GDWD�WR�XQORFN�D�SHUVRQDO�GHYLFH�LV�WHVWLPRQLDO���
��� 6HH�&RPPRQZHDOWK�Y��%DXVW��1R��&5��������������:/�����������DW����9D��&LU��&W��2FW��
�����������IDLOLQJ�WR�UHFRJQL]H�WKH�QHZ�FRQWH[W�LQ�ZKLFK�ELRPHWULFV�DUH�XVHG�FRPSDUHG�WR�WKH�
WUDGLWLRQDO� FRQWH[W��� 6WDWH� Y�� 'LDPRQG�� ���� 1�:��G� ����� ���²��� �0LQQ�� &W�� $SS�� ������
�PDLQWDLQLQJ�WKH�WUDGLWLRQDO�UHDVRQLQJ�RI�ELRPHWULFV�WKDW�QR�ORQJHU�DSSOLHV�WR�ELRPHWULFV�IRU�
XQORFNLQJ�GHYLFHV���
��� 6HH�VXSUD�QRWH������H[SODLQLQJ�WKH�FRXUWV·�PDLQWHQDQFH�RI�WKH�WUDGLWLRQDO�UXOH�UHJDUGLQJ�
ELRPHWULFV���
��� 6HH� VXSUD� QRWH� ���� �KLJKOLJKWLQJ� ZK\� WKH� WUDGLWLRQDO� UXOH� FDQ� QR� ORQJHU� DSSO\� WR�
ELRPHWULFV�WR�XQORFN�D�GHYLFH���
��� 6HH�,Q�UH�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW������)��6XSS���G�������������1�'��,OO��������
�UHDVRQLQJ�WKDW�SURYLGLQJ�ELRPHWULFV�WR�XQORFN�D�GHYLFH�LV�WHVWLPRQLDO�DQG�IDOOV�XQGHU�WKH�
SURWHFWLRQ�RI�WKH�SULYLOHJH����6HH�DOVR�,Q�WKH�0DWWHU�RI�WKH�6HDUFK�RI�D�5HVLGHQFH�LQ�2DNODQG��
&DO���1R�������������������:/���������DW��²���1�'��&DO��-DQ�������������VWDWLQJ�WKDW�JLYLQJ�
ELRPHWULF�GDWD�WR�XQORFN�D�SHUVRQDO�GHYLFH�LV�WHVWLPRQLDO���
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ZHUH�UXOHG�RQ�LQ�D�GLIIHUHQW�WLPH�DQG�FRQWH[W������'XULQJ�WKDW�WLPH�SHULRG��
WKH�H[LVWHQFH�RI�GHYLFHV�WKDW�FRQWDLQHG�D�SHUVRQ·V�HQWLUH�SULYDWH�OLIH�WKDW�
FRXOG� EH� DFFHVVHG� YLD� ELRPHWULF� GDWD� FRXOG� QRW� EH� FRQFHLYHG� RI����
$FFRUGLQJO\�� WKRVH� FDVHV� RQO\� GHDOW� ZLWK� WKH� FRQWH[W� RI� LGHQWLI\LQJ� D�
GHIHQGDQW�DQG�SODFLQJ�KHU�LQ�D�FHUWDLQ�SODFH������7KH�FRXUW�KHUH�UHFRJQL]HG�
WKH�WHFKQRORJLFDO�GHYHORSPHQW�RI�FHOO�SKRQHV�DQG�WKHLU�FHQWUDO�UROH�LQ�RXU�
OLYHV�� DV� ZHOO� DV� WKH� OHYHO� RI� SULYDF\� WKH\� DUH� JUDQWHG����� � 7KHVH� DUH�
LPSRUWDQW� FRQQHFWLRQV� WR� PDNH� LQ� WKH� DUJXPHQW� IRU� H[WHQGLQJ� WKH�
SULYLOHJH����

1RW�RQO\�GRHV�WKH�FRXUW�KHUH�UHFRJQL]H�WKH�LPSRUWDQFH�RI�WKH�GLIIHUHQW�
FRQWH[WV�� LW� UHFRJQL]HV� WKH� LPSRUWDQFH� RI� WKH� DFW� RI� SURGXFWLRQ����
8QORFNLQJ� WKH�SKRQH�HVVHQWLDOO\�SURGXFHV�HYHU\WKLQJ�FRQWDLQHG�ZLWKLQ��
LQFOXGLQJ� GRFXPHQWV����� � 7KH� DFW� RI� SURGXFLQJ� GRFXPHQWV� E\� DQ�
LQGLYLGXDO�LV�SURWHFWHG�E\�WKH�SULYLOHJH�����DQG�D�GHIHQVH�DWWRUQH\�FDQ�DOVR�
PDNH�WKLV�SRLQW�WR�IXUWKHU�EROVWHU�WKH�DUJXPHQW����

$� GHIHQVH� DWWRUQH\� QHHGV� WR� DUJXH� WKH� VDPH� OLQH� RI� UHDVRQLQJ� DV�
$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW������3RLQW�RXW�WKDW�WKH�FRQWH[WV�DUH�HQWLUHO\�
GLIIHUHQW� EHWZHHQ� WKH� SUHFHGHQW� FDVHV� DQG� WKH� FXUUHQW� LVVXH����� � ,Q� WKH�
FRQWH[W�DW�LVVXH��WKH�ELRPHWULF�GDWD�DUH�QRW�EHLQJ�XVHG�IRU�LGHQWLILFDWLRQ���
WKH\�DUH�EHLQJ�XVHG�WR�IRUFH�WKH�GHIHQGDQW�WR�WHVWLI\�WKDW�VKH�LV�WKH�RZQHU�

��� 6HH�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW��)��6XSS���G�DW�������´7KH�:DGH�FRXUW�FRXOG�QRW�KDYH�
DQWLFLSDWHG�WKH�FUHDWLRQ�RI�WKH�L3KRQH�QRU�FRXOG�LW�KDYH�DQWLFLSDWHG�WKDW�LWV�KROGLQJ�ZRXOG�EH�
DSSOLHG�LQ�VXFK�D�IDU�UHDFKLQJ�PDQQHU�µ���
��� 6HH�LG���VWDWLQJ�WKH�FRXUW�GRHV�́ QRW�EHOLHYH�WKDW�D�VLPSOH�DQDORJ\�WKDW�HTXDWHV�WKH�OLPLWHG�
SURWHFWLRQ�DIIRUGHG�D�ILQJHUSULQW�XVHG�IRU�LGHQWLILFDWLRQ�SXUSRVHV�WR�IRUFHG�ILQJHUSULQWLQJ�WR�
XQORFN�DQ�$SSOH�HOHFWURQLF�GHYLFH�WKDW�SRWHQWLDOO\�FRQWDLQV�VRPH�RI�WKH�PRVW�LQWLPDWH�GHWDLOV�
RI�DQ�LQGLYLGXDO·V�OLIH�������LV�VXSSRUWHG�E\�)LIWK�$PHQGPHQW�MXULVSUXGHQFHµ���
��� 6HH�LG��
��� 6HH�LG���6HH�DOVR�&DUSHQWHU�Y��8QLWHG�6WDWHV������6��&W���������������������UHFRJQL]LQJ�WKDW�
WKH�&RXUW�VKRXOG�EH�PLQGIXO�RI�KRZ�WHFKQRORJ\�FDQ�LPSDFW�ODZ���
��� 6HH�LQIUD�3DUW�,9�$��SURYLGLQJ�WKH�DUJXPHQW�WR�VXSSRUW�WHVWLPRQLDO�ELRPHWULFV���
��� 6HH�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW������)��6XSS���G�DW�������´%\�XVLQJ�D�ILQJHU�WR�XQORFN�
D�SKRQH·V�FRQWHQWV��D�VXVSHFW�LV�SURGXFLQJ�WKH�FRQWHQWV�RQ�WKH�SKRQH�µ���
��� 6HH�LG�� �6HH�DOVR�,Q�WKH�0DWWHU�RI�WKH�6HDUFK�RI�D�5HVLGHQFH�LQ�2DNODQG��&DO���1R�������
������������:/���������DW��²���1�'��&DO��-DQ�������������SURYLGLQJ�WKDW�XQORFNLQJ�D�SKRQH�
YLD�ELRPHWULF�GDWD�LV�HTXDO�WR�SURYLGLQJ�GRFXPHQWV���
��� 6HH�8QLWHG�6WDWHV�Y��+XEEHOO������8�6��������²�����������ILQGLQJ�WKDW�WKH�DFW�RI�SURGXFLQJ�
GRFXPHQWV�LV�WHVWLPRQLDO�DQG�FDQ�WULJJHU�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ���
��� 6HH� LQIUD� 3DUW� ,9�$� �HVWDEOLVKLQJ� WKH� DUJXPHQW� D� GHIHQVH� DWWRUQH\� QHHGV� WR�PDNH� LQ�
VXSSRUW�RI�WHVWLPRQLDO�ELRPHWULFV���
��� 6HH�LQIUD�3DUW�,9�$���6HH�DOVR�6HDUFK�RI�D�5HVLGHQFH�LQ�2DNODQG��&DO��������:/���������DW��²
���IROORZLQJ�WKH�H[DPSOH�VHW�E\�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW�DQG�UXOLQJ�WKDW�SURYLGLQJ�
ELRPHWULFV�WR�XQORFN�D�GHYLFH�LV�WHVWLPRQLDO���
��� 6HH�VXSUD�QRWH������FRPSDULQJ�FDVHV�XVLQJ�WKH�WUDGLWLRQDO�FRQWH[W�DQG�WKH�QHZ�FRQWH[W���
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RU� FRQWUROOHU�RI� WKH�GHYLFH� FRQWDLQLQJ� LQFULPLQDWLQJ�HYLGHQFH����� �$UJXH�
WKDW�ZKHQ�D�SHUVRQ�LV�IRUFHG�WR�SURYLGH�ELRPHWULFV�WR�XQORFN�D�GHYLFH��VKH�
LV��LQ�WXUQ��EHLQJ�IRUFHG�WR�FRPPLW�DQ�DFW�WKDW�DVVHUWV�WKDW�VKH�LV�WKH�RZQHU�
RI� WKH� GHYLFH����� � %H� VXUH� WR� UDLVH� WKH� SRLQW� RI� WKH� DFW� RI� SURGXFWLRQ����
8QORFNLQJ�WKH�SKRQH�QHFHVVDULO\�SURGXFHV�WKH�GHYLFH��DV�ZHOO�DV�DOO�RI�WKH�
ILOHV�DQG�GRFXPHQWV�FRQWDLQHG�ZLWKLQ������7KLV�PDNHV�WKH�DFW�WHVWLPRQLDO��
ZKLFK�WKHQ�PHHWV�HDFK�RI�WKH�WKUHH�HOHPHQWV�IRU�LQYRNLQJ�WKH�SURWHFWLRQ�
RI�WKH�SULYLOHJH������7KLV�LV�WKH�PRVW�FUXFLDO�SLHFH�RI�WKH�GRFWULQH����

7KLV� DUJXPHQW� HVWDEOLVKHV� ZK\� SURYLGLQJ� ELRPHWULFV� WR� XQORFN� D�
GHYLFH�LV�WHVWLPRQLDO��ZKLFK�LV�WKH�RQO\�EDU�NHHSLQJ�LW�IURP�EHLQJ�SURWHFWHG�
E\�WKH�SULYLOHJH����� �7KH�RWKHU�DUJXPHQWV�DERYH�KHOS�EROVWHU�WKLV�FHQWUDO�
DUJXPHQW������'LVWLQJXLVKLQJ�IURP�%DXVW�DQG�'LDPRQG�DQG�DQDORJL]LQJ�WR�
$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW�DUH�NH\�WR�PDNLQJ�WKH�DUJXPHQW�LQ�VXSSRUW�
RI�WKH�GRFWULQH�RI�WHVWLPRQLDO�ELRPHWULFV������3DUW�,9�OD\V�RXW�ZK\�WKLV�QHZ�
GRFWULQH�LV�QHFHVVDU\�ZLWK�WKH�LQFUHDVLQJ�XVH�RI�ELRPHWULF�HQFU\SWLRQ����

��� 6HH�,Q�UH�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW������)��6XSS���G�������������1�'��,OO��������
�VWDWLQJ� WKDW� ´D� VXVSHFW� LV� WHVWLI\LQJ� WKDW� KH� RU� VKH� KDV� DFFHVVHG� WKH� SKRQH� EHIRUH�� DW� D�
PLQLPXP��WR�VHW�XS�WKH�ILQJHUSULQW�SDVVZRUG�FDSDELOLWLHV��DQG�WKDW�KH�RU�VKH�FXUUHQWO\�KDV�
VRPH�OHYHO�RI�FRQWURO�RYHU�RU�UHODWLYHO\�VLJQLILFDQW�FRQQHFWLRQ�WR�WKH�SKRQH�DQG�LWV�FRQWHQWVµ���
6HDUFK�RI�D�5HVLGHQFH�LQ�2DNODQG��&DO��������:/���������DW��²���XVLQJ�WKH�VDPH�UHDVRQLQJ�DV�
$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW���
��� 6HH� VXSUD� QRWH� ���� �SURYLGLQJ� WZR� FDVHV� WKDW� KHOG� WKDW� SURYLGLQJ� ELRPHWULF� GDWD� WR�
XQORFN�D�GHYLFH�LV�WHVWLPRQLDO���
��� 6HH�+XEEHOO������8�6��DW���²����KROGLQJ�WKDW�SURGXFWLRQ�RI�GRFXPHQWV�FDQ�ULVH�WR�WKH�OHYHO�
RI� WHVWLPRQ\�RQ� LWV�RZQ��� �7KLV� LV� DQRWKHU� VWURQJ�SRLQW� WR�PDNH�� � ,G�� � ,Q�PRGHUQ�GHYLFHV��
SURGXFLQJ�WKH�FRQWHQWV�RQ�WKH�GHYLFH�LV�LQHYLWDEO\�SURGXFLQJ�WKH�GRFXPHQWV�FRQWDLQHG�RQ�LW�
DV�ZHOO���6HH�$SSOLFDWLRQ�IRU�D�6HDUFK�:DUUDQW������)��6XSS���G�DW�������SURYLGLQJ�WKDW�XVLQJ�D�
ILQJHUSULQW�WR�XQORFN�D�GHYLFH�LV�´XVLQJ�D�ILQJHUSULQW�WR�DFFHVV�D�GDWDEDVH�RI�VRPHRQH·V�PRVW�
SULYDWH�LQIRUPDWLRQµ���
��� 6HH�VXSUD�QRWH������SRLQWLQJ�RXW�WKH�FRXUW·V�UHDVRQLQJ�WKDW�XQORFNLQJ�D�GHYLFH�SURGXFHV�
WKH�FRQWHQWV�ZLWKLQ���
��� 6HH� VXSUD� QRWH� ��� �HVWDEOLVKLQJ� WKH� WKUHH� HOHPHQWV� RI� WKH� SULYLOHJH� DJDLQVW� VHOI�
LQFULPLQDWLRQ���
��� 6HH�LQIUD�3DUW�,9�$��SURYLGLQJ�WKH�DUJXPHQW�LQ�VXSSRUW�RI� WKH�GRFWULQH�RI�WHVWLPRQLDO�
ELRPHWULFV���
��� 6HH�VXSUD�QRWH����OD\LQJ�RXW�VHYHUDO�FDVHV�WKDW�KHOG�SURGXFWLRQ�RI�ELRPHWULFV�GRHV�QRW�
YLRODWH�WKH�SULYLOHJH�DJDLQVW�VHOI�LQFULPLQDWLRQ�EHFDXVH�LW�LV�QRW�WHVWLPRQLDO���
��� 6HH�VXSUD�3DUWV�,,,�$��,,,�%�	�,,,�&��DQDO\]LQJ�WKH�DUJXPHQW�LQ�VXSSRUW�RI�WKH�GRFWULQH�RI�
WHVWLPRQLDO�ELRPHWULFV���
��� 6HH�VXSUD�QRWHV����²����KLJKOLJKWLQJ�LPSRUWDQW�GLVWLQFWLRQV�DQG�DQDORJLHV�WR�PDNH�LQ�WKH�
DUJXPHQW�LQ�VXSSRUW�RI�WHVWLPRQLDO�ELRPHWULFV���
��� 6HH�LQIUD�3DUW�,9��JLYLQJ�WKH�DUJXPHQW�LQ�VXSSRUW�RI�WHVWLPRQLDO�ELRPHWULFV���
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,9� &2175,%87,21

3DUW� ,9�$� SXWV� IRUWK� WKH� QHZ� GRFWULQH� RI� WHVWLPRQLDO� ELRPHWULFV�
GHVFULEHG�LQ�WKH�DERYH�DQDO\VLV������,W�EULHIO\�HVWDEOLVKHV�ZKDW�WKH�GRFWULQH�
LV�DQG�LWV�FRPSRQHQWV������3DUW�,9�%�GLVFXVVHV�ZK\�WKH�GRFWULQH�LV�QHHGHG�
DQG�DGGUHVVHV�LWV�VHYHUDO�FRXQWHUDUJXPHQWV�DQG�OLPLWDWLRQV����

$�� 7KH�7HVWLPRQLDO�%LRPHWULFV�'RFWULQH�

7KH� WHVWLPRQLDO� ELRPHWULFV�GRFWULQH� LV� VLPSOH�� � SURYLGLQJ�ELRPHWULF�
GDWD� WR� XQORFN� D� GHYLFH� LV� WHVWLPRQLDO� DQG�� WKHUHIRUH�� SURWHFWHG� E\� WKH�
SULYLOHJH� DJDLQVW� VHOI�LQFULPLQDWLRQ����� � %\� SURYLGLQJ� ELRPHWULF� GDWD�� D�
SHUVRQ�LV�FRPPXQLFDWLQJ�NQRZOHGJH�WKDW�VKH�LV�WKH�RZQHU�RU�FRQWUROOHU�RI�
WKH�GHYLFH�DQG�WKH�ILOHV�ZLWKLQ������7KH�FRPPXQLFDWLYH�QDWXUH�RI�WKH�DFW�RI�
SURYLGLQJ�ELRPHWULF�GDWD�PDNHV�LW�WHVWLPRQLDO������%HFDXVH�LW�LV�WHVWLPRQLDO��
DV� ORQJ� DV� WKHUH� LV� FRPSXOVLRQ� DQG� WKH� LQIRUPDWLRQ� VRXJKW� LV�
LQFULPLQDWLQJ�� LW�PHHWV�DOO� WKH�HOHPHQWV�QHHGHG�IRU�WKH�SURWHFWLRQ�RI� WKH�
SULYLOHJH����

7HVWLPRQLDO� ELRPHWULFV� DUH� QRW� XVHG� LQ� WKH� WUDGLWLRQDO� FRQWH[W�� WR�
LGHQWLI\��EXW�DUH�XVHG�WR�SURYH�WKH�RZQHUVKLS�RI�D�SRVVLEO\�LQFULPLQDWLQJ�
GHYLFH�DQG�WKH�LQFULPLQDWLQJ�HYLGHQFH�WKHUHLQ������:KHQ�D�SHUVRQ�FRPPLWV�
WKH�DFW�RI�XQORFNLQJ�WKH�GHYLFH��LW�LV�QHFHVVDULO\�WHVWLPRQ\�WKDW�VKH�RZQV�
WKH�GHYLFH�RU�DW�OHDVW�KDV�D�PHDVXUH�RI�FRQWURO�RYHU�LW�LQVRIDU�DV�VKH�KDV�VHW�
XS�WKH�ELRPHWULF�HQFU\SWLRQ������6KH�DVVHUWV�WKH�IDFW�WKDW�VKH�LV�WKH�RZQHU�
RU� FRQWUROOHU� RI� WKH� LQIRUPDWLRQ� FRQWDLQHG� ZLWKLQ����� � 7KLV� LV�
FRPPXQLFDWLQJ�NQRZOHGJH�RI�RZQHUVKLS�RU�FRQWURO�RI�WKH�LQFULPLQDWLQJ�
GHYLFH� DQG� LWV� FRQWHQWV�� ZKLFK� LV� VHOI�LQFULPLQDWLQJ� WHVWLPRQ\����

��� 6HH�LQIUD�3DUW�,9�$��
��� 6HH�LQIUD�3DUW�,9�$��
��� 6HH�LQIUD�3DUW�,9�%��H[SODLQLQJ�ZK\�WKH�GRFWULQH�LV�QHHGHG�DQG�DGGUHVVLQJ�WKH�SRVVLEOH�
FRXQWHUDUJXPHQWV���
��� 6HH�VXSUD�3DUW�,,,��
��� 6HH�VXSUD�3DUW�,,,��GLVFXVVLQJ�KRZ�D�SHUVRQ�FRPPXQLFDWHV�NQRZOHGJH�ZKHQ�SURYLGLQJ�
ELRPHWULFV�WR�XQORFN�KHU�GHYLFH���
��� 6HH�VXSUD�3DUW�,,,��
��� 6HH�VXSUD�3DUWV�,,�	�,,,��
��� 6HH�VXSUD�3DUW�,,,�'��DQDO\]LQJ�KRZ�WHVWLPRQLDO�ELRPHWULFV�XVH�ELRPHWULFV�IRU�PRUH�WKDQ�
MXVW�LGHQWLILFDWLRQ���
��� 6HH�VXSUD�3DUW�,,,�'��H[SODLQLQJ�WKDW�WKH�DFW�RI�XQORFNLQJ�WKH�GHYLFH�LV�WHVWLPRQ\�WKDW�WKH�
SHUVRQ�RZQV�WKH�GHYLFH�RU�KDV�VRPH�PHDVXUH�RI�FRQWURO�RYHU�LW���
��� 6HH�VXSUD�3DUW�,,,�'��
��� 6HH�VXSUD�3DUW�,,,�'��
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7KHUHIRUH��WKH�SULYLOHJH�SURWHFWV�WKH�FRPSXOVLRQ�RI�ELRPHWULF�GDWD�IURP�D�
SHUVRQ�WR�XQORFN�WKDW�SHUVRQ·V�GHYLFH����

$� GHIHQVH� DWWRUQH\� VKRXOG� XVH� WKH� DERYH� DQDO\VLV� WR� VHW� XS� WKH�
DUJXPHQW�WR�H[WHQG�WKH�SULYLOHJH�WR�SURWHFW�ELRPHWULF�GHFU\SWLRQ�NH\V����
%HJLQ�ZLWK� UHPLQGLQJ� WKH� FRXUW� RI� WKH� KLVWRULFDO� LQWHQW� RI� WKH� SULYLOHJH�
DJDLQVW� VHOI�LQFULPLQDWLRQ����� � 5HLQIRUFH� WR� WKH� FRXUW� WKH� SULYLOHJH·V�
LPSRUWDQFH�DQG�ZHLJKW��LWV�SXUSRVH�WR�SURWHFW�FLWL]HQV�IURP�JRYHUQPHQW�
RYHUUHDFK� DQG� PDLQWDLQ� DQ� DGYHUVDULDO� V\VWHP� RI� MXVWLFH�� DQG� WKH�
SULYLOHJH·V�OLEHUDO�FRQVWUXFWLRQ�DQG�VWULFW�HQIRUFHPHQW������'RLQJ�VR�FUHDWHV�
D�VWURQJ�RSHQLQJ�WKDW�ZLOO�KHOS�RSHQ�WKH� MXGJH·V�PLQG�WR�WKH�UHVW�RI�WKH�
DUJXPHQW����

1H[W��PDNH�WKH�GLVWLQFWLRQV�EHWZHHQ�WKH�SUHFHGHQW�FDVHV�RQ�ELRPHWULFV�
DQG�WKH�FXUUHQW�LVVXH������'LVWLQJXLVK�WHVWLPRQLDO�ELRPHWULFV�IURP�KLVWRULFDO�
FDVHV�VXFK�DV�6FKPHUEHU��'LRQLVLR��DQG�:DGH�E\�VKRZLQJ�WKDW��LQ�WKH�FXUUHQW�
FLUFXPVWDQFH�� WKH� ELRPHWULFV� DUH� XVHG� IRU� PRUH� WKDQ� MXVW� LGHQWLI\LQJ� D�
SHUVRQ������7KLV�LPPHGLDWHO\�FRPEDWV�ZKDW�LV�PRVW�OLNHO\�WR�EH�WKH�PDLQ�
FRXQWHUDUJXPHQW����� � 'LVSHQVLQJ� ZLWK� WKLV� FRXQWHUDUJXPHQW� TXLFNO\�
DOORZV�WKH�UHVW�RI�WKH�DUJXPHQW�WR�IRFXV�RQ�VKRZLQJ�FDVHV�LQ�ZKLFK�FRXUWV�
H[SDQGHG�SULYDF\�LQWHUHVWV�DQG�WKH�ILQDO�SRLQW�RI�H[DFWO\�KRZ�WHVWLPRQLDO�
ELRPHWULFV�DUH�GLIIHUHQW�IURP�WKH�WUDGLWLRQDO�FRQWH[W����

$IWHU� DQDORJL]LQJ� WKH� FXUUHQW� LVVXH� ZLWK� VFHQDULRV� LQ�ZKLFK� FRXUWV�
KDYH� SURYHQ� ZLOOLQJ� WR� H[SDQG� SULYDF\� LQWHUHVWV�� WKH� ILQDO�� DQG� PRVW�
LPSRUWDQW��SRLQW�WR�PDNH�LV�KRZ�WKH�FRQWH[W�RI�WHVWLPRQLDO�ELRPHWULFV�LV�
GLIIHUHQW�IURP�WKH�WUDGLWLRQDO�FRQWH[W������7KLV�SDUW�RI�WKH�DUJXPHQW�LV�ERWK�
D� FRPELQDWLRQ� RI� DQDORJL]LQJ� WR� $SSOLFDWLRQ� IRU� D� 6HDUFK� :DUUDQW� DQG�
PDNLQJ� WKH� VDPH� SROLF\� SRLQWV� VHW� RXW� LQ� WKDW� FDVH����� � :KLOH� SROLF\�
DUJXPHQWV� DUH� RIWHQ� FRQVLGHUHG� WR� EH� D� ODVW� UHVRUW�� LQ� D� FDVH� RI� ILUVW�
LPSUHVVLRQ�SROLF\�SRLQWV�FDQ�EH�XVHIXO������,W�LV�HVSHFLDOO\�VR�KHUH��ZKHUH�D�

��� 6HH� VXSUD� 3DUW� ,,,�'� �GLVFXVVLQJ�ZK\� WKH� SULYLOHJH� DJDLQVW� VHOI�LQFULPLQDWLRQ� VKRXOG�
SURKLELW�WKH�FRPSXOVLRQ�RI�ELRPHWULFV�WR�XQORFN�D�GHYLFH���
��� 6HH� VXSUD� 3DUW� ,,,�'� �OD\LQJ� RXW� WKH� DUJXPHQW� WKDW� D� GHIHQVH� DWWRUQH\� VKRXOG� XVH� WR�
VXSSRUW�WHVWLPRQLDO�ELRPHWULFV����
��� 6HH�VXSUD�3DUW�,,,�$��H[SODLQLQJ�KRZ�WR�XVH�WKH�LQWHQW�RI�WKH�SULYLOHJH�LQ�WKH�DUJXPHQW���
��� 6HH�VXSUD�3DUW�,,,�$��
��� 6HH�VXSUD�3DUW�,,,�$�� �
��� 6HH�VXSUD�3DUW�,,,�%��
��� 6HH�VXSUD�3DUW�,,,�%��SURYLGLQJ�GLVWLQFWLRQV�WR�PDNH�EHWZHHQ�WHVWLPRQLDO�ELRPHWULFV�DQG�
6FKPHUEHU��'LRQLVLR��DQG�:DGH���
��� 6HH�LQIUD�3DUW�,9�%��
��� 6HH�LQIUD�3DUW�,9�%��
��� 6HH�VXSUD�3DUWV�,,,�&�	�,,,�'��SURYLGLQJ�FDVHV�LQ�ZKLFK�FRXUWV�H[SDQGHG�WKH�SULYLOHJH���
��� 6HH�VXSUD�3DUW�,,,�'��
��� 6HH��H�J���VXSUD�3DUW�,,,�'��QRWLQJ�WKH�SROLF\�UHDVRQV�EHKLQG�WKH�FRXUW·V�GHFLVLRQ�WR�UXOH�
WKDW�FRPSXOVLRQ�WR�SURYLGH�ELRPHWULFV�WR�XQORFN�D�GHYLFH�YLRODWHV�WKH�SULYLOHJH���
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GHIHQVH�DWWRUQH\�FDQ�SRLQW�WR�WKH�SRWHQWLDO�SROLF\�LPSOLFDWLRQV�LQ�DOORZLQJ�
DXWKRULWLHV�WR�FRPSHO�WKH�ELRPHWULFV�RI�WKH�WHQV�RI�PLOOLRQV�RI�SHRSOH�XVLQJ�
ELRPHWULF� HQFU\SWLRQ����� � 'LVWLQJXLVKLQJ� WKH� SROLF\� GLIIHUHQFHV� EHWZHHQ�
WHVWLPRQLDO�ELRPHWULFV�DQG�WUDGLWLRQDO�ELRPHWULFV�LV�LPSRUWDQW�EHFDXVH��LQ�
WKH� SDVW�� DOORZLQJ� FRPSXOVLRQ� RI� ELRPHWULFV� RQO\� DOORZHG� WKH�
LGHQWLILFDWLRQ�RI�LQGLYLGXDOV��EXW�QRZ�LW�DOORZV�DFFHVV�WR�D�SHUVRQ·V�HQWLUH�
SHUVRQDO� OLIH����� � :LWK� WKH� DERYH� SRLQWV�� D� ZHOO�URXQGHG� DUJXPHQW�
VXSSRUWLQJ�WHVWLPRQLDO�ELRPHWULFV�LV�FRPSOHWH����

%�� &RPPHQWDU\�

7KLV�QHZ�GRFWULQH�LV�QHHGHG�QRZ�EHIRUH�WKH�LQFUHDVH�LQ�OLWLJDWLRQ�WKDW�
LV�ERXQG�WR�KDSSHQ�ZLWK�WKH�LQFUHDVLQJ�XVH�RI�ELRPHWULF�HQFU\SWLRQ������7KH�
XVH� RI� ELRPHWULF� HQFU\SWLRQ� LV� RQ� WKH� ULVH� DQG� FDQ� OHDG� WR� JRYHUQPHQW�
RYHUUHDFK� RQFH� DXWKRULWLHV� EHFRPH� LQFUHDVLQJO\� DZDUH� RI� ELRPHWULF�
HQFU\SWLRQ·V�XQSURWHFWHG�VWDWXV������,W�LV�IHDVLEOH�WR�LPDJLQH�WKDW��DW�VRPH�
SRLQW� LQ� WKH� QHDU� IXWXUH�� VRPH� GHYLFHV� ZLOO� XVH� ELRPHWULF� HQFU\SWLRQ�
DOPRVW�H[FOXVLYHO\������3UHYHQWLQJ�JRYHUQPHQW�RYHUUHDFK�LV�RQH�RI�WKH�FRUH�
YDOXHV� WKH� SULYLOHJH� LV� GHVLJQHG� WR� SUHYHQW����� � ,W� LV� VFDU\� WR� LPDJLQH� D�
ZRUOG�LQ�ZKLFK�WKH�JRYHUQPHQW�FDQ�IRUFH�DQ\�SHUVRQ�WR�XQORFN�KHU�SKRQH�
XVLQJ�ELRPHWULF�HQFU\SWLRQ�EHFDXVH�LW�LV�QRW�SURWHFWHG�E\�WKH�SULYLOHJH����

,Q�D�ZRUOG�ZKHUH�D�ODUJH�TXDQWLW\�RI�GHYLFHV�DUH�QRW�SURWHFWHG�IURP�
JRYHUQPHQW� LQWUXVLRQ� E\� WKH� SULYLOHJH� DJDLQVW� VHOI�LQFULPLQDWLRQ�� WKH�
SRVVLELOLW\�IRU�JRYHUQPHQW�LQWUXVLRQ�LQFUHDVHV������7KH�VLWXDWLRQV�LQ�ZKLFK�
JRYHUQPHQW�RYHUUHDFK�FDQ�RFFXU�H[WHQG�EH\RQG�JUDQG�MXU\�LQYHVWLJDWLRQV�
DQG�WULDOV������7KDW�LV�H[DFWO\�ZK\�WKLV�GRFWULQH�DGYRFDWLQJ�IRU�WKH�H[WHQVLRQ�
RI� WKH� )LIWK� $PHQGPHQW·V� SURWHFWLRQ� LV� QHFHVVDU\� QRZ����� � ,W� FDQ� EH� D�
SURDFWLYH�VROXWLRQ�LQVWHDG�RI�D�UHWURDFWLYH�UHPHG\�WR�DOUHDG\�FRPPLWWHG�

��� 6HH� VXSUD� 3DUW� ,,,�'� �KLJKOLJKWLQJ� WKH� FRXUW·V� FRQFHUQV� ZLWK� SRWHQWLDO� JRYHUQPHQW�
RYHUUHDFK���
��� 6HH�VXSUD�3DUW�,,,�'��SRLQWLQJ�RXW�WKH�SROLF\�LPSOLFDWLRQV�LQ�DOORZLQJ�WKH�WUDGLWLRQDO�UXOH�
UHJDUGLQJ�ELRPHWULFV�WR�DSSO\�WR�WHVWLPRQLDO�ELRPHWULFV���
��� 6HH�VXSUD�3DUW�,,,��
��� 6HH�VXSUD�3DUW�,,,��
��� 6HH�VXSUD�3DUW�,,,��
��� 6HH� VXSUD� QRWH� ���� �VKRZFDVLQJ� WKH� LQFUHDVLQJ� QXPEHU� RI� GHYLFHV� LQFRUSRUDWLQJ�
ELRPHWULF�HQFU\SWLRQ���
��� 6HH�VXSUD�3DUW�,,�$��
��� 6HH�VXSUD�3DUW�,��LQWURGXFLQJ�WKH�SUREOHP�DQG�D�K\SRWKHWLFDO�VLWXDWLRQ��ZKLFK�FDQ�RFFXU�
ZLWK�WKH�FXUUHQW�UXOH�JRYHUQLQJ�FRPSXOVLRQ�RI�ELRPHWULFV���
��� 6HH�VXSUD�QRWH������
��� 6HH�VXSUD�3DUW�,��
��� 6HH�VXSUD�3DUW�,� �LQWURGXFLQJ� WKH�LVVXH�DQG�H[SODLQLQJ�ZK\�D�QHZ�GRFWULQH� LV�QHHGHG�
QRZ���
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JRYHUQPHQW�LQWUXVLRQ����� �)XUWKHU��WKH�GRFWULQH�RI�WHVWLPRQLDO�ELRPHWULFV�
GRHV�QRW�RYHUUHDFK�RU�RYHUSURWHFW�FULPLQDO�VXVSHFWV�DQG�GHIHQGDQWV����

7KH�PDLQ�FRXQWHUDUJXPHQW�WR�WKLV�GRFWULQH� LV�OLNHO\�WKDW�LW�SURYLGHV�
WRR�PXFK�SURWHFWLRQ� WR� FULPLQDO� VXVSHFWV�DQG�GHIHQGDQWV����� � 6RPH�ZLOO�
DUJXH�WKDW�WKLV�GRFWULQH�FUHDWHV�D�WRWDO�EDU�WR�WKH�JRYHUQPHQW·V�DFFHVV�WR�
HQFU\SWHG� GHYLFHV����� � +RZHYHU�� WKLV� GRFWULQH� GRHV� QRW� VHHN� WR� WRWDOO\�
SURKLELW� DFFHVV� WR� LQGLYLGXDOV·� GHYLFHV� WKURXJK� ELRPHWULFV����� � 7KLV�
GRFWULQH� RQO\� VHHNV� WR� H[WHQG� WKH� SURWHFWLRQ� RI� WKH� SULYLOHJH� WR� D� SRLQW�
ZKHUH� WKH� JRYHUQPHQW� PXVW� FDUU\� WKH� VDPH� OHYHO� RI� SURRI� DV� QRUPDO�
HQFU\SWLRQ����� � 6SHFLILFDOO\�� WKH� JRYHUQPHQW� FDQ� VWLOO� JDLQ� DFFHVV� WR� WKH�
GHYLFH� WKURXJK� FRPSXOVLRQ� RI� ELRPHWULFV� LI� LW� FDQ� SURYH� WKH� IRUHJRQH�
FRQFOXVLRQ�GRFWULQH������,I�WKH�JRYHUQPHQW�FDQ�PHHW�WKH�VWDQGDUGV�RI�WKH�
IRUHJRQH�FRQFOXVLRQ�GRFWULQH��LW�ZLOO�EH�DEOH�WR�REWDLQ�D�YDOLG�ZDUUDQW�IRU�
WKH�LQIRUPDWLRQ�VRXJKW�WKURXJK�WKH�XVH�RI�WKH�VXVSHFW·V�ELRPHWULF�GDWD����
7KH�GRFWULQH�VWLOO�SURYLGHV�YLDEOH�URXWHV�IRU�WKH�JRYHUQPHQW�WR�JDLQ�DFFHVV�
WR�WKH�LQIRUPDWLRQ�VRXJKW����

6LPLODUO\��RSSRQHQWV�DUH�OLNHO\�WR�DUJXH�WKDW�WKLV�GRFWULQH�KDPVWULQJV�
ODZ�HQIRUFHPHQW�DJHQFLHV�DQG�SUHYHQWV� WKHP�IURP�HIIHFWLYHO\�SXUVXLQJ�
FULPLQDOV� E\� SUHYHQWLQJ� DFFHVV� WR� ELRPHWULFDOO\� HQFU\SWHG� GHYLFHV����

��� 6HH�VXSUD�3DUW�,9�$��H[SODLQLQJ�WKH�GRFWULQH�DQG�LWV�JRDOV���
��� 6HH�LQIUD�QRWH�����DQG�DFFRPSDQ\LQJ�WH[W��GLVFXVVLQJ�KRZ�WKH�GRFWULQH�VWLOO� JLYHV�WKH�
JRYHUQPHQW�YLDEOH�URXWHV�DURXQG�WKH�SULYLOHJH���
��� 6HH��H�J���/HY�*URVVPDQ��,QVLGH�$SSOH�&(2�7LP�&RRN·V�)LJKW�ZLWK�WKH�)%,��1�<� 7,0(6��0DU��
�����������KWWS���WLPH�FRP���������WLP�FRRN�DSSOH�IEL����>KWWS���SHUPD�FF�)�6&�8.0<@�
�H[SORULQJ� $SSOH·V� SXEOLF� OHJDO� ILJKW� ZLWK� WKH� )%,� RYHU� HQFU\SWLRQ� IROORZLQJ� WKH� 6DQ�
%HUQDUGLQR�DWWDFN����:KLOH�WKH�LVVXH�KHUH�LV�GLIIHUHQW�WKDQ�WKH�LVVXH�UDLVHG�LQ�$SSOH·V�VSDW�
ZLWK�WKH�)%,��$SSOH�ZDV�SRUWUD\HG�DV�LQWHUIHULQJ�ZLWK�DQG�KLQGHULQJ�ODZ�HQIRUFHPHQW�E\�
UHIXVLQJ�WR�PDNH�LW�HDVLHU�IRU�ODZ�HQIRUFHPHQW�WR�GHFU\SW�LWV�GHYLFHV���,G���$�VLPLODU�VLWXDWLRQ�
DULVHV� KHUH�� � WKLV� GRFWULQH� VHHNV� WR�PDNH� LW� PRUH� GLIILFXOW� IRU� ODZ� HQIRUFHPHQW� WR� DFFHVV�
HQFU\SWHG�GHYLFHV���6HH�VXSUD�3DUW�,9�$���,W�LV�OLNHO\�WKDW�WKLV�GRFWULQH�ZLOO�EH�YLHZHG�LQ�PXFK�
WKH�VDPH�PDQQHU�DV�$SSOH�ZDV�YLHZHG�ZKHQ�LW�UHIXVHG�WR�KHOS�WKH�)%,���6HH�*URVVPDQ��VXSUD
�FRYHULQJ�KRZ�$SSOH�ZDV�YLHZHG�DQG�SRUWUD\HG�IROORZLQJ�LWV�UHIXVDO�WR�KHOS�WKH�)%,�GHFU\SW�
WKH�6DQ�%HUQDUGLQR�DWWDFNHU·V�SKRQH���
��� 6HH�*URVVPDQ��VXSUD�QRWH������
��� 6HH�VXSUD�QRWH����� �H[SRXQGLQJ�ZKDW� WKH� IRUHJRQH�FRQFOXVLRQ�GRFWULQH� LV�DQG�KRZ�LW�
DSSOLHV�WR�HQFU\SWLRQ���
���� 7KLV�GRFWULQH�GRHV�QRW�VHHN�WR�EH�D�WRWDO�EDU�WR�JRYHUQPHQW�DFFHVV�WR�GHYLFHV�SURWHFWHG�
E\�ELRPHWULF�HQFU\SWLRQ���,W�VHHNV�WR�SURYLGH�ELRPHWULF�HQFU\SWLRQ�WKH�VDPH�SURWHFWLRQ�RWKHU�
WHVWLPRQLDO�LVVXHV�DUH�DIIRUGHG��
��� 6HH�VXSUD�3DUW�,,��GHVFULELQJ�KRZ�WKH�JRYHUQPHQW�FDQ�JDLQ�DFFHVV�WR�D�GHYLFH�WKURXJK�
SURYLQJ�D�IRUHJRQH�FRQFOXVLRQ���
��� 6HH� VXSUD� QRWH� ���� �H[SODLQLQJ�ZKDW� WKH� IRUHJRQH� FRQFOXVLRQ� GRFWULQH� LV� DQG� KRZ� LW�
DOORZV�WKH�JRYHUQPHQW�WR�DFFHVV�GHYLFHV�LI�LW�FDQ�PHHW�WKH�VWDQGDUG���
��� 6HH�VXSUD�QRWH������
��� 6HH�*URVVPDQ��VXSUD�QRWH�������)RUPHU�)%,�'LUHFWRU�-DPHV�&RPH\�SXEOLFO\�H[SUHVVHG�
KLV�IUXVWUDWLRQ�ZLWK�$SSOH�EHFDXVH�KH�IHOW�WKH�KLQGUDQFH�RI�EHLQJ�XQDEOH�WR�DFFHVV�HQFU\SWHG�
GHYLFHV�NHSW�KLP�IURP�GRLQJ�KLV�MRE�� �6HH�LG���JLYLQJ�&RPH\·V�VWDWHPHQWV�LQ�UHJDUG�WR�KRZ�
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+RZHYHU��DV�SUHYLRXVO\�QRWHG��WKLV�GRFWULQH�GRHV�QRW�VHHN�WR�FUHDWH�D�WRWDO�
EDU�WR�DFFHVVLQJ�ELRPHWULFDOO\�HQFU\SWHG�GHYLFHV������7KLV�GRFWULQH�PHUHO\�
VHHNV� WR� HQVXUH� WKDW� ODZ� HQIRUFHPHQW� DFFHVVHV� LQIRUPDWLRQ� RQ� D�
ELRPHWULFDOO\�HQFU\SWHG�GHYLFH�LQ�D�FRQVWLWXWLRQDO�PDQQHU������$GPLWWHGO\��
WKLV�FUHDWHV�D�KLJKHU�EXUGHQ�RQ�ODZ�HQIRUFHPHQW��KRZHYHU��WKH�FUHDWLRQ�RI�
D�VOLJKW�EXUGHQ�RQ�ODZ�HQIRUFHPHQW�GRHV�QRW�RXWZHLJK�WKH�QHHG�IRU�ODZ�
HQIRUFHPHQW�WR�DFW�ZLWKLQ�WKH�FRQILQHV�RI�WKH�&RQVWLWXWLRQ������:KLOH�ODZ�
HQIRUFHPHQW�PD\�QRW�EH�KDSS\�DERXW�WKH�DGGHG�VWHS�QHFHVVDU\�WR�DFFHVV�
ELRPHWULFDOO\� HQFU\SWHG� GHYLFHV�� WKLV� GRFWULQH� VHHNV� WR� UHTXLUH� ODZ�
HQIRUFHPHQW�WR�DFW�ZLWKLQ�WKH�&RQVWLWXWLRQ�DQG�VWLOO�SURYLGHV�DYHQXHV�IRU�
DFFHVVLQJ�LQIRUPDWLRQ�RQ�WKRVH�GHYLFHV����

7KLV�GRFWULQH� LV�DOVR�XQOLNHO\� WR�EH�SUHHPSWHG� LQ� WKH�QHDU� IXWXUH����
7KXV� IDU�� RQO\� VHYHUDO� FDVHV� LQ� WKH� FRXQWU\� KDYH� IDFHG� WKH� LVVXH� RI�
FRPSXOVLRQ�RI�D�SHUVRQ·V�ELRPHWULFV�WR�XQORFN�WKDW�SHUVRQ·V�GHYLFH������6R�
IDU��QRQH�RI� WKRVH�FDVHV�KDYH�FRQWLQXHG�WR�DSSHDO� WKH�UXOLQJ�DJDLQVW� WKH�
GRFWULQH������2I�WKH�WKUHH�FDVHV�IDFLQJ�WKH�LVVXH��RQO\�'LDPRQG�PDGH�LW�WR�
WKH�VWDWH�DSSHOODWH�OHYHO��DQG�WKDW�UXOLQJ�KDV�QRW�EHHQ�DSSHDOHG���� %DXVW
GLG�QRW�DSSHDO�WKH�UXOLQJ�DQG�LV�XQOLNHO\�WR�VHH�DQ�DSSHDO�WKUHH�\HDUV�DIWHU�
WKH�UXOLQJ������'XH�WR�WKH�ORZ�OHYHO�RI�OLWLJDWLRQ�RQ�WKH�LVVXH��DQG�WKH�ODFN�
RI�DSSHDOV��LW�LV�XQOLNHO\�WKH�6XSUHPH�&RXUW�ZLOO�IDFH�WKLV�LVVXH�IRU�DW�OHDVW�
VHYHUDO�\HDUV������,W�LV�DOVR�XQOLNHO\�WKDW�&RQJUHVV�SDVVHV�OHJLVODWLRQ�GHDOLQJ�
ZLWK� WKH� LVVXH� LQ� D� WLPHO\� IDVKLRQ�� FRQVLGHULQJ� WKH� FXUUHQW� SROLWLFDO�

$SSOH�ZDV� SUHYHQWLQJ�KLP� IURP� IXOO\� LQYHVWLJDWLQJ� WKH� 6DQ�%HUQDUGLQR� DWWDFN��� �+HUH�� D�
VLPLODU�VLWXDWLRQ�RFFXUV�EHFDXVH�WKH�GRFWULQH�FUHDWHV�DQ�REVWDFOH�WKDW�ODZ�HQIRUFHPHQW�PXVW�
RYHUFRPH�EHIRUH�DFFHVVLQJ�D�GHYLFH���6HH�VXSUD�3DUW�,9�$��
��� 6HH�VXSUD�3DUW�,9�$��
��� 6HH�VXSUD�3DUW�,9�$��
��� 6HH��H�J���8�6� '(3·7�2)�-867,&(� 32/,&,1*���� ������� KWWSV���ZZZ�MXVWLFH�JRY�FUV�ILOH��
�������GRZQORDG�>KWWSV���SHUPD�FF�%/�:�4$'0@��VWDWLQJ�ZKDW�FRQVWLWXWLRQDO�SROLFLQJ�
LV�DQG�LWV�IXQGDPHQWDO�QDWXUH���
��� 6HH�3DUW�,9�$��
��� 6HH�LQIUD�WH[W�DFFRPSDQ\LQJ�QRWHV����²����
��� 6HH�VXSUD�3DUW�,,,�'��DQDO\]LQJ�WKH�FDVHV�WKDW�KDYH�GHDOW�ZLWK�FRPSXOVLRQ�RI�ELRPHWULFV�
WR�XQORFN�D�GHYLFH���
��� 6HH�VXSUD�3DUW�,,,�'��
��� 6HH�VXSUD�3DUW�,,,�'��
��� 6HH�VXSUD�3DUW�,,,�'��
��� 6HH�VXSUD�3DUW�,,,�'��VKRZLQJ�WKH�PLQLPDO�OLWLJDWLRQ�WKDW�KDV�RFFXUUHG�LQ�UHODWLRQ�WR�WKH�
LVVXH�RI�WHVWLPRQLDO�ELRPHWULFV���
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FOLPDWH����� � 7KHUHIRUH�� LW� LV� XQOLNHO\� WKDW� WHVWLPRQLDO� ELRPHWULFV� ZLOO� EH�
SUHHPSWHG����

6RPH�PD\�DOVR�DUJXH�WKDW�DQ�DPHQGPHQW�WR�WKH�)LIWK�$PHQGPHQW�RI�
WKH� &RQVWLWXWLRQ� LV� D� PRUH� DSSURSULDWH� URXWH����� � 7KH� LVVXH� ZLWK� WKLV�
DSSURDFK�LV�WKH�VKHHU�GLIILFXOW\�DQG�UDULW\�RI�WKH�SDVVDJH�RI�DQ�DPHQGPHQW�
RU�DGGLWLRQ�WR�D�SUHH[LVWLQJ�DPHQGPHQW������(YHQ�LI�DQ�DPHQGPHQW�RU�DQ�
DGGLWLRQ� WR� DQ� DPHQGPHQW�PDNHV� LW�SDVW� WKH� ILUVW� VWDJH�RI� D� WZR�WKLUGV�
PDMRULW\�YRWH�LQ�&RQJUHVV��LW�PXVW�EH�UDWLILHG�E\�WZR�WKLUGV�RI�WKH�VWDWHV����
7KH�SURFHVV�RI�UDWLILFDWLRQ�E\�WKH�VWDWHV�FDQ�WDNH�\HDUV�ORQJHU�WKDQ�HYHQ�
WKH�URXWH�RI�OLWLJDWLRQ����� �7KH�SROLWLFDO�FOLPDWH�LQ�UHFHQW�\HDUV�KDV�OHG�WR�
ODUJH� GLIILFXOWLHV� LQ� SDVVLQJ� ELOOV�� OHW� DORQH� SDVVLQJ� DQG� UDWLI\LQJ� D�
FRQVWLWXWLRQDO�DPHQGPHQW����� �7R�EH�VXUH��ZKLOH�DQ�DPHQGPHQW� LV�PRUH�
FRQFUHWH�DQG�VWDEOH��WKH�SDVVDJH�RI�RQH�LV�IDU�OHVV�FHUWDLQ�WR�KDSSHQ�DQG�IDU�
WRR�GLVWDQW�LQ�WKH�IXWXUH�IRU�VXFK�D�SUHVVLQJ�LVVXH����

��� 6HH��H�J���0LNH�'H%RQLV��(G�2·.HHIH��(ULFD�:HUQHU�	�(OLVH�9LHEHFN��*RYHUQPHQW�6KXWGRZQ�
/RRPV� DV� 6HQDWH�'HPRFUDWV�'LJ� LQ�$JDLQVW�*23�6SHQGLQJ�3ODQ��:$6+� 3267� �-DQ�� ���� �������
KWWSV���ZZZ�ZDVKLQJWRQSRVW�FRP�SRZHUSRVW�VKXWGRZQ�ORRPV�DV�VHQDWH�GHPRFUDWV�
GLJ�LQ�DJDLQVW�JRS�VSHQGLQJ�SODQ������������I��������IFFG���H��D��E�D�������EG��B�
VWRU\�KWPO"KSLG KSBKS�EDQQHU�PDLQBVKXWGRZQ����DP��$KRPHSDJH��)VWRU\	XWPB�
WHUP ������IEH�D��� >KWWSV���SHUPD�FF��%�/�46-:@� �JLYLQJ� RQH� H[DPSOH� RI� WKH� LPSDVVH�
WKDW�KDV�SODJXHG�WKH�8�6��JRYHUQPHQW�LQ�UHFHQW�\HDUV���
��� 6HH�VXSUD�QRWHV����²����
���� 7KLV� FRXQWHUSRLQW� WR� WKH� WHVWLPRQLDO� ELRPHWULFV� GRFWULQH� FDPH� DERXW� WKURXJK�
GLVFXVVLRQV�ZLWK�FROOHDJXHV��
��� 6HH�0DU\�)UDQFHV�%HUU\��$PHQGLQJ�WKH�&RQVWLWXWLRQ��+RZ�+DUG�,W�,V�WR�&KDQJH��1�<� 7,0(6
�6HSW�� ���� ������� KWWS���ZZZ�Q\WLPHV�FRP������������PDJD]LQH�DPHQGLQJ�WKH�
FRQVWLWXWLRQ�KRZ�KDUG�LW�LV�WR�FKDQJH�KWPO� >KWWSV���SHUPD�FF�1%���.+=9@� �GLVFXVVLQJ�
KRZ�GLIILFXOW�LW�LV�WR�SDVV�DQ�DPHQGPHQW�WR�WKH�&RQVWLWXWLRQ�DQG�WKH�SURFHVV�IRU�GRLQJ�VR����
6HH� DOVR� (ULF� 3RVQHU�� 7KH� 8�6�� &RQVWLWXWLRQ� ,V� ,PSRVVLEOH� WR� $PHQG�� 6/$7(� �0D\� ��� �������
KWWS���ZZZ�VODWH�FRP�DUWLFOHV�QHZVBDQGBSROLWLFV�YLHZBIURPBFKLFDJR���������DPHQGL
QJBWKHBFRQVWLWXWLRQBLVBPXFKBWRRBKDUGBEODPHBWKHBIRXQGHUV�KWPO�
>KWWSV���SHUPD�FF�46*��.<8/@� �RSLQLQJ� WKDW� WKH� &RQVWLWXWLRQ� LV� H[WUHPHO\� GLIILFXOW� WR�
DPHQG��� � :KLOH� 3RVQHU·V� LQWHUSUHWDWLRQ� PD\� EH� H[WUHPH�� KH� PDNHV� WKH� SRLQW� WKDW� RXU�
&RQVWLWXWLRQ� LV� YHU\� GLIILFXOW� WR� FKDQJH�� DQG� DQ\� FKDQJHV� FRXOG� WDNH� XQWROG� \HDUV� WR� EH�
UDWLILHG���7KH�7ZHQW\�6HYHQWK�$PHQGPHQW�WR�WKH�&RQVWLWXWLRQ�WRRN�����\HDUV�WR�EH�UDWLILHG���
6HH� $Q� 2YHUYLHZ� RI� WKH� ��WK� $PHQGPHQW�� /$:6�&20� ��������
KWWSV���FRQVWLWXWLRQ�ODZV�FRP���WK�DPHQGPHQW� >KWWSV���SHUPD�FF��881�.0;9@�
�SURYLGLQJ�D�EULHI�KLVWRU\�RI�WKH�7ZHQW\�6HYHQWK�$PHQGPHQW�WR�WKH�&RQVWLWXWLRQ���
��� 6HH�3RVQHU��VXSUD�QRWH������H[SODLQLQJ�WKH�YRWLQJ�SURFHVV�RQ�QHZ�DPHQGPHQWV�WR�WKH�
&RQVWLWXWLRQ���
���� 6HH�VRXUFHV�FLWHG�VXSUD�QRWH������
��� 6HH��H�J���'H%RQLV�HW�DO���VXSUD�QRWH������GLVFXVVLQJ�WKH�ORRPLQJ�JRYHUQPHQW�VKXWGRZQ�
DV�D�UHVXOW�RI�&RQJUHVV·V�LQDELOLW\�WR�SDVV�D�VSHQGLQJ�ELOO���
��� 6HH�%HUU\��VXSUD�QRWH������H[SODLQLQJ�WKH�GLIILFXOW\�DQG�OHQJWK�RI�WLPH�UHTXLUHG�WR�SDVV�
DQ�DPHQGPHQW�WR�WKH�&RQVWLWXWLRQ���
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8QGHU� WKH� WHVWLPRQLDO�ELRPHWULFV�GRFWULQH��D�GHIHQVH�DWWRUQH\�KDV�D�
VWURQJ�DUJXPHQW�WR�XVH�LQ�FRXUW���7KH�VXVSHFW�LQ�WKH�K\SRWKHWLFDO�SRVHG�LQ�
WKH� LQWURGXFWLRQ� ZLOO� EH� SURWHFWHG� E\� WKH� SULYLOHJH� DJDLQVW� VHOI�
LQFULPLQDWLRQ���7KH�ULVLQJ�SRSXODULW\�RI�ELRPHWULF�HQFU\SWLRQ�GHPDQGV�WKH�
QHHG�IRU�SURWHFWLRQ�IURP�FRPSXOVLRQ�WR�SURYLGH�D�SHUVRQ·V�ELRPHWULFV�WR�
XQORFN�WKDW�SHUVRQ·V�GHYLFH���7KH�WUDGLWLRQDO�UROH�RI�WKH�)LIWK�$PHQGPHQW�
SULYLOHJH� DJDLQVW� VHOI�LQFULPLQDWLRQ� LV� WR� SURWHFW� IURP� JRYHUQPHQW�
RYHUUHDFK��SURWHFW�IURP�LPSURSHU�PHDQV�RI�LQFULPLQDWLRQ��DQG�PDLQWDLQ�
DQ� DGYHUVDULDO� V\VWHP� RI� MXVWLFH�� � $OORZLQJ� DXWKRULWLHV� WR� IRUFH� WKH�
SURGXFWLRQ�RI�D�GHYLFH�DQG�LWV�FRQWHQWV�YLD�WKH�FRPSXOVLRQ�RI�ELRPHWULF�
GDWD�EUXVKHV�GDQJHURXVO\�FORVH�WR�DQ�LQTXLVLWRULDO�V\VWHP�RI�MXVWLFH���1RW�
UHTXLULQJ�WKH�JRYHUQPHQW�WR�PHHW�LWV�EXUGHQ�RI�SURRI�EH\RQG�PHHWLQJ�WKH�
VWDQGDUG� IRU� SUREDEOH� FDXVH� IRU� D� VHDUFK� ZDUUDQW� IDLOV� WR� SURWHFW�
LQGLYLGXDOV�IURP�JRYHUQPHQW�RYHUUHDFK��

7KH� ODZ� LV� VORZ� WR� UHDFW� WR� WKH� UDSLG� FKDQJHV� LQ� WHFKQRORJ\�� � 7KLV�
GRFWULQH� SURYLGHV� DQ� RSSRUWXQLW\� IRU� WKH� ODZ� WR� PDLQWDLQ� SDFH� ZLWK�
WHFKQRORJ\�� � ,I� ELRPHWULF� HQFU\SWLRQ� FRQWLQXHV� LWV� WUHQG� LQ� SRSXODULW\��
WKHUH�QHHGV�WR�EH�VRPH�OLPLWDWLRQ�RQ�WKH�JRYHUQPHQW·V�SRZHU�WR�FRPSHO�
ELRPHWULFV�IURP�D�SHUVRQ�WR�XQORFN�WKDW�SHUVRQ·V�GHYLFH���7KH�WHVWLPRQLDO�
ELRPHWULFV�GRFWULQH�SURYLGHV�WKDW�FKDQFH���'HIHQVH�DWWRUQH\V�FDQ�WXUQ�WR�
WKLV�GRFWULQH� WR�EHJLQ�SXVKLQJ� FRXUWV� WR� UHFRJQL]H� DQG�SURWHFW� WKH�QHZ�
FRQWH[W� LQ� ZKLFK� ELRPHWULFV� DUH� XVHG�� � :KLOH� WKH� GRFWULQH� IDFHV� PDQ\�
KXUGOHV��D� WDOHQWHG�GHIHQVH�DWWRUQH\�FDQ�EHJLQ�WKH�SXVK�WR�WKH�6XSUHPH�
&RXUW·V�UHFRJQLWLRQ�RI�WKLV�QHZ�GRFWULQH��

+DUULVRQ�0HW]

 -�'�� &DQGLGDWH�� 9DOSDUDLVR� 8QLYHUVLW\� /DZ� 6FKRRO� �������� %�$��� /DZ� DQG� 6RFLHW\��
0LQRUV��+LVWRU\��&ODVVLFDO�6WXGLHV��3XUGXH�8QLYHUVLW\��0D\���������,�ZRXOG�ILUVW�OLNH�WR�WKDQN�
P\�ILDQFpH��%HNDK��IRU�KHU�ORYH�DQG�VXSSRUW�GXULQJ�P\�WLPH�DW�ODZ�VFKRRO�DQG�WKH�SXEOLFDWLRQ�
RI�WKLV�1RWH���,�FRXOG�QRW�KDYH�JRWWHQ�WKURXJK�WKHVH�WKUHH�\HDUV�ZLWKRXW�KHU���6HFRQG��,�ZRXOG�
OLNH�WR�WKDQN�P\�IDPLO\�DQG�IULHQGV�IRU�WKHLU�VXSSRUW�LQ�WKLV�HQGHDYRU���/DVW��,�ZRXOG�OLNH�WR�
WKDQN� P\� FROOHDJXHV� LQ� 9ROXPH� ��� RI� WKH� 9DOSDUDLVR� 8QLYHUVLW\� /DZ� 5HYLHZ�� � 7KHLU�
IULHQGVKLS� DQG� VXSSRUW� PDGH� WKLV� GHPDQGLQJ� MRXUQH\� DQ� HQMR\DEOH� DQG� PHPRUDEOH�
H[SHULHQFH�
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