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I. INTRODUCTION

Public schools are information-collection machines. Public schools
are also the government. Consequently, there is a confluence of con-
cerns about what the government can and should do about protecting
the privacy of schoolchildren in that information. Local educational
agencies must concern themselves with the legalities of the collection,
maintenance, and disclosure of student information, generated both
by the agency itself and by the student. Unfortunately, the federal
statutes and regulations designed to protect the privacy of that infor-
mation have run amok.

Regardless of whether the Constitution protects privacy per se,l
most authorities acknowledge the existence of a constitutionally pro-
tected privacy interest in personal information following Whalen v.
Roe.2 Indeed, children’s informational privacy was at the heart of this
decision as several minor plaintiffs challenged the constitutionality of
a New York statute that governed the public disclosure of pharmacy
records. The statute required the government to collect from pharma-
cies personal information—names, ages, and addresses—of all 1indi-

1. See generally Susan P. Stuart, Fun with Dick and Jane and Lawrence: A Primer
on Education Privacy, 88 MarQ. L. REv. 563 (2004). Beyond informational pri-
vacy, children should have privacy rights in all aspects of public school life: a
constitutional privacy interest should cover the children’s workplace as soon as
they cross the threshold of school, covering the gamut of confidentiality of grades
to prohibition from random videotaping in classrooms.

2. 429 U.S. 589 (1977). See generally Martin E. Halstuk, Shielding Private Lives

from Prying Eyes: The Escalating Conflict Between Constitutional Privacy and

the Accountability Principle of Democracy, 11 ComMmLAw ConspecTUSs 71, 78-80

(2003); Ingrid Schupbach Martin, The Right to Stay in the Closet: Information

Disclosures by Government Officials, 32 SETON HaLL L. Rev. 407, 412-23 (2002).
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viduals who had obtained certain scheduled, controlled substances by
prescription.3 The minor plaintiffs feared public disclosure that would
reveal they ingested ritalin to control hyperactivity.4 In upholding the
statute’s constitutionality, the Supreme Court of the United States
recognized a “zone of privacy” in information that incorporates two
distinct privacy interests, one of which is “the individual interest in
avoiding disclosure of personal matters.”> The Court determined that
the statute did not threaten such privacy interests, in part because
the statute properly delineated to government officials a duty not to
disclose the information upon pain of prison time, financial penalty, or
both. The New York statute therefore properly protected the privacy
of information otherwise within the zone of privacy.¢ In contrast, the
crux of the problem with federal statutes that purport to protect stu-
dent privacy is that these statutes provide for disclosure of and access
to student records but provide little affirmative privacy protection.

In the matter of educational information, the government is clearly
collecting information from individuals. The vast majority is personal
information that is, to a certain extent, given to the government invol-
untarily because of states’ compulsory attendance policies. Following

3. Whalen, 429 U.S. at 591-92.

4. Roe v. Ingraham, 403 F. Supp. 931, 934 (S.D.N.Y. 1975), rev’d, Whalen v. Roe,
429 U.S. 589 (1977).

5. Whalen, 429 U.S. at 599 (citing Philip P. Kurland, The Private I, UN1v. oF CHL.
MAg., Autumn 1976, at 7, 8). Although Whalen v. Roe has been oft-cited as the
progenitor of information privacy, the opinion never really recognized it as such.
Only in footnotes did Justice Stevens acknowledge the constitutional underpin-
nings of privacy arise from, among other places, the Fourteenth Amendment. Id.
at 598-600 nn.23-26; see, e. g., Paul M. Schwartz, Privacy and Participation: Per-
sonal Information and Public Sector Regulation in the United States, 80 Iowa L.
REv. 553, 57476 (1995). However, most of the United States circuit courts of
appeal do recognize a constitutionally protected right to informational privacy.
See Sterling v. Borough of Minersville, 232 F.3d 190, 195-96 (3d Cir. 2000);
Denius v. Dunlap, 209 F.3d 944, 955-56 (7th Cir. 2000); Statharos v. N.Y. City
Taxi & Limousine Comm’n, 198 F.3d 317, 322-23 (2d Cir. 1999); In re Crawford,
194 F.3d 954, 958-59 (9th Cir. 1999); Cantu v. Rocha, 77 F.3d 795, 806 (5th Cir.
1996); Eagle v. Morgan, 88 F.3d 620, 625 (8th Cir. 1996); Sheets v. Salt Lake
County, 45 F.3d 1383, 1387 (10th Cir. 1995); Harris v. Thigpen, 941 F.2d 1495,
1513 (11th Cir. 1991); Walls v. City of Petersburg, 894 F.2d 188, 192 (4th Cir.
1990); Daury v. Smith, 842 F.2d 9, 13 (1st Cir. 1988); see also Overstreet v. Lex-
ington-Fayette Urban County Gov’t, 305 F.3d 566, 574 (6th Cir. 2002) (taking a
very narrow view of the information that is protected by the constitutional infor-
mational privacy). Only the D.C. Circuit absolutely refuses to acknowledge a con-
stitutional right to informational privacy. See Am. Fed’'n of Gov’t Employees v.
Dept. of Housing & Urban Dev., 118 F.3d 786, 793 (D.C. Cir. 1997).

6. Whalen, 429 U.S. at 605-06. Similarly, former President Richard M. Nixon was
unsuccessful in challenging the Presidential Recordings and Materials Preserva-
tion Act, which directed the Administrator of General Services to take custody of
Nixon’s tapes and papers. The Supreme Court determined, in part, that the Gen-

eral Services’ security measures adequately protected the privacy interest in-
volved. Nixon v. Adm’r of Gen. Servs., 433 U.S. 425, 458-59, 461-62, 465 (1977).
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Whalen v. Roe, then, the government should have a duty not to dis-
close this information. However, it does not seem to acknowledge such
a duty—or at least the federal statutes regulating education informa-
tional privacy do not consistently adhere to one. Although the federal
statutes and regulations give lip-service to the notion that the infor-
mation should not be disclosed after collection, the statutes them-
selves observe that duty more in the breach by the number of
“exceptions” it grants to the government to disclose schoolchildren’s
personal information. Thus, most handbooks and authorities outlin-
ing procedures for local school districts’ privacy policies adhere to the
letter of the statutes rather than the rule of constitutionally protected
informational privacy.

With Whalen v. Roe as its springboard, this Article will focus on
schoolchildren’s? rights to informational privacy and will examine the
federal statutes that purport to protect that privacy. One root of the
problem with education informational privacy is the systemic failure
of the numerous—and rather uncoordinated—federal statutes to rec-
ognize a per se privacy right or liberty in schoolchildren. Another
problem is that the current legislation projects several privacy goals,
yet sets out no clearly articulated privacy interest at all, at least no
clearly articulated interest in the schoolchildren themselves. Instead,
the statutes are a hodgepodge of piecemeal legislation that protects
very little informational privacy for children. As a result, local educa-
tional agencies, who must implement the protections, are left to their
own devices to untangle the incoherency of the statutory privacy “pro-
tections” for their constituent children and determine exactly what
they can and cannot do with their information.8

7. This Article will confine itself to privacy for children not yet graduated from high
school. Some matters raised here may be applicable to students in postsecondary
educational institutions, but the vast majority of the pertinent statutes deal with
minors, or children under the age of eighteen.

8. The United States Department of Education recently published guidelines for
state and local agencies to follow in formulating privacy policies. NAT'L Forum
oN Epuc. StaTtistics, U.S. DEP'T oF Epuc., ForuMm GUIDE TO PROTECTING THE PRI-
VACY OF STUDENT INFORMATION: STATE AND LocaL EpucaTioN AGENCIES (2004),
available at http://nces.ed.gov/pubs2004/2004330.pdf [hereinafter ForuM GUIDE].
This Forum Guide is quite comprehensive and thoughtful. However, it still relies
on, and therefore suffers from, the underlying, incorrect assumption that the rel-
evant federal laws and regulations actually protect the privacy of education infor-
mation. The Forum Guide is a guide to statutes, not an analytical compendium
of student privacy interests. It merely builds on previous work that had ex-
plained the Family Educational Rights and Privacy Act, then tacks on “new laws
affecting the privacy issue . . . and more guidelines . . . provided by the U.S.
Department of Education and the U.S. Department of Agriculture.” Id. at vii.
Thus, when the Forum Guide asserts that “[flederal and state privacy statutes
pertaining to students build on the concept of common law and constitutional
provisions that imply privacy guarantees,” id. at 1, one must be skeptical about
the legal analysis involved.
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Starting with the premise that students’ informational privacy is
constitutionally protected, this Article will examine the federal stat-
utes that purport to protect that privacy.? Part II will sort through
the current versions of federal statutes that regulate the collection,
maintenance, and disclosure of student information and examine
whether they actually protect student privacy interests. Part III will
outline what information a local policy must constitutionally protect
that the statutes really do not. Finally, Part IV will set out a plan for
incorporating fair information practices into the framework of any lo-
cal privacy policy and thereby set out a more coherent praxis for
school administrators to follow, one that will comply, at the very least,
with the same informational privacy standards that are afforded
adults.

II. THE PEEPING TOM INSTALLS WINDOW BLINDS?10

As one sorts through the federal legislation that touches on school-
children’s informational privacy, one must keep reminding oneself
that there is a per se constitutionally protected privacy right in per-
sonal information because the statutes themselves are not entirely
clear that privacy is the goal or that they are actually offering any
protections at all. Almost every statutory scheme intended to protect
schoolchildren’s privacy is replete with incongruities and problems
that, if followed, put local schools in violation of the clearly articulated
constitutional right to informational privacy.

A. Family Educational Rights and Privacy Act

The worst offender in the constitutional-violation derby is the
Family Educational Rights and Privacy Act (“FERPA”)11—also known
as the “Buckley Amendment”—which has long been considered the
gold standard for protecting education privacy.12 FERPA was enacted

9. State statutes are equally important to consider here, especially constitutional
privacy provisions. See, e.g., Ken Gormley, One Hundred Years of Privacy, 1992
Wis. L. Rev. 1335, 1420-31. However, their treatment is beyond the scope of this
Article. See generally Susan P. Stuart, A Local Distinction: State Education Pri-
vacy Laws for Public Schoolchildren, 108 W. Va. L. Rev. (forthcoming 2006).

10. “Relying on the government to protect your privacy is like asking a peeping tom
to install your window blinds.” John Perry Barlow, Decrypting the Puzzle Palace,
ComM. oF THE ACM, July 1992, at 25, 26, available at http://portal.acm.org/
citation.cfm?id=129910&coll=ACM&d1=ACM&CFID=68402275& CFTOKEN=
24466185.

11. 20 U.S.C. § 1232¢g (Supp. 1I 2002).

12. Id. For two related articles that are invaluable resources for picking through the
morass that is FERPA, see Lynn M. Daggett & Dixie Snow Huefner, Recognizing
Schools’ Legitimate Educational Interests: Rethinking FERPA’s Approach to the
Confidentiality of Student Discipline and Classroom Records, 51 Am. U. L. Rev. 1
(2001); Lynn M. Daggett, Bucking Up Buckley I: Making the Federal Student
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in 1974, ostensibly to protect children’s informational privacy. Aside
from the fact that its privacy protection has been oversold because it is
just too confusing, the Supreme Court recently held, in Gonzaga Uni-
versity v. Doe, 13 that FERPA confers no explicit enforceable right for a
violation.14 In so doing, the Court essentially eviscerated FERPA’s
protection for children’s informational privacy in. Today, the only real
penalty for violating a student’s informational privacy right is that the
United States Department of Education (*DOE”) can penalize an edu-
cational agency if it has a “policy or practice”15 of disclosing education
records or of denying parental access to those records.1¢ That leaves
for consideration exactly how much juice remains in FERPA, if any.

Records Statute Work, 46 CATH. U. L. REv. 617 (1997) [hereinafter Daggett, Buck-

ley 1.

13. 536 U.S. 273 (2002).

14. Id. at 287. In Gonzaga University, a former student sued Gonzaga University for
a violation of FERPA after a university administrator reported to the State of
Washington’s teacher certification board that the plaintiff had allegedly engaged
in sexual misconduct. Id. at 277. The Court held that Congress had not included
any rights-creating language in FERPA’s nondisclosure provisions and therefore
had not created a private right of action for a FERPA violation. Id. at 287.
FERPA may not be enforceable via § 1983 either. Taylor v. Vt. Dept. of Educ.,
313 F.3d 768, 78385 (2d Cir. 2002); Combier v. Biegelsen, No. 03 CV
10304(GBD), 2005 WL 477628, at *5 (S.D.N.Y. Feb. 28, 2005). But see Ashby v.
Isle of Wight County Sch. Bd., 354 F. Supp. 2d 616 (E.D. Va. 2004). Instead, an
educational agency’s violation of FERPA may only be penalized by loss of federal
funding through DOE enforcement. Gonzaga University, 536 U.S. at 290; see also
Shockley v. Svodoba, 342 F.3d 736, 741 (7th Cir. 2003); D.L. v. Unifted Sch. Dist.
# 497, 270 F. Supp. 2d 1217, 1244 (D. Kan. 2002) (relying, in part, on Gonzaga
University to justify ordering a school to comply with a discovery request for the
names and addresses of non-party students because the school would not suffer
any liability under FERPA so long as the parents were notified by the school),
amended by No. 00-2439-CM, 2002 WL 31296445 (D. Kan. 2002), modified, No.
00-2439-CM, 2002 WL 31253740 (D. Kan. 2002), vacated on other grounds, 392
F.3d 1223 (10th Cir. 2004). In any event, no reported cases to date indicate that
any school district has lost federal funds for having violated FERPA. Not only do
students not have any personally enforceable rights of nondisclosure, parents do
not have an enforceable right to access. See Taylor, 313 F.3d at 783-85; see also
J.P. ex rel. Popson v. W. Clark Cmty. Sch., 230 F. Supp. 2d 910, 948—49 (S.D. Ind.
2002) (indicating that FERPA does not create a private right of action for parents
to contest the destruction of education records).

15. A single instance of improper and deliberate disclosure does not make a violation.
For example, providing student records pursuant to a single discovery request
may not be a policy or practice in violation of FERPA. E.g., Ellis v. Cleveland
Mun. Sch. Dist., 309 F. Supp. 2d 1019, 1023-24 (N.D. Ohio 2004).

16. E.g., id. at 1023. Except insofar as there is an enforcement mechanism through

the DOE’s Family Policy Compliance Office (“FPCO”), a parent may have little

recourse to view her child’s records. 34 C.F.R. § 99.63 (2005). The Student Pri-
vacy Protection Act of 2003 was introduced in the House as House Report 1848 on

April 29, 2003, and would provide a private remedy for a violation of FERPA.

Both injunctive and monetary relief are specified with treble damages for willful

or knowing violations. Id. There seems to be no immediate movement toward

this Act’s passage.
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1. FERPA—The Regime

It should never be assumed that FERPA protects informational
privacy. FERPA follows, to a limited extent, the formatting of adult
privacy statutes that regulate certain data-gathering practices and
disclosures and that limit access to private, personally identifiable in-
formation. However, for reasons that are inexplicable, the children’s
privacy protections in FERPA are not co-extensive with the protec-
tions afforded to adults whose private information is held by the gov-
ernment. In addition, FERPA is an incoherent maze of legislative
double-talk, making it difficult to determine what are protected “edu-
cation records” and what are not, or who can have access and who
cannot.1? What is clear is that FERPA grants certain rights to par-
ents and “eligible” students over the age of seventeen18 but no privacy
rights to children under the age of eighteen.

FERPA’s structure has two basic parts: the information that is
protected, and the practices to regulate and protect that information.
First, the information that is subject to FERPA’s regulation and pro-
tection consists of “education records.” “Education records” are
“records, files, documents, and other materials which . . . contain in-
formation directly related to a student; and . . . are maintained by an
educational agency or institution or by a person acting for such agency
or institution.”1® FERPA’s designation of what constitutes “education
records” hardly merits much criticism, except for its brevity, lack of
clarity, and some confusion about the applicable agency regulations—
a “sin of omission.” The bigger problem with FERPA is in its so-called
privacy practices and procedures—a “sin of commission.”

Second, the regulatory framework for FERPA provides four basic
categories of what might be considered “fair information practices”20
for those records. These categories are: (1) providing access to educa-

T p— - T e R P e T T A T S R L T

17. For example, congressional language is difficult to interpret in the following: one
of FERPA’s exemptions to prohibiting nonconsensual disclosure of information is
a disclosure to “other school officials, including teachers within the education in-
stitution or local educational agency, who have been determined by such agency
or institution to have legitimate educational interests, including the educational
interest of the child for whom consent would otherwise be required.” 20 U.S.C.
§ 1232g(b)(1) (Supp. II 2002) (emphasis added). Any reviewer of the rules of stat-
utory interpretation would be hard-pressed to interpret who is “included” in this
exemption. The maze of FERPA regulations is equally difficult to navigate. See
generally 34 C.F.R. pt. 99.

18. 20 U.S.C. § 1232g(d).

19. Id. § 1232g(a)(4)A). FERPA also lists information not considered education
records, such as work-product of educational personnel, records maintained by
any police agency of the institution, and records of students over the age of seven-
teen. Id. § 1232g(a)(4)(B). These sources may still be constitutionally protected
information; FERPA just does not regulate them.

20. See infra notes 53-54.
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tional records to parents;21 (i1) providing notice of access and rights to
parents;22 (1ii) prohibiting disclosure of school records;23 and (iv) regu-
lating the collection of information.24 There are no penalties for a vio-
lation of the last practice;25 thus, only the first three practices have
any viable protection under FERPA.

With regard to the first privacy practice, FERPA’s right of access
inures only to parents and gives them the right to inspect and review
their children’s education records.26 A school must also give parents
the opportunity to challenge the content of the education records: to
delete or change inaccurate, misleading, and other information that
otherwise violates the “privacy rights” of the student.2?7 There is no
right to free copies of the records, but there i1s a right to have the
records interpreted.28

Related to its second information practice of access 1s FERPA’s
mandate that local educational agencies provide annual notice to par-
ents of currently enrolled students of FERPA’s policies and prac-
tices.29 Indeed, this notice must “effectively” inform parents of their
FERPA rights.30 The notice must alert the recipients to their right to
inspect and review their children’s educational records, their right to
challenge and amend those records, their right to consent to release
those records (if not otherwise presumed under the Act), and their
right to file a complaint with DOE.31 The notice must also provide the
content of directory information, as discussed below; the school’s in-
tent to regularly disclose without permission; and the process for ob-
jecting to such disclosure. That type of disclosure is one of several
that is problematic under FERPA.

Third, and presumably the privacy centerpieces for FERPA, are

the information practices intended to prohibit disclosure, and thereby
maintain the confidentiality of education records. Actually, the infor-

21. 20 U.S.C. § 1232g(a)(1)}(A).

22. Id. § 1232g(e).

23. Id. § 1232g(b)(1).

24. Id. § 1232g(c).

25. Compare id. § 1232g(a)(1)(A), and id. § 1232g(b)(1), with id. § 1232g(c). The
fourth information practice, which limits data-gathering, is more directed to fam-
ily privacy than to students’ informational privacy and thus has less significance
for purposes of regulating education informational privacy per se to which
FERPA ostensibly is directed. However, its family privacy theme is refined in
and reframed by the Protection of Pupil Rights Amendments as an education pri-
vacy issue. See infra notes 65-78.

26. 20 U.S.C. § 1232g(a)(4)(B); 34 C.F.R. § 99.10 (2005).

27. 34 C.F.R. § 99.20.

28. Id. §§ 99.10-.12; Daggett, Buckley I, supra note 12, at 629-30.

29. FERPA regulations used to require a written student-records policy. See Dag-
gett, Buckley I, supra note 12, at 639.

30. 20 U.S.C. § 1232g(e). This notice requirement also applies to eighteen-year-old
students who are “eligible.” Id.; see infra text accompanying note 50.

31. 34 C.F.R. § 99.7.
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mation itself 1s not protected by the statute. Instead, an educational
institution can be financially penalized for a “policy or practice” of re-
leasing education records or “personally identifiable information”32
without written parental consent.33 Such parental consent must spec-
ify personally identifiable information from student records and must
specify “the records to be released, the reasons for such release, and to
whom, and with a copy of the records to be released to the student’s
parents and the student if desired by the parents.”34

But there 1s also a carve-out exception to the “personally identifi-
able information” category of student information that a local educa-
tional agency may disclose without permission. “Directory
information”35 1s outside the purview of the nondisclosure provisions
of FERPA and can be released without parental consent.36 Directory
information includes

the student’s name, address, telephone listing, date and place of birth, major
field of study, participation in officially recognized activities and sports,
weight and height of members of athletic teams, dates of attendance, degrees
and awards received, and the most recent education agency or institution at-
tended by the student.37

In order to effectuate nonconsensual disclosure of such information,
the educational agency must make public a notice of which informa-
tion it considers “directory information,” thus affording parents the
opportunity to opt out of such disclosure by objecting to the release of
some or all of the information.38 The typical use of such information is
intended to be limited to such intrascholastic uses as the publication
of school yearbooks, honor rolls, sports programs, and playbills.

In addition, FERPA’s third information practice approves certain
disclosures of education records for which parental consent 1s pre-
sumed not to be required. Most of these nonconsensual disclosures
are related to the educational function of the institution, such as dis-
closures within the institution itself for “legitimate educational inter-
ests,”’39 disclosures to other education agencies from which the
student may be seeking services,40 disclosures to federal and state au-
thorities for auditing and evaluating,41 disclosures in applications for

32. Id. § 99.3.

33. 20 U.S.C. § 1232g(b)(1). This written consent must designate which records can
be released and to whom. Daggett, Buckley I, supra note 12, at 631.

34. 20 U.S.C. § 1232g(b)(2); 34 C.F.R. § 99.30. FERPA’s regulations were recently
amended to allow for electronic consent. Id.

35. 20 U.S.C. § 1232g(a)(5)(A).

36. 34 C.F.R. § 99.31.

37. 20 U.S.C. § 1232g(a)(5)(A); see also 34 C.F.R. § 99.3.
38. 20 U.S.C. § 1232g(a)(5)(B).

39. Id. § 1232g(b)(1)(A).

40. Id. § 1232g(b)(1)XB).

41. Id. § 1232g(b)(1)(C).
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financial aid,42 and disclosures for testing and instructional improve-
ment.43 Schools must maintain written logs of actual access as well as
denial of requests for access.4¢ And there is a prohibition on tertiary
disclosure: if personally identifiable information is disclosed to one
party, then there is to be no further disclosure by that party.45

Among the categories of nonconsensual disclosure approved by
FERPA—but which merits a bit more examination—is disclosure
outside the ordinary educational use of student records to authorities
in the criminal justice system. First, FERPA affords access to juvenile
justice authorities as governed by state laws that allow such reporting
or disclosure and that require written assurance of confidentiality of
those records, except upon written consent of the parent.46 Second,
education records are subject to federal grand jury and other law en-
forcement subpoenas served upon the educational agencies.4?7 This
latter type of disclosure particularly contrasts with FERPA’s limita-
tion on disclosure and access to personally identifiable information in
education records under other judicial orders or subpoenas, for which
the educational agency must notify the parents and the students
before compliance.48

42. Id. § 1232g(b)(1)(D).

43. Id. § 1232g(b)(1)(F).

44. Id. § 1232g(b)(4)(A); 34 C.F.R. § 99.32 (2005).

45. 20 U.S.C. § 1232g(b)(4)(B); 34 C.F.R. § 99.33. The regulations do allow further
tertiary disclosures if they are within the recognized exceptions for nonconsen-
sual disclosure. Id. §§ 99.31, .33(b).

46. 20 U.S.C. § 1232g(b)(1XE).

47. Id. § 1232g(b)(1)(J). The contents of those subpoenas and the records disclosed
may be “sealed” for “good cause.” Id.; see also Daggett, Buckley I, supra note 12,
at 634-35 (“In the case of law enforcement subpoenas, the new language now
states that for good cause, the issuing court shall or may order the school not to
disclose the existence or the contents of the subpoena or the records released pur-
suant to the subpoena.”).

48. 20 U.S.C. § 1232g(b)(2)(B). On a related note, Gonzaga University may have
made these law enforcement provisions unenforceable. If FERPA affords no en-
forceable right of privacy in students then it likely provides no right of access to
student records by parents. Taylor v. Vt. Dept. of Educ., 313 F.3d 768, 78385
(2d Cir. 2002); see also J.P. ex rel. Popson v. W. Clark Cmty. Sch., 230 F. Supp. 2d
910, 94849 (S.D. Ind. 2002) (citing the Supreme Court’s holding in Gonzaga Uni-
versity for the proposition that FERPA does not show congressional intent suffi-
cient to create this parental right). And if FERPA provides no right of access to
parents, then third-party access is likely not enforceable either. So in a round-
about way, Gonzaga University may have protected education privacy rights, at
least with regard to tertiary disclosure.

In a new development applicable to access under FERPA, on January 4, 2005,
House Report 81 was introduced to provide crime victims with access to records
at postsecondary institutions. See generally Maureen P. Rada, Note, The Buckley
Conspiracy: How Congress Authorized the Cover-Up of Campus Crime and How It
Can Be Undone, 59 Ounio St. L.J. 1799 (1998) (arguing that FERPA must be
amended so that FERPA’s “educational records” do not include disciplinary
records and that those records must be affirmatively disclosed by institutions of
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2. FERPA’s Mission Failures49

The overarching general concern with FERPA is that it genuinely
has no application to children’s privacy interests whatsoever. No-
where 1n the text nor in the mission of FERPA is the recognition that
this education information—records, personally identifiable informa-
tion, and directory information—belongs to the students or that chil-
dren may have an individual privacy interest in the collection,
maintenance, and disclosure of that information separate from their
parents and the educational agencies.

FERPA'’s first mission—“Family Educational Rights”—has little or
no significance to the regulated students themselves. For instance,
the information practice concerning access to student information ar-
ticulates parental rights to access the records of students, but none for
a student until she or he becomes an “eligible student” upon turning
eighteen.50 Indeed, FERPA assumes a paternalistic attitude toward
the ability of children to exercise their autonomy that is not mirrored
in other privacy statutes.51 Perhaps parents are given this empower-
ment for the purpose of protecting their children’s interests in limiting
government collection of data and in assuring that such data is accu-
rate, thus ensuring family privacy. But what is strikingly anomalous
is that, except for a backhanded reference in a regulation,52 students
have no privacy rights in accessing that information themselves, while
a similarly regulated group of government constituents—adult federal
employees—has an explicit right of access to their own information
under the Privacy Act of 1974.53 Obviously, children of tender years

higher education); Ethan M. Rosenzweig, Note, Please Don’t Tell: The Question of
Confidentiality in Student Disciplinary Records Under FERPA and the Crime
Awareness and Campus Security Act, 51 EMory L.J. 447 (2002); Benjamin F. Sid-
bury, Note, The Disclosure of Campus Crime: How Colleges and Universities Con-
tinue to Hide Behind the 1998 Amendment to FERPA and How Congress Can
Eliminate the Loophole, 26 J.C. & U.L. 755 (2000).

49. The most obvious failing of FERPA is, of course, that it is not privately
enforceable either on its own or via § 1983. See supra notes 13-16. Institutional
funding penalties are so unlikely—extensive research unearthed no cases
involving such penalty—that it is hard to say why any school district even pays
any attention to FERPA.

50. 20 U.S.C. § 1232g(d); 34 C.F.R. §§ 99.3, .5; Daggett & Huefner, supra note 12, at
6. However, one FERPA regulation, although not the statute itself, does allow for
disclosure to the student. See 34 C.F.R. § 99.31(a)(12).

51. Other privacy statutes include “minors” among those who may exercise their
“rights” thereunder. See Anita L. Allen, Minor Distractions: Children, Privacy
and e-Commerce, 38 Hous. L. Rev. 751, 759, 774-75 (2001). Anita Allen cites to
minors’ privacy rights as protected under the Privacy Act of 1974, the Fair Credit
Reporting Act, the Right to Financial Privacy Act, the Video Privacy Protection
Act, and the Employee Polygraph Protection Act. Id. at 774 n.143.

52. See 34 C.F.R. § 99.31(a)(12).

53. 5 U.S.C. § 552a(d) (2000) (“Each agency that maintains a system of records shall
. . . upon request by any individual to gain access to his record or to any informa-
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likely have no intrinsic interest in their education records so granting
a blanket right of access to the actual “owners” of the records might
seem foolish, even unwise. However, there seems to be no compelling
reason to overlook entirely the interests of the true stakeholder in the
records, especially as the stakeholder becomes more mature and is as-
sumed to have the intellectual capacity to make decisions on her own.

The second part of the congressional mission of FERPA—“Privacy
Act”—purports to protect privacy but is better characterized as a
framework for fair information practices, a statutory framework that
regulates the dissemination of government records. Unfortunately,
that framework evinces little recognition that those records are the
cumulative work-product of students and are not traditional “employ-
ment” records.54 Until they are eighteen, students do not have the
power of consent over the disclosure of their records; their parents do.
Indeed, the only “power” granted to students over disclosure of their
own records is in one of FERPA’s regulations, which allows disclosure
to students of their own records as an exception to the prior parental
consent requirement!55 The practical effect of FERPA then, is to
marginalize children’s privacy rights in matters that are personally
their own. Thus, a local educational agency’s compliance with
FERPA’s framework in protecting children’s privacy is a risky option
at best if, indeed, children have their own articulable constitutional
right to informational privacy as Whalen v. Roe suggests.

3. FERPA’s Textual Problems—Of Athletic Rosters, Class Rings,
and Terrorists

FERPA contains two major textual problems that fly in the face of
students’ constitutional informational privacy. The first deals with
the nearly uncontrolled, nonconsensual use of students’ personally
identifiable information that FERPA denominates as “directory infor-
mation.” The second, and more recent problem, deals with the non-
consensual disclosure of similar information for anti-terrorism
purposes.

The first major textual problem in FERPA is its treatment of stu-
dents’ directory information and its nonconsensual disclosure. The
confusing statutory language concerning directory information gives
no right to schools to release that information without consent; there

tion pertaining to him which is contained in the system, permit him and upon his
request, a person of his own choosing to accompany him, to review the record and
have a copy made of all or any portion thereof in a form comprehensible to him.”)
(emphasis added).

54. Such “ownership” by the students is implicitly recognized in the automatic trans-
fer of education records when a child changes schools. 20 U.S.C. § 1232g(b)(1)(B).

55. 34 C.F.R. § 99.31(a)(12) (“The disclosure is to the parent of a student who is not
an eligible student or fo the student.”) (emphasis added).
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is no affirmative mandate nor privilege in FERPA for schools to dis-
seminate this information. Instead, the statutory language presup-
poses that educational agencies have the right to release directory
information, by penalizing disclosure of personally identifiable infor-
mation that is not “directory information.”?6 Perhaps Congress
deemed such dissemination of directory information a “routine use,”
defined by the Privacy Act of 1974 as “the use of such record for a
purpose which 1s compatible with the purpose for which it was col-
lected.”57 However, even the Privacy Act contains no such “routine
use” of adult information as is presumed under FERPA, which pro-
vides no statutory protection of directory information as protected ed-
ucation records.

Chiefly problematic is the character of the information that
FERPA considers to be directory information. Among the items set
forth as directory information are certain vital statistics about the stu-
dents as children and about their families. It is critical that the local
educational agency collect this information under its government re-
cordkeeping duties, in order to complete government reports for at-
tendance, finance, and testing. These vital statistics and familial
information are also essential for undertaking in loco parentis obliga-
tions for the health, care, and welfare of an agency’s minor charges.

Thus, these records are collected for the government uses, school qua
government.

But there is also information that FERPA deems directory infor-
mation that is collected and maintained for a school’s other function,
school qua educational agency. Such information includes a student’s
major field of study, attendance dates, grade level, athletic participa-
tion, and the like. This information 1s generated by the child as stu-
dent as a record of her educational work-product and not just as a
vital statistic intended to keep the school’s governmental function
running smoothly.

Thus, directory information is collected for both governmental and
educational purposes but, under FERPA, can be routinely disclosed
regardless of the “purpose for which it was collected.” And FERPA
contains very few controls over the dissemination of this peculiarly
personal information—including addresses, phone numbers, e-mail
addresses, and photographs—to be shared nonconsensually with
nonrelated third parties. Worse, the DOE itself has clouded the prob-
lem.58 The DOE’s guidance for local educational agencies allows for

56. 20 U.S5.C. § 1232g(b)(1), (2).

57. Id. § 552a(a)(7). The language of the Privacy Act of 1974 specifically allows lim-
ited “routine use” of government-collected information. Id.

58. For example, the DOE’s regulation that sets out the protocols for the use of direc-

tory information exceeds-—although not by a great measure—the authorization of
FERPA. According to the regulation,
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release of directory information in circumstances that would be con-
sidered unlawful under adult privacy statutes. Functionally, the DOE
has merged all the collected information 1nto a single category, treat-
ing both governmentally and educationally collected information as
one and the same, and all directory information can be routinely dis-
closed without consent for intrascholastic disclosure in school publica-
tions and extrascholastic disclosure to outside commercial
organizations.59

The first type of nonconsensual disclosure to intrascholastic publi-
cations 1s obviously within the educational mission of the institution.
Schools should be able to elect to distribute certain directory informa-
tion for school functions, such as programs for dramatic productions
and musicals, school yearbooks, honor rolls, graduation programs, and
sporting event rosters. This type of nonconsensual disclosure cer-
tainly seems a “routine educational use,” a use for which the informa-
tion was originally gathered. Although routine use disclosure of some
of this personal information is probably outside the educational-func-
tion gathering—a student’s address, telephone number, and the like—
the remaining information typically is confined to intrascholastic dis-
closure and under circumstances that clearly have something to do
with the educational mission of the school. It makes good sense that a
school need not get consent every single time a child’s basketball scor-
ing prowess 1s mentioned in the local newspaper.

However, the DOE’s second authorized routine use is problematic
because 1t allows nonconsensual disclosure of students’ directory in-
formation to commercial companies.60 There is some attraction to the

“[dlirectory information” means information contained in an education
record of a student that would not generally be considered harmful or an
invasion of privacy if disclosed. It includes, but is not limited to, the
student’s name, address, telephone listing, electronic mail address, pho-
tograph, date and place of birth, major field of study, dates of attend-
ance, grade level, enrollment status (e.g., undergraduate or graduate,
full-time or part-time), participation in officially recognized activities
and sports, weight and height of members of athletic teams, degrees,
honors and awards received, and the most recent education agency or
institution attended.

34 C.F.R. § 99.3 (emphasis added).

59. These functions are not within either FERPA or its regulations but are extrapo-
lated from the Model Notice provided by the DOE for school administrators to use
as a notice to parents. U.S. DeEP'T oF Epuc., MoDEL NOTICE FOR DIRECTORY IN-
FORMATION, http://www.ed.gov/policy/gen/guid/fpco/ferpa/mndirectoryinfo.html
(last visited May 15, 2006) [hereinafter MopEL NoTicg]. There is a third noncon-
sensual disclosure mentioned in the guidance: military access to student lists.
Such access is not afforded by FERPA but is afforded by other statutes. See infra
notes 169-83.

60. MobpeL Norick, supra note 59. The DOE model guidance for nonconsensual dis-
closure does not limit the commercial enterprises that might receive rolls of this
information although the nonexclusive list is limited to vendors of student-ori-
ented paraphernalia, such as class rings and yearbooks.
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notion that the dissemination of this information to outside organiza-
tions—such as address and telephone lists—has a limited and mini-
mal educational function when those companies manufacture student-
oriented items like class rings or publish yearbooks. However, such
disclosure has a significantly more attenuated educational function
than intrascholastic publication as more a matter of business conve-
nience than of educational concern. Such disclosure is also subject to
significant abuse as these lists of students can generate a great deal of
money as marketing lists.61 And because directory information is
outside FERPA’s protections and prohibitions, nothing limits these
tertiary users from redistributing or selling the lists to other commer-
cial entities that are not educationally related.62

The second major textual problem in FERPA was added in 2001,
via the Uniting and Strengthening America by Providing Appropriate
Tools Required to Intercept and Obstruct Terrorism Act of 2001 (“USA
Patriot Act”),63 which amended FERPA to add a provision to assist in
the investigation and prosecution of terrorism.64 This provision al-

61. A chief complaint by adults about government distribution of this type of direc-
tory information, such as that derived from the rolls of the Bureau of Motor Vehi-
cles, is that its sale generates a lot of revenue for the state. See, e.g., Reno v.
Condon, 528 U.S. 141, 143 (2000) (upholding the Driver’s Privacy Protection Act
of 1994 as a proper exercise of Congress’s Commerce Clause powers). Student
profiling is also big business. Companies can do an end-run around privacy is-
sues by collecting identifiable information from students under the guise of serv-
ing college admissions departments. Instead, the companies sell the information
to direct marketers and other commercial concerns. See, e.g., Fed. Trade
Comm’n, High School Student Survey Companies Settle FTC Charges, http:/
www.ftc.gov/opa/2002/10/studentlr.htm (last visited May 15, 2006); Electronic
Privacy Information Center, Privacy and Consumer Profiling, http:/www.
epic.org/privacy/profiling (last visited May 15, 2006) (defining consumer profiling
as the aggregation of information that can be compiled to reveal buying and
spending habits and the creation of dossiers that can be sold to commercial enter-
prises). There is a lot of money to be made from student lists. For example, lists
of middle school students—ages eleven to thirteen—go from $70 per 1000 for a
one-time use, to $250 per 1000 of e-mail addresses one-time use. See, e.g., Stu-
dent Marketing Group, Junior High, Middle School Database, http:/www.
studentmarketing.net/junior_pop.htm (last visited May 15, 2006). Student profil-
ing also raises concerns about manipulation. LAwWRENCE LEessic, CODE AND
OtHER Laws oF CYBERSPACE 153-54 (1999).

62. In contrast, the Privacy Act of 1974 forbids the sale of names and addresses by
agencies unless specifically authorized by law. 5 U.S.C. § 552a(n) (2000).

63. Pub. L. No. 107-56, 115 Stat. 272 (2001).

64. 20 U.S.C. § 1232g() (Supp. II 2002); see also USA Patriot Act, Pub. L. No. 107-56,
115 Stat. 272. This new FERPA provision, passed as part of the USA Patriot Act,
is likely enforceable, unlike the remainder of FERPA after Gonzaga University.
Unlike FERPA, the USA Patriot Act was not enacted under Congress’s spending
powers. Thus, the USA Patriot Act significantly weakened not only some overall
notions of privacy but several specific privacy statutes as well, such as FERPA.
Marc Rotenberg, Foreward: Privacy and Secrecy After September 11, 86 MINN. L.
Rev. 1115, 1118 & n.15 (2002).




2006] INFORMATIONAL PRIVACY FOR SCHOOLCHILDREN 1173

lows federal officers, with the authority of an Assistant Attorney Gen-
eral, to seek an ex parte order for the collection of education records
that are “relevant to an authorized investigation or prosecution of an
offense listed in section 2332b(g)(5)(B) of Title 18 [the USA Patriot
Act], or an act of domestic or international terrorism as defined in sec-
tion 2331 of that title.”65 Although this provision requires the user to
keep the information confidential, the greater horror is the nearly
nonexistent due process standard for requesting a court order: “spe-
cific and articulable facts giving reason to believe that the education
records are likely to contain information described in paragraph
(1)(A).”66 Thus, the USA Patriot Act made disclosure of educational
records a matter of routine if they might be relevant.67 In so doing,
Congress exposed children’s private information to seizure without
the typical statutory privacy protections that would incorporate “a
wide range of Fourth Amendment values, such as an articulated prob-
able cause standard, a notification requirement, a nexus between the
authority granted and the area searched, and means of judicial over-
sight.”68 This new textual problem just adds to the headache of any
local educational agency trying to protect students’ informational pri-
vacy when trying to comply with FERPA.

B. Protection of Pupils Rights Amendments

Contiguous to FERPA is the Hatch Act, or the Protection of Pupils
Rights Amendment (“PPRA”).69 PPRA expanded on the earlier lan-
guage of 20 U.S.C. § 1232h70 to purportedly create a set of “pupil

65. 20 U.S.C. § 1232g().

66. Id. § 1232g()(2).

67. John W. Whitehead & Steven H. Aden, Forfeiting “Enduring Freedom” for
“Homeland Security”: A Constitutional Analysis of the USA Patriot Act and the
Justice Department’s Anti-terrorism Initiatives, 51 AM. U. L. Rev. 1081, 1132
(2002).

68. Rotenberg, supra note 64, at 1117.

69. 20 U.S.C. § 1232h (originally enacted as Goals 2000: Educate America Act, Pub.
L. No. 103-227, § 1017, 108 Stat. 125, 268 (1994)); see also 34 C.F.R. pt. 98 (2005).
This portion of the General Education Provisions Act was the original goal envi-
sioned by the “privacy” movement impelling passage of FERPA in 1974. PPRA
directly addresses those concerns in limiting the perceived intrusive data-collec-
tion practices by schools. See, e.g., THE Privacy Pror. STUuDY COMM'N, PERSONAL
Privacy IN AN INFORMATION Sociery 419-20 (1977) [hereinafter Privacy REe.
PORT]; Margaret L. O’'Donnell, FERPA: Only a Piece of the Privacy Puzzle, 29 J.C.
& U.L. 679, 684-85 (2003).

70. An earlier version of 20 U.S.C. § 1232h was devoted to parental rights to inspect
instructional material and, as an adjunct to family—but not necessarily stu-
dent—privacy rights, to the right not to be asked certain “personal” questions in
the administration of psychiatric and psychological research instruments in the
classroom. Education Amendments of 1974, Pub. L.. No. 93-380, § 514(a), 88 Stat.
484, 574, amended by Education Amendments of 1978, Pub. L. No. 95-561,
§ 1250, 92 Stat. 2355-56; see also Daggett, Buckley I, supra note 12, at 650.
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rights” that have some tangential relevance to student privacy. In re-
ality, PPRA has nothing to do with pupil rights but is rather a euphe-
mism for parental control over children-—perhaps, “family” privacy—
and over the educational process. Instead of creating anything that
resembles a right of privacy in the individual student, PPRA enacted:
(1) a parental right to inspect instructional materials; (i1) a parental
consent requirement for minor students to participate in any research
program that might reveal certain “personal” information;71 and (iii) a
mandate to local educational agencies to develop, in concert with par-
ents, policies concerning student privacy, parental access to informa-
tion, and the administration of physical examinations to students.
Like FERPA, PPRA requires annual notification of these policies—
reasonable notice—directly to parents with the opportunity for par-
ents to opt out of the listed activities.’”2 Thus, PPRA empowers par-
ents and requires educational agencies to formulate policies that
reflect that parental empowerment. However, PPRA does not do
much more that has anything to do with its avowed and titular pur-
pose: “pupil rights.”

Because of the absence of rights-creating language and because
PPRA too was passed under the spending powers of Congress, PPRA
likely has no enforceable rights like FERPA.73 Despite recent efforts,
there is no explicit private right of action in this statute.74 Regard-
less, the enforcement penalties under PPRA for loss of funding are
much more ephemeral than under FERPA: “The Secretary shall take
such action as the Secretary determines appropriate to enforce this

Other amendments to PPRA were in the No Child Left Behind Act of 2001, Pub.
L. No. 107-110, § 1061, 115 Stat. 1425, 2083.

71. The categories of such information deemed private have more to do with family
control over their children’s activities, nominally family “privacy,” than with indi-
vidual students’ privacy. See, e.g., C.N. v. Ridgewood Bd. of Educ., 319 F. Supp.
2d 483, 498 (D.N.J. 2004) (discussing the types of information that warrant pro-
tection in the context of the family and the student), affd, 430 F.3d 159 (3d Cir.
2005). In C.N., the district court held that the disclosure of highly personal infor-
mation by students, during the course of a voluntary and anonymous survey of
at-risk behaviors, was not a violation of any constitutional right of privacy in the
child, nor a violation of any so-called right to family privacy. Id. at 496-98. The
facts indicate that the administering school district had actually complied—for
the most part—with PPRA.

72. 20 U.S.C. § 1232h(c)(2).

73. The current version of PPRA was in Goals 2000: Educate America Act, an appro-
priations bill for all federally funded education programs and for education re-
form. Pub. L. No. 103-227, § 1017, 108 Stat. 125, 268 (1994).

74. C.N. v. Ridgewood Bd. of Educ., 146 F. Supp. 2d 528, 535 & n.7, affd in part, rev’d
in part on other grounds, 281 F.3d 219 (3d Cir. 2001); ¢f. C.N., 319 F. Supp. 2d at
489 (observing that Gonzaga University was the impetus for the stipulated dis-
missal of FERPA and PPRA claims concerning student surveys that sought infor-
mation about at-risk behaviors).
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section,”’?5 and only an educational agency’s utter failure to comply on
a long-term basis is likely to incur the ultimate loss of funds.

What is useful in PPRA, however, are the very detailed guidelines
provided to schools for drafting “privacy” policies.76 Among the provi-
sions that such policies must include are protections for privacy in the
administration of research surveys that ask questions about personal
behavior and beliefs;77 policies for physical examinations;78 and proce-
dures for the collection, disclosure, or use of personal student informa-
tion for marketing purposes and the prohibition of further tertiary
disclosure.?9

In creating the outlines for these policies, “personal information”
over which PPRA seeks to create local policies is significantly more
confined than that set out as directory information in FERPA. PPRA’s
“personal information” includes only student and parent names, home
address, telephone number, and social security number.80 However,
the local policy need not include, and thus there seems to be no paren-
tal consent necessary for, the disclosure of this information on a much
broader scope than allowed by FERPA, to entities whose exclusive
purpose 1s the development and provision of educational products,
such as college or military recruitment; access to low-cost literacy pro-
grams; curriculum and instructional materials; testing and other as-
sessment programs designed to procure cognitive, evaluative,
achievement, and aptitude information about students; student fun-
draising organizations; and student recognition programs.8l

Attendant to these exceptions is the lack of protection for further
disclosure and sale of such lists—including social security numbers—
by these third parties. PPRA disclosure also implicitly allows the sale
of this information inasmuch as, in an annual notice, a school must

75. 20 U.S.C. § 1232h(e).

76. Id. § 1232h(c).

77. Id. § 1232h(c)(1)(B) (including such behavior and beliefs as political affiliations,
psychological problems, sexuality, criminal or demeaning behavior, criticisms of
family members, legally recognized privileges, religious affiliations, and income);
see also 34 C.F.R. § 98.4 (2005). One social commentator spoke of these “intru-
sions” not as family privacy issues but as individual privacy issues: “[T]he public
schools are dealing with an essentially captive audience. The law requires that
parents send their children to schools . . . . Thus, we are talking about the use of
devices that probe into the private world of the student by government-operated
institutions that require compulsory attendance.” VANCE Packarp, THE NAKED
SocIETY 137 (1964); see also Privacy REPORT, supra note 69, at 420.

78. 20 U.S.C. § 1232h(c)(1)(D).

79. Id. § 1232h(c)(1XE). Other nonprivacy, parental “rights” provisions that must be
in the annual PPRA notice include parental right to inspect research materials
sought to be administered by the school to students; parental right to inspect
instructionai materials; and parental right to inspect the instruments collecting
the aforementioned personal information. Id. § 1232h(c)(1)(A), (C), (F).

80. Id. § 1232h(c)(6)(E).

81. Id. § 1232h(c)(4)(A).
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advise parents of any activity that involves “the collection, disclosure,
or use of personal information collected from students for the purpose
of marketing or for selling that information (or otherwise providing
that information to others for that purpose).”82

C. Individuals with Disabilities Education Act

The Individuals with Disabilities Education Act (“IDEA”)83 autho-
rizes funding to public schools84 to provide a free appropriate public
education for children with disabilities.85 Among IDEA’s statutory
charges to the DOE for this mission was the promulgation of regula-
tions that would be in accord with FERPA to protect confidential and
personally identifiable information.86 Such DOE regulations then
serve as drafting guidelines for state educational agencies to promul-
gate their own regulatory regimes over the local educational agencies,
which ultimately use the funding and provide the special education
services.87

Special education students may well have greater privacy rights
than general education students because FERPA’s charges have been
incorporated by reference into IDEA, which is enforceable by a private
right of action.88 Although IDEA may suffer the ultimate fate of

82. Id. § 1232h(c)2)XC)(i).

83. 20 U.S.C. §§ 1400-1482 (2000 & Supp. I 2001 & Supp. II 2002).

84. IDEA was recently reauthorized in November 2004, see Individuals with Disabili-
ties Education Improvement Act of 2004, H.R. 1350, 108th Cong. (2004), and be-
came effective July 1, 2005. There are no significant changes in the
confidentiality provisions of IDEA. See 34 C.F.R. pt. 300 (2005).

85. Specifically, states desiring these federal funds must ensure that students with
disabilities receive a “free appropriate public education that emphasizes special
education and related services designed to meet their unique needs and prepare
them for employment and independent living . . ..” 20 U.S.C. § 1400(d); see also
id. § 1415(a).

86. See id. § 1417(c) (“The Secretary shall take appropriate action, in accordance
with the provisions of section 1232g of this title, to assure the protection of the
confidentiality of any personally identifiable data, information, and records col-
lected or maintained by the Secretary and by State and local educational agencies
... .); Daggett, Buckley I, supra note 12, at 644. As of July 1, 2005, 20 U.S.C.
§ 1417(c) was changed to read: “The Secretary shall take appropriate action, in
accordance with section 1232¢g of this title, to ensure the protection of the confi-
dentiality of any personally identifiable data, information, and records collected
or maintained by the Secretary and by State educational agencies and local edu-
cational agencies pursuant to this subchapter.” H.R. 1350, § 617(c) (emphasis
added).

87. See, e.g., 34 C.F.R. § 300.127 (“The State must have on file in detail the policies
and procedures that the State has undertaken to ensure protection of the confi-
dentiality of any personally identifiable information, collected, used, or main-
tained . . . .”).

88. Incorporating one statute into a later enactment, by reference, is a common prac-

tice and thereby brings the incorporated statute into the referencing statute. See,
e.g., Pan. R.R. Co. v. Johnson, 264 U.S. 375, 395-97 (1924); see also U.S. Dep’t of
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FERPA—that as a spending clause enactment, it harbors no such en-
forceable rights—the Supreme Court has not yet addressed that ques-
tion as it did in Gonzaga University. For the time being, IDEA is
alternatively interpreted to create a private right of action8® and to be
enforceable under § 1983 by lower federal courts, at least with regard
to the due process provisions of the IDEA.90 Therefore, insofar as
FERPA 1s incorporated by reference into IDEA, special education stu-
dents and their parents may indeed have greater privacy rights than
general education students. That does not necessarily change the fact
that FERPA has serious deficiencies in the manner in which it has
been crafted, drafted, and interpreted. However, engrafting IDEA’s
due process procedures on to FERPA’s confidentiality provisions

Energy v. Ohio, 503 U.S. 607, 617 (1992). Such adoption by reference makes the
earlier, incorporated statute a part of the later, referencing statute as if it had
been set forth in toto. See, e.g., Engel v. Davenport, 271 U.S. 33, 38 (1926); Artis-
tic Entm’t, Inc. v. City of Warner Robins, 331 F.3d 1196, 120607 (11th Cir.
2003), reh’g denied, 87 F. App’x 716 (2003), cert. denied, 541 U.S. 988 (2004).
Typically, the incorporated statute’s meaning is construed at the time of incorpo-
ration. See, e.g., United States v. One Big Six Wheel, 987 F. Supp. 169, 177
(E.D.N.Y. 1997), affd, 166 F.3d 498, 502 (2d Cir. 1999). The reference can be
specific—by citing the title of the statute, for example—by which any later
changes to the incorporated statute do not affect the referencing statute. Or the
reference can be general—by citing “all federal laws,” for example—by which
later changes do affect the referencing statute. See, e.g., In re Black, 225 B.R.
610, 621 (M.D. La. Bankr. 1998); see also Herrmann v. Cencom Cable Assocs., 978
F.2d 978, 983 (7th Cir. 1992). With regard to construing the incorporated stat-
ute, the purpose and effect of the referencing statute prevail. EEOC v. N. Gibson
Sch. Corp., 266 F.3d 607, 621 (7th Cir. 2001) (interpreting an incorporated por-
tion of the Fair Labor Standards Act in congruence with the purpose of the refer-
encing Age Discrimination in Employment Act).

89. 20 U.S.C. § 1415(b)(6); Beth V. ex rel. Yvonne V. v. Carroll, 87 F.3d 80, 85-86 (3d
Cir. 1996); see also Asbury Park Bd. of Educ. v. Hope Acad. Charter Sch., 278 F.
Supp. 2d 417, 421 (D.N.J. 2003). But see Va. Office of Prot. & Advocacy v. Va.
Dep’t of Educ., 262 F. Supp. 2d 648, 6568-59 (E.D. Va. 2003) (acknowledging that
IDEA provides a private cause of action for noncompliance with its due process
procedures but not for all the general provisions outlined in 20 U.S.C. § 1415).
See generally Bradford C. Mank, Suing Under § 1983: The Future After Gonzaga
University v. Doe, 39 Hous. L. Rev. 1417, 1475-79 (2003) (outlining the federal
circuit courts’ decisions with regard to enforcement under IDEA).

90. E.g., Quackenbush v. Johnson City Sch. Dist., 716 F.2d 141, 148 (2d Cir. 1983);
B.H. v. Southington Bd. of Educ., 273 F. Supp. 2d 194, 203-04 (D. Conn. 2003),
modified on other grounds, No. Civ.A. 302CV2525RU, 2004 WL 51001 (D. Conn.
Jan. 7, 2004); Goleta Union Elementary Sch. Dist. v. Ordway, 166 F. Supp. 2d
1287, 1292 (C.D. Cal. 2001). Contra Sellers ex rel. Sellers v. Sch. Bd. of Manas-
sas, Va., 141 F.3d 524, 529-30 (4th Cir. 1998); Monticello Sch. Dist. No. 25 v.
(GGeorge L. ex rel. Brock L., 102 F.3d 895, 903-04 (7th Cir. 1996); see also 34 C.F.R.
§ 300.512 (“Any party aggrieved by the findings and decisions made under [cer-
tain due process provisions] has the right to bring a civil action . . . in any State
court of competent jurisdiction or in a district court of the United States without
regard to the amount in controversy.”).
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makes breaches of those provisions subject to private suit under IDEA
and not just a slap on the wrist by the DOE.91

Furthermore, the IDEA regulations®2 pertaining to student
records and the due procedures surrounding those records are more
favorable to parents and students than those implementing FERPA.93
Those regulations protect the same records protected by FERPA94 and
set out notice requirements for parents (particularly as to the destruc-
tion of any records);95 parental access rights in general with regard to
log of access, locations, and types of records;96 parental access rights
in particular with regard to parent participation in special education
meetings; and record amendment procedures.?? And parents of spe-
cial education students have particular enforcement rights under the
comprehensive administrative procedures provided in the IDEA
regulations.®8

IDEA also has some features distinct from FERPA. One positive
distinction is that schools may only make nonconsensual disclosures of
or otherwise provide access99 to personally identifiable information100
for the purpose of serving the child under the IDEA.101 A second posi-

91. P.N. v. Greco, 282 F. Supp. 2d 221, 245 (D.N.J. 2003). In P.N., a public school
district and its special education director were unsuccessfully sued for their dis-
closure of personally identifiable information under FERPA. Id. at 244-45. How-
ever, the claim was successful under IDEA wvia § 1983. Id. at 245-46; see also
Taylor v. Vt. Dept. of Educ., 313 F.3d 768, 786 (2d Cir. 2002) (holding that a
parent has a right of access to educational records under the IDEA); Sean R. ex
rel. Dwight R. v. Bd. of Educ. of Woodbridge, 794 F. Supp. 467, 469 (D. Conn.
1992). In Sean R., a special education student stated a derivative IDEA cause of
action under § 1983 for a school’s disclosure of confidential information by argu-
ing that a parent has “expectations” of privacy by virtue of IDEA’s comprehensive
regulations. Id. at 468-69.

92. These IDEA regulations are obviously subject to numbering changes since the
Act’s reauthorization and the DOE’s task of updating the regulations to conform
to the changes.

93. Compare 34 C.F.R. 8§ 300.560-.577, with 34 C.F.R. pt. 99; see also Daggett, Buck-
ley I, supra note 12, at 644 & n.208,.

94. 34 C.F.R. § 300.560(b).

95. Id. §§ 300.561, .573.

96. Id. § 300.562.

97. Id. § 300.567. See generally Daggett, Buckley I, supra note 12, at 64448 (dis-
cussing the provisions of IDEA).

98. See Daggett, Buckley I, supra note 12, at 647—48.

99. Each educational agency must keep a record of the employees who have author-
ized access to IDEA student records. 34 C.F.R. § 300.572(d).

100. Id. § 300.500(b)(3) (“Personally identifiable means that information includes: (i)
The name of the child, the child’s parent or other family member; (ii) The address
of the child; (111) A personal identifier, such as the child’s social security number
or student number; or (iv) A list of personal characteristics or other information
that would make it possible to identify the child with reasonable certainty.”).

101. Id. § 300.571. Nonconsensual disclosures may also be made as otherwise con-
strained by FERPA. Id. § 300.571(b). Any use of the information by the DOE
itself is subject to the Privacy Act of 1974. Id. § 300.577.
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tive distinction is the explicit provision for the child to wield rights
over his own records: “The [state educational agency] shall provide
policies and procedures regarding the extent to which children are af-
forded rights of privacy similar to those afforded to parents, taking
into consideration the age of the child and type or severity of disabil-
ity”’102 with rights concomitant to FERPA’s. In any event, the rights
transfer to a special education student when he reaches eighteen
years of age.103 A third positive distinction requires that each educa-
tional agency designate one individual who 1s particularly charged
with maintaining the confidentiality of personally identifiable
information.104

IDEA also has one singularly negative provision concerning educa-
tion informational privacy, and that is the provision that an educa-
tional “agency reporting a crime committed by a child with a disability
shall ensure that copies of the special education and disciphnary
records of the child are transmitted for consideration by the appropri-
ate authorities to whom it reports the crimes.”105 This mandate di-
rectly contradicts the restraints in FERPA.106 There is no rational
explanation why special education students should be treated differ-
ently than general education students in this regard. In contrast, the
IDEA regulation concerning procedural implementation of this provi-
sion incorporates FERPA as a limiting factor in the transmission of
student records merely on request and may well limit this otherwise
unrestricted power to hand over personal records to law enforcement
officials to instances when properly entered court orders and subpoe-
nas are presented.107 Otherwise, by itself and without FERPA’s lim-
1ts, this unique IDEA provision is an unconstitutional violation under
the Fourth Amendment and perhaps the Fifth as well.

The unique mission of IDEA also militated special concern for the
confidentiality of medical information in student files not otherwise

102. Id. § 300.574(a).

103. Compare id. § 300.574 (providing that records rights transfer at age eighteen),
with 20 U.S.C. § 1415(m) (2000) (providing that parental rights may transfer at
the state age of majority).

104. 34 C.F.R. § 300.572; Daggett, Buckley I, supra note 12, at 646.

105. 20 U.S.C. § 1415(k)(6)(B) (originally enacted as 20 U.S.C. § 1415(k)(9)(B)); 34
C.F.R. § 300.529(b); see also Dixie Snow Huefner & Lynn M. Daggett, FERPA
Update: Balancing Access and Privacy of Student Records, 1562 W. Epuc. L. ReP.
469, 488 (2001).

106. Thomas A. Mayes & Perry A. Zirkel, Disclosure of Special Education Students’
Records: Do the 1999 IDEA Regulations Mandate that Schools Comply with
FERPA? 8 J.L. & PoL’y 455, 460-61 (2000).

107. 34 C.F.R. § 300.529(b)(2); see Mayes & Zirkel, supra note 106, at 466-71. But see
Commonwealth v. Nathaniel N., 764 N.E.2d 883, 887-88 (Mass. App. Ct. 2002).
In Nathaniel N., a special education student unsuccessfully sued the school dis-
trict for an IDEA violation in failing to turn his school records over to the police.

Id.
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addressed in FERPA. Any kind of mental, physical, or psychological
disability that warrants placement in special education is necessarily
going to require a plethora of documentation, inevitably including pri-
vate medical information. That information is placed in students’ edu-
cation records, for health and safety as well as pedagogical reasons.
Under IDEA, access to those records is very limited—on a “need-to-
know” basis—and confidentiality is maintained so tightly that medical
information should be difficult to access.108 Although IDEA has no
comparable protection over separately maintained medical records as
exists for employees under the Americans with Disabilities Act
(“ADA”)109 itself, as a practical matter, any local educational agency
worth its salt will maintain those records in a location apart from the
general education records of the rest of the student population.110

D. Student Medical Information

One point of similarity between special education students and
general education students 1s the concern about medical information
regardless of disability. Educational agencies must be familiar with
four principle areas of privacy protection with regard to students’
medical information: (i) the general constitutional protections; (i1)
Health Insurance Portability and Accountability Act of 1996
(“HIPAA”);111 (i11) the privilege of school nursing files; and (iv) sub-
stance abuse documentation.

108. But see Valentino C. v. Sch. Dist. of Philadelphia, No. Civ.A. 01-2097, 2003 WL
177210, at *11 (E.D. Pa. Jan. 23, 2003). In Valentino C., a special education stu-
dent sued the school district for failing to forward his medical records to police
pursuant to the IDEA when he was arrested for a violent classroom incident. Id.

109. 42 U.S.C. § 12112(d)(3)(B), (d)(4)XC) (2000). “Information obtained . .. regarding
the medical condition or history of [any employee] shall be collected and main-
tained on separate forms and in separate medical files and be treated as a confi-
dential medical record . . . .” 29 CF.R. § 1630.14(b)1) (2005); see also
Rehabilitation Act, 29 U.S.C. § 794(d) (Supp. 1I 2002); Stokes v. Barnhart, 257 F.
Supp. 2d 288, 294 (D. Me. 2003) (finding that ADA standards apply to Rehabilita-
tion Act claims). But see Stokes, 257 F. Supp. 2d at 294-95 (holding that the
Rehabilitation Act did not apply to a claim of privacy violation for disclosure of
medical records outside the employment arena). See generally Doe v. U.S. Postal
Serv., 317 F.3d 339 (D.C. Cir. 2003) (discussing the interplay between the Reha-
bilitation Act, the ADA, and the Privacy Act of 1974).

110. However, Atlanta schools and those in surrounding counties have been routinely
providing access to special education records to the Centers for Disease Control
and Prevention without student or parental consent. Mark Walsh, CDC Access to
Students’ Health Records Raises Questions of Privacy, Epuc. WEEk, April 30,
2003, at 32, available at 2003 WLNR 6596211.

111. Pub. L. No. 104-191, 110 Stat 1936 (1996).
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1. Medical Records, Generally

The medical files of any child with a serious medical condition—
whether disabling or not—may be at the fingertips of school person-
nel. Even if not for use under IDEA, such records are maintained for
health and safety purposes. Similar concerns surround those records
generated by and kept by school psychologists or other therapists em-
ployed by the school,112 providing services to both IDEA-protected
children and others. The privacy concern is disclosure of and access to
that medical information.113

The threshold protection for these records is from any dissemina-
tion—either by access or disclosure—of private information as ad-
dressed in Whalen v. Roe. Medical privacy is a constitutional right
that requires a strong state interest in government collection and dis-
closure.114 Disclosure of such information “unquestionably offends
those ‘basic and fundamental rights’ which we consider so ‘deeply
rooted in our society’ as to directly bear on our privacy rights.”115 For
public schoolchildren, this constitutional right derives from the Four-
teenth Amendment.116 This constitutional right does not prohibit

112. Mental health records of students are entitled to the same policy considerations
in terms of confidentiality as juvenile records because of the stigma that may
attach. W. Va. Dept. of Health & Human Res. v. Clark, 543 S.E.2d 659, 662 (W.
Va. 2000).

113. Deliberate government collection of such data is, of course, limited by Whalen v.
Roe. See supra notes 2-5. In addition, the state must have a compelling interest
in the collection of such records. Compare United States v. Westinghouse Elec.
Corp., 638 F.2d 570, 580-81 (3d Cir. 1980) (holding that before medical records of
private-sector employer can be turned over pursuant to federal subpoena duces
tecum, each employee must be notified and given an opportunity to object), with
Clark, 543 S.E.2d at 663 (holding that the state department of health and human
resources must show probable cause before reviewing school and medical records
of private schools’ students). But see United States v. District of Columbia, 44 F.
Supp. 2d 53, 61-62 (D.D.C. 1999) (holding that the government’s interest in the
collection of mental health records of defendants hospitalized after being found
not guilty by reason of insanity outweighed the defendant—patients’ privacy in-
terests because the patients had made their mental conditions a matter of public
record and because the government had financial responsibility for their care).

114. See, e.g., Denius v. Dunlap, 209 F.3d 944, 956 (7th Cir. 2000).

115. Mann v. Univ. of Cincinnati, 152 F.R.D. 119, 126 (5.D. Ohio 1993) (holding that
the university violated the student’s constitutional rights when it disclosed her
medical records before the date set out in the subpoena and without informing
the student), affd, 114 ¥.3d 1188 (6th Cir. 1997).

116. See, e.g., Gruenke v. Seip, 225 F.3d 290, 302-03 (3d Cir. 2000) (holding that a
high school swim coach violated a team member’s constitutional privacy rights
when he required her to take a pregnancy test). But see Hedges v. Musco, 204
F.3d 109, 121 (3d Cir. 2000) (holding that a school nurse did not violate constitu-
tional privacy rights when she inadvertently revealed a student’s drug-testing
results); Duda v. Bd. of Educ. of Franklin Park Pub. Sch. Dist. No. 84, 133 F.3d
1054, 1062 (7th Cir. 1998) (determining that Whalen v. Roe does not apply to
public employees’ distribution of a personal diary of a mentally disabled co-em-
ployee); Demers v. Leominster Sch. Dep’t, 263 F. Supp. 2d 195, 203-04 (D. Mass.
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school officials from having access to the information: health and
safety 1ssues would demand such access.117 However, such access to
these records should be limited, and the records themselves should be
1n a secure location, similar to the privacy provided to employee medi-
cal information under the ADA118 gnd to special education records

under IDEA.

2. HIPAA

In Spring 2001, health data privacy protections were mandated by
HIPAA.119 The impetus for these privacy protections arose from the
personal nature of health information and the proliferation of elec-
tronic databases to collect and store that information. This type of
“protected health information” includes intimate details of both physi-
cal and mental health—information traditionally protected by the doc-
tor—patient privilege—and could be the source of stigmatization and
discrimination if disclosed.120

HIPAA regulates electronic communications between health-care
providers and health insurers to protect individually identifiable
health information. For determining whether they must conform to
HIPAA, schools must be either a “health care provider”121 or any per-
son who, “In the normal course of business, furnishes, bills, or i1s paid
for ‘health care’” and who transmits health information electroni-
cally.122 A protected HIPAA transaction is an exchange of informa-
tion to carry out financial and administrative activities concerning

2003) (holding that requiring a student to undergo a psychiatric examination in
the interest of school safety would not have been a constitutional privacy
violation).

117. See, e.g., Doe v. Delie, 257 F.3d 309, 317 (3d Cir. 2001) (holding that a prison
inmate has a constitutional right to medical privacy that can only be “curtailed by
a policy or regulation that is shown to be reasonably related to legitimate peno-
logical interests”).

118. 29 C.F.R. § 1630.14 (2005). Title II of the ADA prohibits discrimination in public
services. 42 U.S.C. § 12132 (2000). It applies to schools. See, e.g., Weixel v. Bd.
of Educ., 287 F.3d 138 (2d Cir. 2002).

119. 42 UJ.S.C. § 1320d to d-8 (2000 & Supp. 11 2002); see also Pub. L.. No. 104-191, 110
Stat. 1936 (1996).

120. Judith Wagner DeCew, The Priority of Privacy for Medical Information, in THE
RicHT TO PRrIvAacYy 213, 213-14 (Ellen Frankel Paul et al. eds., 2000); Lawrence O.
Gostin, Health Information Privacy, 80 CorNELL L. REv. 451, 489-92 (1995) (out-
lining a health information system before the codification of HIPAA).

121. 45 C.F.R. pt. 164 (2005); JiLL Moorg & AIMEE WALL, AprpLICABILITY OF HIPAA TO
HeAaLTH INFORMATION IN ScHooLs 1-2 (2003), http:/www.medicalprivacy.unc.
edu/pdfs/schools.pdf; Michael Levin et al., What to Do When the HIPAA Beast Is
at Your Door, INQUIRY & ANALYSIS, Jan. 2003, at 1, 1-2, available at http:/fwww.
nsba.org/site/docs/10900/10850.pdf.

122. Moore & WaLL, supra note 121, at 2; Peter A. Winn, Confidentiality in Cyber-

space: The HIPAA Privacy Rules and the Common Law, 33 RurGgers L.J. 617, 643

(2002).
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health care.123 The protected product, “individually identifiable
health information,” is

information that is created or received by a healthcare provider . . . that re-
lates to the physical or mental health of an individual, as well as the provision
of healthcare to an individual or payment for the provision of healthcare to an
individual, and that identifies the individual or could be used to identify the
individual.124
Based on the circuitous language of HIPAA, a local educational agency
would benefit from some expert advice on determining its status

under the statute.

What is equally important to note, however, is that “education
records” covered by FERPA originally had been excluded from the
HIPAA privacy rule’s classification for “protected health informa-
tion.”125 However, the definition of “protected health information”
was removed from the HIPAA privacy rule.126 Apparently, the DOE
assumes that FERPA-related records are excluded from HIPAA’s pro-
tection because the exclusion still exists in regulations for the Social
Security Act.127 Thus, the protection of and access to FERPA-related
health records under HIPAA remain a mystery.

Regardless, HIPAA’s protected health information would still
likely include any documentation, such as personal notes or informa-
tion, held solely by an individual school psychologist or physical thera-
pist. Those records are typically considered outside the scope of
FERPA-protected education records and would therefore not be af-
fected one way or the other by HIPAA coverage of FERPA records.128
Except for a few limited circumstances, the patient must consent to
the disclosure and use of this personal health information under
HIPAA. One of those limited circumstances is when parents of an un-
emancipated minor may be entitled to disclosure of or access to the
records as the child’s personal representatives unless prohibited by
state law, 129

123. Moore & WALL, supra note 121, at 2.

124. Winn, supra note 122, at 644; see 42 U.S.C. § 1320d(6); 45 C.F.R. § 160.103.

125. Standards for Privacy of Individually Identifiable Health Information, 67 Fed.
Reg. 53,182, 53,266—67 (Aug. 14, 2002) (codified at 45 C.F.R. § 164.501); see, e.g.,
Stephen J. McDonald & Barbara L. Shiels, FERPA: New Issues for Our Old
Friend, in THE FaAMILY EpucaTiONAL R1GHTS AND PRrivacy Act: A LEcaL COMPEN-
pIuM 537, 54849 (Nat’l Assoc. of Coll. & Univ. Att'ys, Stephen J. McDonald ed.,
2d ed. 2002) [hereinafter LEcaL CoMPENDIUM] (on file with the NEBrRASKA LAw
ReviEw); MoOoORE & WALL, supra note 121, at 2.

126. Health Insurance Reform: Security Standards, 68 Fed. Reg. 8,334, 8,380 (Feb. 20,
2003).

127. See 45 C.F.R. § 160.103; Family Educational Rights and Privacy Act, 69 Fed. Reg.
21,670, 21,672 (Apr. 21, 2004).

128. Levin et al., supra note 121, at 4.

129. 45 C.F.R. § 164.502(g); Lawrence O. Gostin et al., The Nationalization of Health
Information Privacy Protections, 37 Tort & Ins. L.J. 1113, 1115-16, 1135 (2002).
Other exemptions include court-ordered disclosure, matters of public health, and
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There are also two particular functions with which public schools
must be concerned under HIPAA: student health clinics and school
nurses. HIPAA regulates either function if it transmits information
electronically. Student health clinics would most clearly come within
the protections of HIPAA because of the type of information they ob-
tain and because the information is not likely to fall within the
FERPA exceptions.130 The situation is a bit more complicated with
regard to a school nurse. If the nurse transmits electronic health in-
formation 1n a HIPAA transaction, she is covered. If she does not
transmit electronically, then it depends upon whether her employer—
the local school-—ever transmits electronic health information. If so,
the nurse is also within HIPAA. However, if the employer does trans-
mit electronically but takes action to exclude the nursing program
from HIPAA coverage as a “hybrid” entity, the school nurse is not cov-
ered.131 The whole rigamarole is pretty convoluted, but the gist of
HIPAA is that schools may have to comply with HIPAA’s use and dis-
closure requirements, notice and access requirements, and adminis-
trative procedural requirements.132

The HIPAA privacy rule is a short list of permitted and required
disclosures of protected health information; all other disclosures are
prohibited.133 Required disclosures are made to the affected individ-
ual under a right of access and to the Department of Health and
Human Services to check HIPAA compliance.134 Permitted disclo-
sures are made to the individual; to carry out health care treatment
and its payment in accordance with patient authorization or advance
notice to the patient as agreed; and for certain health and safety is-
sues.135 An educational agency that is required to follow HIPAA and
its privacy rules136 must be prepared to implement procedures for
statutorily mandated patient access to and power to amend her health
records; procedures to maintain the privacy of health records and to
notify patients of such procedures; and procedures for confidential

health research. Id. at 1115. However, the DOE seems confused about parental
access to children’s medical information and state law prohibitions to disclosure.
See Letter from LeRoy S. Rooker, Director, Family Policy Compliance Office, to
Robert H. Henry, Attorney, School and College Legal Services of California (Mar.
14, 2005), available at http://www.ed.gov/policy/gen/guid/fpco/ferpa/library/
ca(31405.html.

130. MooRre & WALL, supra note 121, at 4; see also McDonald & Shiels, supra note 125,
at 549 (discussing the potential application of HIPAA to campus health and coun-
seling clinics at postsecondary institutions).

131. Moore & WALL, supra note 121, at 4-7; Levin et al., supra note 121, at 1-2.
132. See generally Moore & WALL, supra note 121.

133. 45 C.F.R. § 164.502(a). See generally Moore & WALL, supra note 121, at 7-11.
134. 45 C.F.R. § 164.502(a)(2).

135. Id. § 164.502(a)(1).

136. Id. pt. 164.
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communications and accounting for actual disclosures.137 Among
those duties, the educational agency must designate a privacy officer
responsible for implementing the various privacy, administrative,
technical, and physical standards and safeguards necessary to comply
with HIPAA and its regulations.138 Because of the intricacies in-
volved 1in HIPAA compliance, an educational agency should make cer-
tain this officer is adequately trained and that all notices and
procedures follow a national standard rather than a local standard.
Although the appropriate notices of individual rights under HIPAA
could be disseminated with other notices, the formulation and imple-
mentation of these complex matters is not lightly left to the local edu-
cational agencies themselves.

3. School Nurses

HIPAA does not cover all the privacy issues inherent in school
nursing duties. For nurses to comply with appropriate nursing stan-
dards, they have to keep “process documentation.” And although that
documentation need not necessarily become part of a state-required
school health record—for immunizations, for instance—nor otherwise
entered in the student’s cumulative record, there 1s the potential that
such systematic documentation could be considered an educational re-
cord under FERPA, subject to the same problematic disclosure stan-
dards and parental access.

School nurses often keep systematic process documentation
through daily logs of student visits in order to provide a plan of appro-
priate nursing care to the students. Not all of this information is
transferred to the school health record forms, and some of the infor-
mation remaining in these logs is confidential. The logs must be
maintained for the nursing process but are separate from the formally
maintained records. However, these logs might be accessible under
FERPA because they probably are not the “personal notes” that might
otherwise be exempt from disclosure as education records.13® Thus, a
school nurse runs into a real conflict if approached for health advice,
particularly from a mature minor, if she documents that meeting 1n
accordance with nursing standards. Parents may be able to access
that documentation under FERPA.140

137. See Gostin et al., supra note 129, at 1115.
138. Moore & WaLL, supra nofte 121, at 7-11; Levin et al., supra note 121, at 2.

139. See Mary H.B. Gelfman & Nadine C. Schwab, School Health Services and Educa-
tional Records: Conflicts in the Law, 64 W, Epuc. L. Rep. 319, 323-25 (1991); see
also NAT'L ScH. Bps. Ass’N, GUIDANCE FOR ScHooL DISTRICTS ON STUDENT EDUCA-

TION RECORDS, DIRECTORY INFORMATION, HEALTH INFORMATION AND OTHER PRI-
vacYy Provisions 4 (2004), http://www.nsba.org/site/docs/32500/32420.pdf{.

140. See Daggett, Buckley I, supra note 12, at 649.
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4. Drug and Alcohol Abuse Records

Any student who is a patient in a federally assisted drug or alcohol
abuse program has a nearly absolute right of confidentiality in those
records under the Public Health Services Act.141 The confidentiality
of the information resides in the patient, and disclosure usually re-
quires written consent. If state law confers the legal capacity upon
minors to obtain substance abuse treatment, then only the minor pa-
tient may consent to disclosure; however, if state law requires the con-
sent of a parent or guardian for such treatment, then both the minor
and parent must sign the consent142 unless the minor “lacks the ca-
pacity for rational choice.”143 Disclosure without such consent is lim-
ited to medical emergencies, certain research projects, audit and
evaluation procedures,144 and certain court orders.145 The disclosure
of these records is even circumscribed in criminal proceedings in the
absence of “good cause” for the information in investigating or charg-
ing a patient.146

A school may be affected by the Public Health Services Act if it is
an “entity . . . who holds itself out as providing, and provides, alcohol
or drug abuse diagnosis, treatment or referral for treatment”147 that
receives federal assistance. Such “treatment” certainly includes sub-
stance abuse education and prevention and likely includes any coun-
seling undertaken at an educational agency.148 Federal assistance
need not be directly related to the provision of drug or alcohol treat-
ment to require a governmental agency to comply with the statute’s
confidentiality provisions.14® Because these written records must be

141. 42 U.5.C. § 290dd-2 (2000) (“Records of the identity, diagnosis, prognosis, or
treatment of any patient which are maintained in connection with the perform-
ance of any program or activity relating to substance abuse education, preven-
tion, training, treatment, rehabilitation, or research, which is conducted,
regulated, or directly or indirectly assisted by any department or agency of the
United States shall . . . be confidential . . . .”); see also 42 C.F.R. § 2.3 (2005).
Because this statutory provision is essentially a criminal prohibition, it creates
no individual right to enforcement and is not otherwise enforceable under § 1983.

See, e.g., Doe v. Broderick, 225 F.3d 440, 447 (4th Cir. 2000).

142. 42 C.F.R. § 2.14. There 1s also a restriction on the disclosure of an application for
treatment to parents, even in states where parental consent is required for the
treatment itself.

143. Id. § 2.14(d).

144. Id. pt. 2, subpt. D.

145. Id. pt. 2, subpt. E.

146. 42 U.S.C. § 290dd-2(b)(c).

147. 42 C.F.R. § 2.11 (defining “program” for the purposes of the Public Health Ser-
vices Act). '

148. See also ForumMm GUIDE, supra note 8, at 20 (suggesting that counsehing for chil-
dren of substance abusers may be sufficient to trigger the protections of the Pub-
lic Health Services Act).

149. 42 C.F.R. § 2.12(b)(3).
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locked up and secure,150 they should be separated from the usual edu-
cation records. Depending upon state law treatment of minors, paren-
tal access to the records may be limited so segregating those records is
a wise 1dea.151

This statute also raises a dilemma for the increasingly common
drug-testing programs in schools—programs designed to control drug
use by agencies that receive federal funds. The statute’s restrictions
on disclosure do not apply to law enforcement personnel for crimes on
the premises.152 However, if, for example, a student tests positive for
Tetrahydrocannabinol (commonly called THC)153 during a school-im-
plemented drug test after having smoked marijuana two weeks before,
the student has not really committed a “crime on the premises” under
the statute. Furthermore, because the statute’s confidentiality provi-
sion 1s not confined to written records,154 a school that takes discipli-
nary action as a result of a drug test—such as prohibiting the student
from taking part in extracurricular activities—might be “publicizing”
this information in violation of the statute.155

E. Children’s Online Privacy Protection Act156

Although intimately concerned with children’s privacy, the Chil-
dren’s Online Privacy Protection Act (“COPPA”) has limited applica-
tion to schools.157 COPPA is basically a fair information practices
regime that protects children in their private-sector, on-line activities

150. Id. § 2.16.

151. The DOE’s suggestion that a minor student must waive his right of confidential-
ity from parental access as a condition for receiving these services is likely a vio-
lation of a mature minor’s right to decisional privacy if required by the state and
unlawfully elicited without the benefit of counsel. See ForuMm GUIDE, supra note
8, at 20. But see Bellotti v. Baird, 443 U.S. 622 (1979) (holding a Massachusetts
abortion law unconstitutional because it made a minor child’s ability to obtain an
abortion absolutely conditional on the consent of both parents).

152. 42 C.F.R. § 2.12(c)(5).

153. THC, the psychoactive ingredient in marijuana, can remain in the system of a
frequent user of marijuana up to six weeks after consuming the drug. See Home
Drug Testing Kit, How Long Do Drugs Stay in a Person’s System?, http:/www.
homedrugtestingkit.com/drug_info.html#howlong (last visited May 15, 2006).

154. 42 C.F.R. § 2.11 (defining “records” for the purposes of the Public Health Services
Act).

155. See, e.g., Jeanette A. v. Condon, 728 F. Supp. 204, 206 (S.D.N.Y. 1989) (holding
that a police officer could not be discharged on the basis of a urinalysis test con-
ducted after completing the department’s federally assisted substance abuse pro-
gram when she had not consented to release of the results).

156. 15 U.S.C. §§ 6501-6506 (2000).

157. Id. As a response to the absence of the internet industry’s self-regulation, the key
components of COPPA are (i) notice; (ii) parental consent; (iii) parental review;
(iv) limits on the use of online games and prizes; and (v) security. Laurel Jamt-
gaard, Big Bird Meets Big Brother: A Look at the Children’s Online Privacy Pro-
tection Act, 16 SaANTA CLARA CoMPUTER & HicH TecH. L.J. 385, 386, 388 (2000).
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and governs website operators’ collection, maintenance, and use of
personal information from children under the age of thirteen.158 Con-
gress enacted COPPA to address the collection and use of online per-
sonal information from children, especially information with
commercial value.

Collection concerns are twofold. First, active collection of personal
information is direct solicitation of personal information—name, ad-
dress, e-mail address, age, gender, and telephone number. Second,
surreptitious collection involves passive data collection provided to the
website operator inherent in the use of the medium itself through the
use of “cookies,” which identify such things as the user’s computer
identification and the type of sites visited.159 COPPA was intended to
protect children from both online and physical contact and requires
the collection of identifiable information only with “verifiable” paren-
tal consent. Thus, 1t protects the collection of names, home addresses,
e-mail addresses, telephone numbers, and the like.160

158. See Allen, supra note 51, at 758; Nancy L. Savitt, A Synopsis of the Children’s
Online Privacy Protection Act, 16 St. JounN’s J. LEcaL ComMENT. 631, 631 (2002);
Danielle J. Garber, Note, COPPA: Protecting Children’s Personal Information on
the Internet, 10 J.L.. & PoL’y 129, 132 (2001).

159. Garber, supra note 158, at 134-38; ¢f. Jennifer C. Wasson, Recent Developments,
FERPA in the Age of Computer Logging: School Discretion at the Cost of Student
Privacy?, 81 N.C. L. Rev. 1348, 1362-64 (2003) (positing that FERPA should pro-
vide privacy protections over “logging,” or the collection of data by a systems
administrator).

160. 15 U.S.C. § 6501(8). COPPA has been criticized for limiting its scope to pre-
teens. See Allen, supra note 51, at 759—60. Teenagers are a huge consumer pop-
ulation, and excepting the use of their personally identifiable information, partic-
ularly as a marketing tool, seems an extraordinary lapse by Congress. Teen
markets are the sole reason for Chris Whittle to place “Channel One,” see Chan-
nelOne.com, About Channel One, http:/www.channelone.com/common/about
(last visited May 15, 2006), and its advertising in high school classrooms through-
out the country. On the other hand, because COPPA requires parental consent
before a preteen can voluntarily disclose personal information, it has also been
criticized on the grounds that it abdicates preteens’ privacy interest in favor of
parental control and authority. See Allen, supra note 51, at 773-74. So there is
an inherent tension between the government’s explicit regulation of collection
and disclosure of information on the one hand with the government’s implicit
regulation of children’s autonomy on the other. However, safety concerns unique
to children militate on the side of government protection. See Savitt, supra note
158, at 150-51 (noting the need for governmental regulation that requires paren-
tal consent before children can disclose personal information on the internet to
“strangers”). One commentator lists five special “privacy” concerns that support
the enactment of COPPA: (i) children have traditionally been protected because
they are not legally capable of protecting themselves; (ii) children do not usually
grasp the idea of privacy; (iii) children do not understand the use of the informa-
tion being sought; (iv) online solicitations may be irresistible to children; and (v)
parents are not supervising internet use. Dorothy A. Hertzel, Note, Don’t Talk to
Strangers: An Analysis of Government and Industry Efforts to Protect a Child’s
Privacy Online, 52 FEp. CommM. L.J. 429, 434 (2000).
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COPPA’s particular application to educational agencies occurs
when they provide online access to children for which they generally
need parental consent. Although not specifically provided in COPPA,
neither the statute itself nor its regulations prohibit schools from act-
ing as agents for parents in providing consent to the disclosure of in-
formation to website operators.161 Although some concerns exist that
getting consent could be disruptive of the educational process,162 the
Federal Trade Commission (“FTC”) has published a guide for teachers
on how to deal with COPPA in the classroom on a voluntary basis
only.163

F. Government Accountability and Education Statistics

The No Child Left Behind Act of 2001 (“NCLB”),164 a comprehen-
sive school reauthorization of the Elementary and Secondary Educa-
tion Act of 1965, was intended to reform public education and affects
educational privacy issues only tangentially. As mentioned above,
NCLB specifically amended PPRA. Other than that, however, only its
provisions addressing government accountability and transparency

Some commentators decry government involvement at all in privacy protec-
tion insofar as it affects information, preferring a more laissez-faire regulation of
commercial enterprises. See, e.g., FRED H. CATE, PrRIVvACY IN THE INFORMATION
AcGe 103-28 (1997); LEssiq, supra note 61, at 160-61. However, one former state
attorney general views the limited privacy protections provided by legislatures as
causing all sorts of problems in his bailiwick—identity theft, telemarketing
fraud, and institutional destabilization. See Mike Hatch, The Privatization of Big
Brother: Protecting Sensitive Personal Information from Commercial Interests in
the 21st Century, 27 WM. MitrcHELL L. Rev. 1457, 1485-94 (2001). Recent disclo-
sures that a leading credit-reporting and information-collection company, Choice-
Point, disclosed the private information of over 100,000 individuals to
unauthorized parties may prompt more government controls. See Tom Zeller Jr.,
Release of Consumers’ Data Spurs ChoicePoint Inquiries, N.Y. Times, Mar. 5,
2005, at C2, available at 2005 WLNR 3354817.

In any event, if neither self-enforcement nor the legislatures will control the
sale of information, the courts will likely have to step in when the results of that
sale cause harm. In a recent decision responding to a certified question, the New
Hampshire Supreme Court stated that it would impose a duty on internet infor-
mation brokers to exercise reasonable care in disseminating personal information
so as not to subject an individual to an unreasonable risk of harm. See Remsburg
v. Docusearch, Inc., 816 A.2d 1001, 1007 (N.H. 2003). The underlying case con-
cerned a woman who was killed at her workplace; the address of her workplace
was provided to her killer by an information broker. Id. at 1006.

161. See 16 C.F.R. pt. 312 (2005); Children’s Online Privacy Protection Rule, 64 Fed.
Reg. 59,888, 59,903 (Nov. 3, 1999); Savitt, supra note 158, at 632 n.6.

162. 64 Fed. Reg. at 59,903.

163. See FEp. TranpE ComMm’'N, How To ProTECT KiDS’ PRIvACcY ONLINE: A GUIDE FOR
TeacHErs (2000), http//www.ftc.gov/bep/conline/pubs/online/teachers.pdf. Of
course, all that begs the question of the circumstances during which a child would
need to give out personal information during an on-line educational activity.

164. Pub. L. No. 107-110, 115 Stat. 1425 (2002) (codified at 20 U.S.C. § 6301 (Supp. 1I

2002)).
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have any other effect on schoolchildren’s individually identifiable per-
sonal information. As NCLB insists on testing and assessment as the
means and methods for school improvement and accountability in
reading and mathematics, schools must necessarily allow public ac-
cess to those records.165 However, individual assessment statistics
become part of the student’s education records and are otherwise pro-
tected by the provisions of FERPA.166 Also exempted from NCLB’s
public access is personally identifiable information about students,
their academic achievement, and their parents.167

Similar protections are included in the Education Sciences Reform
Act of 2002.168 That Act created an Institute of Education Sciences
within the DOE to “provide national leadership” in the progress and
condition of education in the United States.169 Within the Institute
are the National Center for Education Research,170 the National
Center for Education Statistics (“NCES”),171 and the National Center
for Education Evaluation and Regional Assistance,172 all of which feed
on statistical and other research data to justify their missions. The
Institute is specifically bound by the confidentiality provisions of
FERPA, PPRA, and the Privacy Act of 1974 with regard to individu-
ally identifiable information, but the remaining data is widely availa-
ble to the public, especially via the Internet.173

The USA Patriot Act, however, carved out an exception to the con-
fidentiality protection otherwise required of the NCES.174 The United
States Department of Justice now has the power to collect individually
identifiable information possessed by the NCES by applying in writing
and averring that the information is relevant to a terrorism investiga-

165. See 20 U.S.C. § 9366(c)(1)X(A) (“[Plarents and members of the public shall have
access to all assessment data, questions, and complete and current assessment
instruments of any assessment authorized under this section. The local educa-
tional agency shall make reasonable efforts to inform parents and members of the
public about the access required under this paragraph.”).

166. Id. § 7903.

167. Id. § 9366(c)(3). This provision was prompted by the Privacy Act of 1974.
168. Pub. L. No. 107-279, 116 Stat. 1940 (codified at 20 U.S.C. §§ 9501-9624).
169. 20 U.S.C. § 9511.

170. Id. § 9531.

171, Id. § 9541.

172. Id. § 9561.

173. Id. §§ 9573-9574.

174. The exception can be found at 20 U.S.C. § 9573(e). For reasons that remain
somewhat of a mystery, the NCES itself suggested the exemption from confiden-
tiality. Robert Gellman, Education Statistics Agency Plays Loose with Privacy,
Gov't CompuTER NEws, Mar. 4, 2002, http:/gcn.com/21_5/tech-report/18064-1.
html. Gellman suggests that NCES’s cooperative attitude could open the flood-

gates to congressional procedures to track down student loan defaulters, dead-
beat dads, and the like.
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tion under circumstances similar to the seizure of educational records
otherwise protected under FERPA.175

G. Military Recruitment

Perhaps one of the most devilish developments in educational pri-
vacy arose from a provision found in both NCLB and the National De-
fense Authorization Act for Fiscal Year 2002.176 Both these
authorization bills require secondary schools to provide access for mil-
itary recruiters to certain directory information maintained under
FERPA. NCLB provides that, “[n]otwithstanding [FERPA], each local
educational agency receiving assistance under this chapter shall pro-
vide, on a request made by military recruiters or an institution of
higher education, access to secondary school students names, ad-
dresses, and telephone listings.”177 Similarly, the Defense Authoriza-
tion Act’s language states that “[elach local educational agency
receiving assistance under the Elementary and Secondary Education
Act of 1965 . . . shall, upon request made by military recruiters for
military recruiting purposes, provide access to secondary school stu-
dent names, addresses, and telephone listings, notwithstanding
[FERPA].”178 Only NCLB contains an exception for a private school
“that maintains a [verifiable] religious objection to service in the
Armed Forces.”179 Although not completely clear from the language of
either Act’s provision, student information is exempt from the mili-
tary’s request if the student or a parent has requested that this infor-
mation not be released without prior written “parental consent.”180

The impetus for passage of these provisions arose when some high
schools refused campus access to military recruiters because of the
armed forces’ policies concerning gays.181 The congressional enact-

175. 20 U.S.C. § 9573(e).

176. Pub. L. No. 107-107, § 544(a), 115 Stat. 1112, 1222 (codified as amended at 10
U.S.C. § 503(c) (2000 & Supp. 11 2002)).

177. 20 U.S.C. § 7908.

178. 10 U.S.C. § 503(c) (Supp. II 2002).

179. 20 U.S.C. § 7908(c).

180. The NCLB version requires schools to notify parents of the option of requiring
written consent prior to release of the information. Id. § 7908(a)(2). In contrast,
the Defense Authorization Act version requires that the student or parent specifi-
cally request that access be denied to military recruiters without prior consent.
10 U.S.C. § 503(c)(1)(B).

181. The first effort the military negotiated was access to higher education institu-
tions with the Solomon Amendment. See 10 U.S.C. § 983. See generally The Sol-
omon Amendment: A Guide for Recruiters and Student Records Managers, in
LeEcaL CoMPENDIUM, supra note 125, at 601 (on file with the NEBRAsSkA LAaw RE-
viEw). That effort was controversial, especially when the Armed Forces sent JAG
recruiters to law schools. See Roberto L. Corrada, Of Heterosexism, National Se-
curity, and Federal Preemption: Addressing the Legal Obstacles to a Free Debate
About Military Recruitment at Our Nation’s Law Schools, 29 Hous. L. REv. 301
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ment of these provisions provides campus access to military recruiters
correlative to that access offered to higher education recruiters.

The threshold issue with this type of provision is how the military’s
right to access student records can be enforced. NCLB and the de-
fense authorization legislation are clearly spending clause legislation,
the rationale used by the Supreme Court in denying a private right of
action under FERPA. Indeed, NCLB has already been interpreted to
create no right of action.182 Thus, the military would have a hard
time enforcing access other than through the usual administrative re-
course of cutting off a public school’s federal funding.

Another 1ssue raised by these provisions is the government’s lais-
sez-faire attitude toward students’ directory information and parental
opt-out provisions in the face of opposing public opinion. The records
are automatically given to a military recruiter unless the parent or
student specifically exempts these records by requiring prior consent.
Both family and student privacy concerns are involved because the
student’s information 1s, more often than not, the same information as
the family’s. What these provisions imply is that a governmental in-
trusion into confidential information takes priority over privacy. In-
creasing government intrusion runs counter to the public’s current
concerns of family privacy that call for greater governmental regula-
tion over similar private-sector intrusions by both telephone and
mail.183 (Given family privacy concerns of private-sector intrusions
over matters more inconsequential than military recruitment, fami-
lies should be allowed to opt in to this kind of intrusion rather than to
opt out as currently set out in these provisions.

An opt-in option may also be militated by the religious concerns of
the families whose children attend public school, especially

(1992). See generally Francisco Valdes, Solomon’s Shames: Law as Might and
Inequality, 23 T. MarsHALL L. REv. 351 (1998).

182. Ass’'n of Cmty. Orgs. for Reform Now v. N.Y. City Dep’t of Educ., 269 F. Supp. 2d
338, 34344 (S.D.N.Y. 2003) (holding that the NCLB creates no individually en-
forceable rights with regard to notification of problem schools and rights of trans-
fer or to supplemental educational services). In any event, the military’s threat
to cut off funding to any law schools that ban recruiters requires that the decision
to cut off funding come from the Secretary of Defense, and the authority of the
Department of Defense to regulate such funding is problematic. See Corrada,
supra note 181, at 365-68.

183. The October 9, 2002, DOE guidance is more than a little disingenuous, in this
regard, when it states: “This type of student information, commonly referred to
as ‘directory information,’ includes such items as names, addresses, and tele-
phone numbers and is information generally not considered harmful or an inva-
sion of privacy if disclosed.” U.S. DeEpP'r or Epuc., AccEss To HicH ScHooL
STUDENTS AND INFORMATION ON STUDENTS BY MILITARY RECRUITERS, http://www.
ed.gov/policy/gen/guid/fpco/pdi/ht100902b.pdf (last visited May 15, 2006) (empha-
sis added).
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Quakers184 and Mennonites. These religious denominations object to
service 1n the military,185 refusing even to register with the Selective
Services as required of all eighteen-year-old males.186 The intrusion
of military recruiters by way of a school’s disclosure of family informa-
tion clearly interferes in perhaps the true legitimate privacy interest
of the family unit.187 A local educational agency better serves these
students and families and their religious practices by allowing all par-
ents to opt in to disclosure and access by the military.188

H. Social Security Numbers

Section 7 of the Privacy Act of 1974189 gets out the regulatory
scheme for maintaining the privacy of social security numbers
(“SSN”s) by all local, state, and federal agencies. A regulatory scheme
of long standing, section 7 prohibits discrimination in government ser-
vices for refusal of an individual to disclose her SSN except under fed-
eral statute or a pre-1975 statutory scheme. Any request for an SSN
must be accompanied by a notice that advises whether the request is
mandatory or voluntary, the nature of the statutory mandate requir-
ing such disclosure, and the uses for the number. For privacy pur-

184. See, e.g., The Religious Society of Friends, Peacemaker Sites, http:/www.
quaker.org/#6a (last visited May 15, 2006).

185. Indeed, conscientious objectors are exempted from combatant duties. 50 U.S.C.
app. § 456() (2000). See generally Jose de Sousa e Brito, Political Minorities and
the Right to Tolerance: The Development of a Right to Conscientious Objection in
Constitutional Law, 1999 BYU L. Rev. 607.

186. See, e.g., United States v. Schmucker, 815 F.2d 413 (6th Cir. 1987) (involving a
Mennonite seminary student who refused to register with the Selective Services);
see Christine Hunter Kellett, Draft Registration and the Conscientious Objector:
A Proposal to Accommodate Constitutional Values, 15 CoLrum. HuM. Rrs. L. REv.
167 (1984); Paul M. Landskroener, Not the Smallest Grain of Incense: Free Exer-
cise and Conscientious Objection to Draft Registration, 25 VaL. U. L. REv. 455
(1991); Elizabeth Reilly, “Secure the Blessings of Liberty”: A Free Exercise Analy-
sis Inspired by Selective Service Nonregistrants, 16 N. Ky. L. Rev. 79 (1988). One
Quaker who worked as a “window clerk” for the United States Postal Service
went so far as to request that he be reassigned so that he could avoid having to
assist visitors who came to the post office to register for the Selective Services
registration. See Garman v. U.S. Postal Serv., 509 F. Supp. 507, 508 (N.D. Ind.
1981).

187. The military has also engaged in a concerted campaign to persuade state legisla-
tures to enact comparable access legislation. See, e.g., ArLa. CoDE § 16-1-25 (Lex-
isNexis 2001); CaL. Epuc. Copk § 49603 (West 1993); INp. CopE § 20-10.1-29-3
(2000).

188. To do otherwise, by only allowing parents to opt-out, a school analogizes military
recruitment with nonconsensual disclosure of routine information in a school
yearbook. In addition to treating military recruitment as a less serious venture,
Congress is treating it as a “routine use” of the information when in reality, dis-
closure in a school yearbook has more educational function, and is therefore a

routine use.
189. 5 U.S.C. § 552a note (2000).
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poses, most educational agencies these days use alternative student
1dentification numbers rather than SSNs.190

I. School Lunch Programs

One last privacy program that deserves mention is the National
School Lunch Program.191 Similar to other federal privacy regimes,
like HIPAA, the school lunch program confidentiality directives are
fairly inflexible regarding whether or not to divulge confidential infor-
mation. Local educational agencies are best served by following the
advice of legal counsel and the directives of the United States Depart-
ment of Agriculture (“USDA”) in putting together a local privacy pol-
icy.192 Student eligibility for free and reduced-price breakfasts and
lunches requires the compilation of sensitive student and household
information, including all sources of income (welfare, unemployment
compensation, and the like), SSNs of the applicant—-adult, and food
stamp information.193 The types of information that can be dis-
closed—all eligibility information versus eligibility status only—and
the types of consent required depend upon the governmental agency
administering the related program. Such programs include education
programs, Medicaid, State Children’s Health Insurance Programs
(“SCHIP”s), and federal, state, and local enforcement laws.194

Any violation of these confidentiality regulations is subject to crim-
inal sanctions.195 Security measures require that only persons with a
direct connection to the lunch program may have access to this infor-
mation.196 All other disclosures may be made only upon requiring
written parental consent with clear identification of the information
that will be shared and with whom and providing the option to pick
and choose the programs with which the educational agencies may
share information.197 Because the disclosure, access, collection, main-
tenance, and use protocols for this information are so narrow and are

190. See Forum GUIDE, supra note 8, at 21 (noting that educational institutions can
use an alternative identification number when a parent objects to the use of her
children’s social security numbers for identification).

191. 42 U.S.C. §§ 1751-1770 (2000 & Supp. II 2002).

192. See generally U.S. DEP'T oF AGRIC., ELIGIBILITY GUIDANCE FOR SCHOOL MEALS
ManuaL (2001), http:/www.fns.usda.gov/cnd/Guidance/eligibility_guidance.pdf
[hereinafter ELigiBILITY GUIDANCE] (providing “information on Federal policy re-
garding the determination and verification of students’ eligibility for free and re-
duced priced meals in the National School Lunch Program and the School
Breakfast Program?”); see also ForuMm GUIDE, supra note 8, at 19-20.

193. 7 C.F.R. § 245.2(a-4) (2005).

194. 42 U.S.C. § 1758(b)(2)XC); 7 C.F.R. § 245.6(e). The USDA has developed a help-
fully detailed chart of the disclosure rules. See EviGIBILITY GUIDANCE, supra note
192, at 50.

195. 42 U.S.C. § 1758(b)(2)(C)}{v).

196. Id. § 17568(b)2)(C)(iii1); Forum GUIDE, supra note 8, at 19.

197. EvriciBILITY GUIDANCE, supra note 192, at 54.
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limited to aid recipients, a local policy should be formulated and pub-
lished, but the individual situational notices could be limited to those
who apply for assistance.

III. THE NUTS AND BOLTS: THE PROTECTED
INFORMATION AND ITS USES

When drafting a local educational policy, the drafters must deter-
mine the substance of the policy’s protections. Inherent in that deter-
mination 1s what information should be protected in light of both the
constitutionally protected right to informational privacy and the
sometimes-nonconforming federal statutes and regulations.198 At the
very basic level, schools compile information and keep records for two
reasons. The first reason is to sustain the schools’ governmental func-
tion: recordkeeping is an administrative function arising from its gov-
ernmental status. The second reason for maintaining records is
because schools are makers and collectors of a plethora of material in
their educational function. They make decisions about children and
their educational progress, but in order to do so must establish enough
context—Ii.e., collect enough information—about the students to help
them reach their fullest educational potential.199 Any local privacy
policy must address both types of information and their collection, use,
and disclosure. The following should inform the basic floor of any local
policy and practice concerning educational information.

A. Collection and Maintenance of Government Information

Schools as government entities must collect information that main-
tains the viability of the institutions as state agencies. Information
gathered in this role necessarily implicates the collection of personally
identifiable information on students and their families so as to receive
government funding by accounting for student attendance, to keep
track of students’ individual and comparative progress, and to compile
basic health and safety information for its in loco parentis role over
minors. The routine use of such information should be confined to
these purposes. The Privacy Act of 1974 is instructive on the limits of
the maintenance and collection of such information. Just the minimal
information necessary for the government to function should be main-
tained, and the individual from whom the information is gleaned must
be advised of the purpose for disclosing such information.200

Lt T e . e, e N S e o e i = e W R S e o e, v . Ay 5 e L T a—

198. State statutes and constitutional provisions may be even more stringent. See
generally Stuart, supra note 9.

199. Although somewhat dated, The Report of the Privacy Protection Study Commis-
sion has a comprehensive and businesslike summary of the role and problems of

recordkeeping in schools. See Privacy REPORT, supra note 69, at 397-98.
200. 5 U.S.C. § 552a(e) (2000).
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Samples of the governmental acquisition of student information
can be found in the DOE’s comprehensive on-line Nonfiscal Data
Handbook for Early Childhood, Elementary, and Secondary, Educa-
tion.201 For students, such routine uses would cover collection of at-
tendance and residence data for state and federal funding, emergency
information, routine personal statistics and contact information, en-
rollment and attendance records, health conditions, and the like.202
Despite the bureaucratic nature of the collection, this information
should be routinely protected from disclosure that does not accord
with the purpose for collection.

Because of the bureaucratic nature of such collection, maintenance
and use of such records that more clearly “belong” to the local educa-
tional agency, a local privacy policy probably should not even formu-
late a protocol except with regard to otherwise protecting personally
identifiable information from access and disclosure.

B. Collection and Maintenance of Educational Information

1. Protection of Student-“Owned” Information

What 1s more critical is a local policy dealing with informational
privacy protocols for student-“owned” information. Distinct from a
school’s bureaucratic information-collection function is the school’s ed-
ucational function in which it collects and maintains information that
belongs not to the school but to the student. A parent might exercise,
on behalf of a minor child, some access to and control over that infor-
mation, but the privacy right inherent in that personal information
belongs to the child.

First and foremost 1s the tenet that informational privacy is per-
sonal to and belongs with the individual students, not their parents.
One of the bizarre features of FERPA is the notion that, until a stu-
dent turns eighteen years old, her parents are treated as the “owners”
of the records. Upon reaching eighteen, the student “owns” her
records and can prohibit parental access. In any privacy policy for
public school students, parents may act as representatives for their
children in matters beyond their maturity but should not have pre-

ST T LT e B e e T i

201. NaT’L Ctr. FOR Epuc. StaTistics, U.S. DepP'T OF Epuc., NoNFiscaL Dara Hann-
BOOK FOR EARLY CHILDHOOD, ELEMENTARY, AND SECONDARY EpucATION, http:/
nces.ed.gov/pubsearch/pubsinfo.asp?pubid=2003419 (last visited May 15, 2006)
[hereinafter NCES, Data HanpBook]. This Data Handbook is an extensive on-
line guide for the collection of various kinds of data by schools. Student data is
dealt with in the “Student Domain” portion of the Handbook. It also covers other
educational data areas, such as staff personal information and individual school

- recordkeeping. The DOE has made the Data Handbook easily accessible for dis-
crete types of data recording. See NAT’L CTR. FOR EDUC. StATISTICS, HANDBOOKS
OnLINE, http://nces.ed.gov/programs/handbook (last visited May 15, 2006).

202. NCES, Data HANDBOOK, supra note 201, at on-line index.
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sumed ownership rights over that information. As the child nears
eighteen, she might have personal reasons why she would want to
“own” her personal information exclusive of her parents. Such rights
do inure to mature minors in decision-making privacy, and at least
one privacy statute—COPPA-—specifically accounts for certain deci-
sions fourteen- to eighteen-year-olds may make. Consequently, the
formulation of local school privacy policies must account for those dis-
tinctions, or at least make the parental representative status a matter
of choice and not a limiting matter of law. Parents might have coex-
tensive rights and responsibilities, but students should not be cut out
of the rights to access and disclosure entirely, as current statutes
allow.

A policy that acknowledged such student “ownership” over educa-
tional information would also implicitly prohibit schools from disclos-
ing school records for any purposes, even to law enforcement, without
prior notice to someone. Children’s education information does not be-
long to the schools to turn over to individual law enforcement agencies
with little probable cause and court supervision. The juvenile justice
system need not provide all due process rights to minors, but the right
against self-incrimination still remains one that courts recognize. So
the first consideration in any locally drafted privacy policy—that stu-
dents have rights in their own information—would prevent the disclo-
sure of information without following proper subpoena procedures.

A local policy should also recognize that minors’ school records are
outside the purview of any state’s open records act, except insofar as
statistical information is necessary for accountability purposes. If the
school 1s not the “owner” of the education information but only the safe
depository, the information is not a government record subject to dis-
closure upon request and is even outside a reporter’s request under
the First Amendment. There is little to suggest that either the public
or the press has any interest in this private information, especially
regarding minors and even regarding disciplinary matters. Just as
confidentiality is sacrosanct in juvenile justice proceedings, so too
should it be in education records. It would be illogical for the public
and the press to get disciplinary information from schools through the
back door via an open records request that could not otherwise be ac-
cessible in related juvenile proceedings.

The same protections should hold true, contrary to FERPA, for any
local educational agency that has a law enforcement arm of any local
school agency, such as the Bureau of Safety and Security in Chi-
cago.203 The protection of disciplinary information is even more im-

———

203. Chicago Public Schools, Safety & Security, http://www.cps.k12.il.us/AboutCPS/
Departments/SafetyandSecurity/safetyandsecurity.html (last wvisited May 15,
2006). Such concerns should not to be confused with the right to get records from
university police departments involving students who are not minors.
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portant in disciplinary procedures that are more education-oriented
than police-oriented proceedings, with different goals and educational
outcomes.204 The use of student courts to impose discipline should be
so protected. Thus, local school policies and internal protocols for dis-
cipline should be more rigorously protected than otherwise suggested
by extant federal law by acknowledging the appropriate ownership of
the information.

2. The Scope of Protected Education Information

Despite its problems, FERPA remains a good starting point for a
local committee to determine what 1s protected information owned by
students and covered by principles of informational privacy. As a
base-line, FERPA’s terminology of “education records” is adequate to
the task. FERPA now defines “education records” as “those records,
files, documents, and other materials which . . . contain information
directly related to a student|[ ] and are maintained by an educational
agency or institution or by a person acting for such agency or institu-
tion.”205 A “record” means “any information recorded in any way, in-
cluding, but not limited to, hand writing, print, computer media, video
or audio tape, film, microfilm, and microfiche.”206 Thus, with few ex-
ceptions, just about everything that has been compiled by, about, or on
behalf of a student as an education client (and not as a government
client) is an education record.207 The few exceptions are not informa-

204. Rosenzweig, supra note 48, at 470-74. “Publicizing records of internal campus
disciplinary hearings ‘perpetuates the myth that a student code violation is a
breach of the “law” with procedures that mimic the criminal court system.”” Id.
at 470.

205. 20 U.S.C. § 1232g(a)(4)(A) (Supp. II 2002). This rather cursory definition sup-
planted a much longer definition in FERPA’s onginal incarnation. Daggett &
Huefner, supra note 12, at 13.

206. 34 C.F.R. § 99.3 (2005).

207. There are some obvious exemptions for items that are not, and should not be,
otherwise accessible by parents or students nor subject to FERPA’s disclosure
provisions:

(1) records of instructional, supervisory, and administrative personnel
and educational personnel ancillary thereto which are in the sole posses-
sion of the maker thereof and which are not accessible or revealed to any
other person except a substitute;

(i) records maintained by a law enforcement unit of the educational
agency or institution that were created by that law enforcement unit for
the purpose of law enforcement;

(1ii) in the case of persons who are employed by an educational agency or
institution but who are not in attendance at such agency or institution,
records made and maintained in the normal course of business which
relate exclusively to such person in that person’s capacity as an em-
ployee and are not available for use for any other purpose; []

(iv) records on a student who is eighteen years of age or older, or is at-
tending an institution of postsecondary education [pertaining to medical
treatment).
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tion that a student or a parent would assume is “owned” by the stu-
dent or that would be protected by their informational privacy rights:
informal teacher-compiled information, law enforcement information,
employee records, and records of students who have turned
eighteen.208

By adopting a bright-line definition of an education record, a local
policy should not limit the purview of informational privacy to tangi-
ble 1items. Oral information passed from a student to a teacher or
counselor, and not otherwise considered documented, should also be
kept confidential unless there are health and safety reasons that re-
quire i1t be divulged to the authorities. To the extent that students
often view educational personnel as their only confidants, teachers
and other professionals should keep such matters in trust when the
law does not otherwise impose a duty for health and safety purposes.

20 U.S.C. § 1232g(a)}(4)(B). An additional exemption is found in the regulations:
“Ir]lecords that only contain information about an individual after he or she is no
longer a student at that agency or institution” are not included in the definition of
“education record.” 34 C.F.R. § 99.3. But see 20 U.S.C. § 1232g(a)(4)(B) (not in-
cluding the fifth exemption).

208. The FERPA regulation that attempts to exempt “sole possession” records from
education records is faintly ridiculous: “Records that are kept in the sole posses-
sion of the maker, are used only as a personal memory aid, and are not accessible
or revealed to any other person except a temporary substitute for the maker of
the record.” 34 C.F.R. § 99.3 (emphasis added). As a practical matter, “sole pos-
session” notes that are used “only as a personal memory aid” have no functional
meaning to a teacher. Teachers often keep desk diaries, lesson plan notes, and
the like that may or may not be shared with other school officials during the
course of legitimate educational activities and would not otherwise be considered
under the “ownership” of the student. Thus, teacher-generated exempted infor-
mation should also include preliminary drafts of reports, personal folders of pro-
gress and observations, grade books, lesson plans and lesson plan books, and
other information that is not intended to be “permanent” but are critical for the
instruction of the student. This information is “owned” by the teacher and not
the student, and certainly not the parents.

One eminently reasonable suggestion is

[tlhat [FERPA] be amended to make it permissible for records of instruc-
tional, supervisory, and administrative personnel of an educational
agency or institution, and educational personnel ancillary thereto, which
records are in the sole possession of the maker thereof, to be disclosed to
any school official who has been determined by the agency or institution
to have legitimate educational interests in the records, without being
subject to the access provision of FERPA, provided, however:

(a) that such records are incorporated into education records of the
agency or institution or destroyed after each regular academic
reporting period;

(b) that such records are made available for inspection and review
by a student or parent if they are used or reviewed in making
any administrative decision affecting the student; and

(c) that all such records of administrative officers with disciplinary
responsibilities are made available to parents or students when
any disciplinary decision is made by that officer.

Privacy REPORT, supra note 69, at 439—40.
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Indeed, some states have adopted a confidentiality privilege for cer-
tain student communications.

However, there must be some commonsensical limits to what is or
is not private information for students and to what is or is not worthy
of constitutional protection, especially in everyday classroom activi-
ties. The outer limits necessarily must account for legitimate educa-
tional functions and the dual public—private nature of the educational
arena. It also depends on the teaching style and the pedagogical ratio-
nale for engaging in public, private, and semi-public activities. Cer-
tain instruction necessarily takes place in front of others. Small group
activities are semi-public while other activities—such as student disci-
pline—are best kept private. There is nothing to suggest that some
student somewhere 1s not going to be embarrassed by doing anything
in public.209 However, the charge to local educational agencies is to
try to define, perhaps locally, the kinds of legitimate and pedagogi-
cally sound activities that will not affect a student’s informational pri-
vacy in ways that would be violative of those interests while still
upholding its educational expectations.210

209. The Supreme Court’s having to deal with peer grading issues under FERPA
clearly suggests this. See, e.g., Ronnie Jane Lamm, Note, What Are We Making a
Federal Case Of? An Interdisciplinary Analysis of Education and the Right to Pri-
vacy in the Classroom, 18 Touro L. Rev. 819, 849-50 (2002).

210. Recently, the Tenth Circuit framed the privacy interest as a “legitimate expecta-
tion of privacy [in that information]” in determining that peer grading did not
violate the Fourteenth Amendment. Falvo v. Owasso Indep. Sch. Dist. No. I-011,
233 F.3d 1203, 1208-09 (10th Cir. 2000), rev’d, 534 U.S. 426 (2002). That stan-
dard, as it pertains to children, is virtually unworkable because children do not
necessarily have any “expectation” of privacy. The Tenth Circuit also got it
wrong when i1t made light of the stigmatizing effect of grades by stating that,
although “school work and test grades of pre-secondary school students constitute
somewhat personal or intimate information, we cannot conclude that these
grades are so highly personal or intimate that they fall within the zone of consti-
tutional protection.” Id. at 1209. Lawyers and others who have typically exper-
ienced academic success are hardly in a position to declaim that students in
general should not take grades so “personally” nor be embarrassed by them. See
Herndon v. Chapel Hill-Carrboro City Bd. of Educ., 899 F. Supp. 1443, 1454
(M.D.N.C. 1995) (“A student’s choice of projects and reaction to those projects

does not reveal such intimate or personal information that would give rise to a
reasonable expectation of privacy.”), aff'd, 89 F.3d 174 (4th Cir. 1996).

The reality is that it is naive to think that children do not already have some
idea about their classmates’ abilities without actually knowing private informa-
tion revealed by grades. Children are astute observers of those classmates who,
for example, receive individualized instruction, leave the classroom to attend ex-
tra sessions In resource rooms for the learning disabled, have been main-
streamed, attend sessions with Chapter I reading instructors, or are grouped by
ability. Although the grades are clearly private information, the stigmatizing
public information is already pretty well known. That is not to suggest that there
has been a “waiver” of the privacy in that information; most teachers minimize
the stigmatization of “shared” information through peer grading, student distri-
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3. Defining Student Permanent Records

Starting from the baseline FERPA definition and accounting for
the exceptions as discussed above, a local educational agency should
also draft an education informational privacy policy that delineates
what information should be maintained as a permanent record of the
school, how much information should be collected, and how that infor-
mation should be purged periodically.211

First, permanent, cumulative records of students contain informa-
tion worthy of constitutional protection and often kept “in perpetuity.”
Depending upon the agency’s recordkeeping, this cumulative record
might be a repository for both government and educational purposes
and could include bureaucratically collected information as well as ed-
ucationally collected information, such as personally identifiable infor-
mation, attendance records, grades and standardized test scores, and
academic work.212 Standardized test scores would include not only
achievement tests but the administration of any IQ and aptitude tests.
These records might also include discipline records,213 IDEA docu-
mentation, necessary health and safety information for the protection
of the child as well as state-mandated information, such as immuniza-
tions, and a collection of parental authorizations.214 Although perma-
nent records are often kept “permanently” in one central filing
location, IDEA documentation as well as related health and disability
information should be kept in a more secluded, less accessible
location.

Second, some education information need not be accumulated 1n a
formal record but could be. Such information includes verified and
accurate information on academic matters and, perhaps, counseling
issues (including family background information), personality and in-

bution of graded work, limited access student folders, and knowing whom to
“trust” with that information.

211. Primarily at stake are records of student information kept by the institution as
an educational institution. Owasso Indep. Sch. Dist. No. I-011 v. Falvo, 534 U.S.
426, 431-32, 435 (2002). However, such permanent records kept by the institu-
tion qua educational institution should not be considered one set of records only
or under only one “central custodian.” Education records could be scattered in
various parts of a school and still be protected private information, regardless of
the custodian. Of particular concern are the “locations” and custodians of com-
puterized records. See, e.g., O’Donnell, supra note 69, at 696-98.

212. RusseLL SAGE Founp., GUIDELINES FOR THE COLLECTION, MAINTENANCE AND Dis-
SEMINATION OF PuriL ReEcorps 20, 48 (1970). The NCES’s Data Handbook
merges both government and education information in the maintenance of stu-
dent records. See NCES, Data HANDBOOK, supra note 201. School administra-
tors likely do not always perceive the distinction between maintenance of
bureaucratic information and safekeeping of student information.

213. A local policy might also adopt a purging protocol for discipline records in perma-
nent files.

214. Privacy RePoORT, supra note 69, at 399.
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terest inventory results, extracurricular activities, honors and
awards, and other such “nonessential” information about the student
that i1s not necessary for health and safety nor for the proper function
of the school.215 Schools always generate this kind of information and
should afford it the same protections as a permanent record, but it
should not be kept in perpetuity. This type of information is useful for
education personnel to keep track of students and to assist in their
long-term achievement but has a limited life-span. Such information
might be purged periodically.

The last category of information that could be put in a permanent
cumulative record is accumulated at the local educational agency’s
discretion and also should be purged periodically. This information
consists of both verified and unverified sensitive information dealing
with the student’s progress that may be essential for a long-term prog-
nosis but i1s most especially necessary for short-term investigative pur-
poses. This information should be purged as it is updated and
evaluated for its long-term usefulness and accuracy in dealing with
“academic performance, work habits, strengths and weaknesses, con-
duct, motivation, special problems, and the like.” These records might
include teacher and counselor observations, reports from outside

agencies, work samples, and reports from parent—teacher
conferences.216

Protected information that would likely never go into an official
student cumulative file are those files that are confidential as a mat-
ter of law. This information is usually exempt from third-party access
and forbidden from disclosure, usually by either common law or statu-
tory privilege. Such information includes the files of school psycholo-
gists, social workers, counselors, and perhaps even school nurses.
These professionals are trained in recordkeeping and, often, are re-
quired to keep files for ethical reasons. Such files might include notes,
transcripts, diagnoses, and test results; however, unless the “client”
consents to disclosure, she is considered outside the purview of
FERPA’s education records,217 though IDEA has provided very lim-
ited access and disclosure of such information.

The foregoing serves only a broad-brushed outline for a local edu-
cation policy covering information that must be protected as a matter
of law. Additional protected documentation or documents in a student
cumulative record may vary from locale to locale so the list cannot
necessarily be considered exclusive.218

215. RusseLL SAGE FOuUND., supra note 212, at 20-21, 48.
216. Id. at 21-22, 48.
217. Id. at 22.

218. Common sense would, however, dictate that some “documents” are clearly not
educational records because they are not “maintained” in a “filing cabinet in a
records room at the school or on a permanent secure database.” Owasso Indep.
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C. Acceptable Use of, Access to, and Disclosure of Student
Education Information

The constitutional limits on the use of and access to student infor-
mation 1s that, except under very limited circumstances, consent
should be required, whether from parents (in the appropriate case) or
from the student. Obviously, the primary exemption for a local pri-
vacy policy is that nonconsensual disclosure can be made to a third
party for health and safety reasons.219 Even under those circum-
stances, the local policy should encourage all efforts to notify the stu-
dent and her parents of that request.220 Otherwise, an educational
agency's nonconsensual use of and access to education information
should be limited to its “routine use.”

The “use” of a record is, in reality, a type of disclosure of a re-
cord.221 And “routine use” of a record is presumed valid without the
consent of the individual.222 Educational records should only be used
for those purposes for which they were collected, as other government
records are protected by the Privacy Act of 1974.223 A routine use is
“for a purpose which 1s compatible with the purpose for which it was
collected.”224 A routine use for student education information clearly
involves a “legitimate educational interest.”225 Such an interest sets
the practical limits on both the use of and access to information. The
exact boundary to such legitimate pedagogical concerns “is primarily
the responsibility of parents, teachers, and state and local school offi-
cials.”226 Those uses include in-house use by education personnel at

Sch. Dist. No. 1-011 v. Falvo, 534 U.S. 426, 433 (2002); see also Kelly A. Nash,
Note, Peer Grading Outlawed: How the Tenth Circuit Misinterpreted the Family
Education Rights and Privacy Act in Falvo v. Owasso Independent School Dis-
trict, 229 F.3d 956 (10th Cir. 2000), 25 HamLINE L. REv. 479, 512-13 (2002).

219. 20 U.S.C. § 1232g(a)1)(1) (Supp. 1I 2002).

220. Health and safety concerns are among the few applicable exemptions that derive
from the Privacy Act of 1974 and would also apply to educational information. 5
U.S.C. § 552a(b)(8) (2000). The majority of such situations that would require
nonconsensual disclosure would involve health records and emergency contact
information contained in the bureaucratic files, not in the students’ education
information such as grades or test results. A good central office of any school is
familiar with the needs of medically fragile children or otherwise has an implicit
understanding that parents will be contacted in case of emergency; notification
procedures are already in place and likely do not afford access by anyone other
than central office personnel.

221. See, e.g., id. § 552a(a)(7) (defining “routine use”).

222. 20 U.S.C. § 1232g(b)(1); see also 5 U.S.C. § 552a(b)3).

223. See, e.g., 5 U.S.C. § 552a(a)(7), (b)(3); see also Project, Education and the Law:
State Interests and Individual Rights, 74 MicH. L. REv. 1373 (1976).

224. 5 U.S.C. § 552a(a)(7).

225. 20 U.S.C. § 1232g(b)(1)(A).

226. Hazelwood Sch. Dist. v. Kuhlmeier, 484 U.S. 260, 273 (1988); see also Larson v.
Indep. Sch. Dist. No. 361, Nos. Civ.02-3611(DWF/RLE), Civ.02-4095(DWF/RLE),
2004 WL 432218, at *7 (D. Minn. Mar. 2, 2004) (involving a local policy which
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that institution for the educational interests of the student227 as well
as use by federal and state education agencies for educational pur-
poses. Even so, the local policy should require a record of who has
“routine-use” access, except perhaps in-house use.

Educationally related uses—or routine uses—that do not require
consent could follow the fairly narrow categories of “routine users” set
out by FERPA:228 (i) school officials with “legitimate educational in-
terests” in the records; (i1) school officials of transferee educational in-
stitutions; (i11) state and federal agencies for audit and reporting
purposes; (1v) entities involved with student financial aid; (v) organi-
zations involved in student testing and instructional materials; and
(vi) accreditation organizations. These routine uses include: the per-
formance of the tasks for which the school official was hired; the ful-
fillment of official business of the educational agency; the
accomplishment of tasks concerning a student; and purposes consis-
tent with the maintenance of the information.229 And regardless of
any other statute, IDEA limits access to these educational uses.230

One category of routine user is flexible, and that category concerns
the local agency’s denomination of school officials who have a “legiti-
mate educational interest” in the information. IDEA clearly limits
that interest to those who are involved in providing educational ser-
vices under the statute. However, this restriction does not seem to
affect the power of the educational agency to define the appropriate
school officials under FERPA.231 The DOE has suggested—and ap-
parently some educational agencies have adopted232—the following
general criteria for defining which routine users may have access to
educational records: (1) regular educational employees of the agency
(e.g., teachers, administrators, counselors, and so forth); and (i1) “per-
sons employed by or under contract to the agency or school to perform
a special task.”233 These straightforward definitions or something
similar would clearly inhabit a local policy.

defined school personnel qualified to receive student information pursuant to
FERPA).

2277. See, e.g., M.R.exrel. R.R. v. Lincolnwood Bd. of Educ., Dist. 74, 843 F. Supp. 1236
(N.D. Ill. 1994), affd, 56 F.3d 67 (7th Cir. 1995).

228. 20 U.S.C. § 1232g(b)(1).

229. Forum GUIDE, supra note 8, at 51.

230. Consent is required if the education records are used for anything but an educa-
tional purpose. 34 C.F.R. § 300.571(a)(2) (2005). In addition, IDEA regulations
restrict the “routine use” of education records to “participating agencies.” Id.
§ 300.571(b). A “participating agency” is “any agency or institution that collects,
maintains, or uses personally identifiable information, or from which information
is obtained . . ..” Id. § 300.560(c).

231. 20 U.S.C. § 1232g(b)(1)(A).

232. E.g., Larson v. Indep. Sch. Dist. No. 361, Nos. Civ.02-3611(DWF/RLE), Civ.02-
4095(DWF/RLE), 2004 WL 432218, at *7 (D. Minn. Mar. 2, 2004).

233. ForuM GuUIDE, supra note 8, at 51.
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On the other hand, all disclosures to law enforcement or pursuant
to some other legal order are not within a routine use but may instead
require special treatment for appropriate use and access. If the infor-
mation is compiled for administrative purposes and belongs to the
school as a government agency, every effort should be made to redact
personally identifiable information before handing over education in-
formation. However, if the requested information is collected for edu-
cational purposes and belongs to the student, a local policy should
require greater care be given to protect the rights of students than
those afforded by the federal statutes.

Any local policy must recognize that FERPA requires students and
parents to be notified before personally identifiable information is re-
leased or made accessible pursuant to court order.234¢ Such provision
is in tune with procedural rules for service of requests for production
of documents, response to subpoenas duces tecum,235 and appropriate
service of discovery requests on parties. Regardless of whether the
educational agency is served as a party236 or whether the educational
agency is served with a third-party request for production or subpoena
duces tecum,237 notice must be given to the affected students and par-
ents with an appropriate time for the students and parents to respond.

However, a local policy runs afoul of the Fifth Amendment if it ad-
heres to FERPA’s allowance for release of educational records without
notice pursuant to federal grand jury and other law enforcement sub-
poenas.238 Similarly problematic 1s FERPA’s “routine use” that al-
lows nonconsensual disclosure to juvenile justice systems under state
statutes authorizing such a disclosure.239 “[T]he government’s inter-

234. 20 U.S.C. § 1232g(b)(2)(B).

235. FED. R. Civ. P. 45; United States v. Westinghouse Elec. Corp., 638 F.2d 570, 581
(3d Cir. 1980).

236. See Mann v. Univ. of Cincinnati, 152 F.R.D. 119, 120-21, 126 (S.D. Ohio 1993)
(holding that the university violated a student’s privacy rights when 1t accessed
her medical records held by the student clinic without the student’s knowledge
and before the due date on subpoena). But see United States v. Bertie County Bd.
of Educ., 319 F. Supp. 2d 669, 671 (E.D.N.C. 2004) (ordering the school board to
turn over personally identifiable student information to the United States gov-
ernment pursuant to a civil request for production of documents because FERPA
is not violated when the government is acting in a law enforcement capacity).

237. Under some circumstances, written consent or, at the very least, the option of
waiving consent, might be required. Westinghouse, 638 F.2d at 581. But see Ber-
tie County Bd. of Educ., 319 F. Supp. 2d at 671.

238. 20 U.S.C. § 1232g(b)(1)(J).

239. Id. § 1232g(b)(1)X(E). The goal—better delivery of services to children at risk of
delinquency—is laudable:

FERPA allows schools to play a vital role in a community’s efforts to
identify children who are at risk of delinquency and provide services
prior to a child’s becoming involved in the juvenile justice system. ... As
more and more States establish information sharing programs to serve

students through cooperation with the juvenile justice system, the em-
phasis on neighborhood school participation in interagency information
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est 1n securing evidence for law enforcement, although compelling, is
not absolute and must be balanced against the court’s recognition of
the Fifth Amendment’s protection for individual privacy.”240 A pri-
vacy interest in education information clearly belongs to the student
who would have standing to assert a proprietary interest in the mate-
rial just as would an adult in similar information. Indeed, a similar
routine use was stricken from a federal agency’s system procedures as
an unlawful effort to circumvent the Privacy Act.241 An educational
agency treads on very shaky ground under the Fifth Amendment by
not providing prior notice to affected students whose personally identi-
fiable information and education records might be accessed by seem-
ingly unlawful means.242 Upon such notice, the student and parents
at least have the opportunity to oppose the disclosure and require that
the requesting party comply with applicable standards of relevance243
or otherwise require a judicial balancing of the government’s need for
the information with the student’s right of privacy.244

Last, a local policy must limit tertiary access to and disclosures of
information by individuals who have legal routine use of the informa-

sharing agreements will increase. FERPA need not be a barrier to this
progress toward proactive information sharing networks.
OFFICE OF JUVENILE JUSTICE & DELINQUENCY PREVENTION, U.S. DEP'T OF JUSTICE,
SHARING INFORMATION: A GUIDE TO THE FamMiLy EpucaTtionaLl RiGHTS AND PrI-
VACY AcCT AND PARTICIPATION IN JUVENILE JusTiCE Programs 13 (1997), http://
www.ed.gov/policy/gen/guid/fpco/pdf/sharinginfo.pdf [hereinafter OJJDP, SHAR-
ING INFORMATION]. However, laudable goals do not make such nonconsensual dis-
closure constitutional. Interestingly enough, the DOE has hidden guidance on
this matter to obscure references in its Forum Guide under the heading “Release
to Other Service Agencies,” as if criminal procedures under the Constitution were
not at issue but rather just another mundane and routine student service. Fo-
RUM GUIDE, supra note 8, at 76.
240. In re Grand Jury Subpoena Duces Tecum Dated May 9, 1990, 741 F. Supp. 1059,
1070 (S.D.N.Y. 1990) (citation omitted), aff’d, 956 F.2d 1160 (2d Cir. 1992).
241. Doe v. Stephens, 851 F.2d 1457, 146667 (D.C. Cir. 1988) (chastising the Veter-
ans Administration for adopting a regulation that made disclosures of medical
information a “routine use” in responding to a subpoena).
242. Educational agencies are ostensibly protected from liability for the disclosure of
school records under the USA Patriot Act amendments to FERPA. See 20 U.S.C.
§ 1232g(j)(3). However, if an educational agency is aware of basic Fifth Amend-
ment principles, it could hardly rely on this “protection” when it is not even a
close question.
243. See, e.g., FED. R. C1v. P. 26(b).
244. United States v. Westinghouse Elec. Corp, 638 F.2d 570, 578 (3d Cir. 1980) (“The
factors which should be considered in deciding whether an intrusion into an indi-
vidual’s privacy is justified are the type of record requested, the information it
does or might contain, the potential for harm in any subsequent nonconsensual
disclosure, the injury from disclosure to the relationship in which the record is
generated, the adequacy of safeguards to prevent unauthorized disclosure, the
degree of need for access, and whether there is an express statutory mandate,
articulated public policy, or other recognizable public interest militating toward
access.”).
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tion. The most constitutionally consistent policy forbids further dis-
closure in the absence of consent. In addition, FERPA mandates that
any and all disclosures to outside agencies come with an implicit, if
not explicit, tertiary promise of confidentiality, the promise not to re-
veal personally identifiable information to anyone outside the request-
ing entity:245 “personal information shall only be transferred to a
third party on the condition that such party will not permit any other
party to have access to such information without . . . written con-
sent.”246 Thus, to be on the safe side, a local privacy policy must re-
quire all third parties to whom records are disclosed to agree not to
make any further disclosure.

D. Reformulating Directory Information

A local policy should also reserve a particular category for directory
information because current policies under FERPA go far beyond the
legitimate educational purposes that should otherwise limit its disclo-
sure. Directory information is personally identifiable information that
an educational agency can regularly disclose without parental con-
sent. Local educational agencies could allow such disclosure after the
appropriate notice to parents for legitimate educational purposes. The
routine use of directory information should probably be limited to al-
low the disclosure of only minimal information for newspapers, year-
books, athletic programs, and the like. The only information really
needed for these educational uses is the student’s name; photograph;
participation in recognized sports and extracurricular activities; en-
rollment status; grade level; height and weight of athletic team mem-
bers; and degrees, honors, and awards received.247

In addition, a local educational agency may decide to provide mar-
keting information to commercial enterprises for which PPRA’s guide-
lines on this matter are probably the most cogent. Any activities
whereby personal information is collected, disclosed, or otherwise
used for marketing, for sale, or for divulging lists to others for that

245. 20 U.S.C. § 1232g(b)(1)X(E)Gi)II) (“[Tlhe officials and authorities to whom such
information is disclosed [must] certify in writing to the educational agency or
institution that the information will not be disclosed to any other party except as
provided under State law without the prior written consent of the parent of the
student.”); see also id. § 1232g(b)(1)(F).

246. Id. § 1232g(b)(4)(B). The educational agency may not permit access within five
years of a violation. Id. However, there is some concern that this tertiary prohi-
bition likely does not apply to directory information as FERPA is currently
constructed.

247. There seems to be no principled reason for a school to routinely disclose without
consent a minor student’s address, telephone listing, date and place of birth, and
e-mail address as currently espoused by the DOE and FERPA. In any case,
PPRA categorizes much of this information as “personal information” for which a
local policy can limit disclosure for marketing purposes. Id. § 1232h{(c)(1XE),

(6)(E).
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purpose248 require an even more simplified system of information.
Acceptable pieces of personal information under PPRA are limited to
the student’s (or her parent’s) first and last names, home address, and
telephone number (which is optional).24¢ PPRA also has a fairly good
list of the limits on educationally related nonconsensual disclosures of
such information for educational products or services.250

Once the local school district designates what educational informa-
tion to protect and to whom nonconsensual disclosure is an appropri-
ate routine use, the district must engage in the detail-work of
complying with the Constitution and the multifarious federal statutes.

IV. "PEACEABLE LIVING ONE AMONGST ANOTHER”:251
DRAFTING A LOCAL POLICY

A. The Drafters and the Draft

Each educational agency should have a privacy policy in place that,
in the main, deals with the protections over educational informa-
tion.252 That policy should be maintained for implementation and
training in faculty handbooks, for annual distribution 1n a par-
ent—student handbook,253 and, if applicable, on the school district’s
website.

Why a local policy? Because Congress is unlikely to cure the statu-
tory problems any time soon. Local educational agencies are left to
weather the increasingly imaginative civil rights and constitutional
claims as plaintiffs find no relief in pursuing the limited and rarely

248. Id. § 1232h{c)(2)(C).

249. Id. § 1232h(c)}6)(E). PPRA does not make the telephone number optional; how-
ever, with new federal and state “do-not-call” lists, a school would be hard-
pressed to justify requiring the dissemination of telephone numbers. Likewise,
PPRA’s listing of SSNs is unlawful without stringent limitations.

250. “Educational products or services” include postsecondary recruiters, book clubs
and other literary programs, curriculum and instructional materials, certain test-
ing and assessment instruments, student-recognition programs, and school-re-
lated sales activities. Id. § 1232h(c)(4)(A). Only PPRA’s allowance of military
recruitment might run afoul of appropriate nonconsensual disclosure of directory
information.

251. Jonn Locke, Two TreaTisEs oF GOVERNMENT 163 (Mark Goldie ed., Everyman
1993) (1690) (“The only way whereby anyone divests himself of his natural
liberty, and puts on the bonds of civil society is by agreeing with other men to join
and unite into a community, for their comfortable, safe, and peaceable living one
amongst another, in a secure enjoyment of their properties, and a greater
security against any that are not of it.”).

252. See generally Forum GUIDE, supra note 8; see also Scott A. Gartner, Note, Strip
Searches of Students: What Johnny Really Learned at School and How Local
School Boards Can Help Solve the Problem, 70 S. CaL. L. REv. 921, 965—68 (1997)
(positing that local school boards and community constituents should be responsi-
ble for drafting guidelines for strip-search policies).

253. E.g., W. Bradley Colwell & Brian D. Schwartz, Student Handbooks: A Significant
Legal Tool for the 21st Century, 154 W. Epuc. L. Rep. 409, 415 (2001).
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implemented statutory funding penalties. Local policies, rather than
blind adherence to flawed federal directives, may forestall those suits
by tightening up school district practices pursuant to constitutional
guidelines while still maintaining some local control. The DOE is not
getting sued for problems in i1ts guidances—local educational agencies
are. In addition, the local school board 1s the entity best equipped to
provide security systems that are easily understandable, and local im-
plementation of policies would greatly enhance the likelihood of pro-
viding for systemic accountability procedures.

The members of such a committee or commission concerning stu-
dent privacy rights and responsibilities should ideally include teach-
ers, administrators, parents, and perhaps students, especially
students who are eighteen or older and whose records belong to
them.254 The more the stakeholders believe they are vested in the
policy, the more cooperation a school district will receive in the imple-
mentation of the policy because of better community understanding.
Such local control would also be more sensitive to the informational
needs of and differing interests in commercial disclosure and the
school’s legitimate interest in defining its own directory information.

The process of drafting a privacy policy should involve serious
study of the extant law255 and, because the matter is one of constitu-
tional dimensions, a sensitivity to the concerns of a minority view-
point. Subsequent public hearings would be useful to examine that
minority viewpoint.256 Sample policies might be examined,257 but so
many of them are influenced by the incorrect and ineffectual advice
offered by the DOE that they should be used guardedly. Hence, the
school district’s attorney should review any policy before the gov-
erning body adopts 1t.258 And the policy should be revisited by a com-
mission every three or four years and reviewed annually by the
district’s attorney for changes in the law.259

To accomplish its purpose, any policy must be drafted with a few
concerns in mind. First, the policy must be easily understood if for no
other reason than practicality.260 Second, in keeping with the “plain

254. Privacy REPORT, supra note 69, at 436; RonaLp W. REBORE, Sr., A HANDBOOK
FOR SCHOOL BoARD MEMBERS 173 (Prentice-Hall, Inc. 1984); see also Peter San-
som & Frank Kemerer, Comment, It’s All About Rules, 166 W. Epuc. L. Rep. 395
(2002) (suggesting that class officers should aid in writing student education
codes so they are easily understandable to students). In any event, PPRA re-
quires parental input for local policies. 20 U.S.C. § 1232h(c)(1).

255. REBORE, supra note 254, at 173-74.

256, Id. at 174.

257. E.g., ForuMm GUIDE, supra note 8, at 22-41, 6469, 80-85.

258, Colwell & Schwartz, supra note 253, at 4186.

259. Id.; REBORE, supra note 254, at 174.

260. For example, certain parental notices under IDEA must be “understandable,” 34
C.F.R. § 300.504(c) (2005), thus assuring “informed” parental consent for certain
due procedures, id. § 300.505(a). More specifically, IDEA requires local educa-



1210 NEBRASKA LAW REVIEW [Vol. 84:1158

language” i1nitiatives in government communications,261 the same
principles should be used for student handbooks, adult notices, and
faculty compliance guides.262 This is particularly so given the mud-
dled state of privacy regulation over student education information.263
Third, a certain portion of the student population, those students who
are eighteen or older, must be adequately notified of their privacy
rights when their parents are no longer their representatives. With
these points 1n mind, the committee must tackle the sensitive and
complex points in the substantive privacy protections in the policy.

B. The Substance

As previously mentioned, FERPA and other applicable federal stat-
utes contain some privacy protections that serve as the policy’s abso-
lute minimum. Where the federal statutes and regulations do not
actually protect educational privacy or run afoul of the Constitution,
the local educational agency must choose more restrictive and protec-
tive guidelines.

The following are nonnegotiable guidelines that must be included
in any local policy:

1. Student information contained in education records is pro-

tected by the Constitution and requires consent before
disclosure.

The educational agency must describe the records it holds.264

Students must have access to their own records within reason
and, if necessary, under appropriate supervision.

4. Mature minor students have the right to withhold consent to
disclosure of records.

5. Nonconsensual disclosure of education records 1s appropriate
for the following educationally related purposes: internal ac-
cess to authorized school officials; officials of transferee
schools; authorized representatives of state and federal educa-
tional agencies; financial aid applications; organizations con-
ducting educational research for predictive testing, student aid

©o 1

tional agencies to send notices of records confidentiality and FERPA rights in
parents’ native language. Id. § 300.561(a)(1).

261. See, e.g., THOMAS A. MURAWSKI, WRITING READABLE REGULATIONS 112-18 (Caro-
lina Academic Press 1999); Michael S. Friman, Plain English Statutes: Long
QOuverdue or Underdone?, 7 Loy. ConsuMER L. Rev. 103 (1995); Steven L.
Schooner, Communicating Governance: Will Plain English Drafting Improve Reg-
ulation?, 710 Geo. WasH. L. Rev. 163, 16769 (2002).

262. See, e.g., MURAWSKI, supra note 261, 100-03.

263. See Thomas F. Blackwell, Finally Adding Method to Madness: Applying Princi-
ples of Object-Oriented Analysis and Design to Legislative Drafting, 3 N.Y.U. J.
Lecis. & Pus. Pol'y 227, 228-34 (2000) (footnote omitted).

264. 34 C.F.R. § 300.565.
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10.

11,

12.

13.

14.

15.

programs, and instructional improvement; and accrediting
organizations.

Strictly defined directory information is disclosed without con-
sent for intrascholastic and otherwise educationally related
purposes.

Directory information for educationally related purposes con-
sists only of name; photograph; age; major field of study; par-
ticipation in officially recognized activities and sports; weight
and height of members of athletic teams; grade level achieved;
and degrees, honors, and awards received.

Social security numbers are not routinely requested and never
disclosed except in compliance with the Privacy Act and any
federal statutory protocol that requires their notation, such as
the National School Lunch Program.

The educational agency complies with the minimum privacy
guidelines under the PPRA concerning parental consent to
surveys and physical examinations, but only to the extent
those guidelines are constitutional.

Special education records are kept separate from the records of
general education students. Medical information required for
legitimate education purposes for administering the IDEA will
be noted as available but stored apart from the education
records.

Medical information of all students is not an education record,
and any and all such information is kept segregated from edu-
cation records.

The educational agency that falls within HIPAA must comply,
including the appointment of a privacy officer.

Personally identifiable information and/or education records
are disclosed only upon parental consent to military recruiters
and marketing representatives.

Appropriate notice is given to students and parents before the
following disclosures of personally identifiable information
and/or education records: to law enforcement agencies; in com-
pliance with any subpoenas or other requests for documents;
and as required by any order of the court.

The local educational agency complies with students’ privacy
interests in all disclosures for bureaucratic rules and regula-
tions concerning the governance of the agency, such as attend-

ance reports, the National School Lunch Program Act, and the
like.
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16. The educational agency appoints an administrator to act as
privacy czar 1n charge of the privacy regulations, access to
records, security of records, and staff training.265

17. The educational agency adopts fair information practices to
protect student informational privacy.

The policy should also have the following “negotiable” guidelines
that could be included in a local privacy policy but would require both
meaningful and effective notice to parents and students and their
prior consent:

1. The policy defines “routine use” as “legitimate educational in-

terest” and thus limits school officials who have nonconsensual
disclosure and access rights.

2. The school enters into a compact with juvenile justice authori-
ties and other social service agencies for disclosure with a par-
ent—student opt-out provision.

3. The types of directory information are expanded but only with
consent.

4. Directory information can be disclosed for commercial pur-
poses, but only with consent.

5. Other disclosures of directory information are allowable if they
would be beneficial to the school and/or the students so long as
there is effective notice and prior consent.

6. Minor students are given the right to veto access to and disclo-
sure of their educational records.

7. The local agency follows consent protocols under COPPA.

8. The policy defines the contents of education records and collec-
tion protocols.

Once the content can be established, then the local drafters must
concern themselves with the fair information practices structure for
the policy. This structure currently informs much of federal privacy
policy-making.

C. Fair Information Practices

Any framework adopted by a local education agency should follow
the long-recognized fair information practices (“FI1P”s) first formulated
by the Department of Health, Education, and Welfare (“HEW”) 1n
1973, to govern the collection, maintenance, and dissemination of sen-
sitive information collected by that Department. These principles of

265. This privacy officer is required under both HIPAA and IDEA. Id. § 300.572(b).
However, HIPAA compliance is less likely to be required as IDEA compliance.
Congress also recently mandated each federal agency to appoint a Chief Privacy
Officer “to assume primary responsibility for privacy and data protection policy.”

5 U.S.C. § 552a note (2000); see Pub. L. No. 108-447, § 522, 118 Stat. 3268,
3268-70.
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FIPs were initially set forth in a report by HEW entitled Records,
Computers, and the Rights of Citizens,266 which addressed the in-
creasing sophistication of computer-based recordkeeping. Several fed-
eral privacy statutes have tried to conform to these standards,
including FERPA itself, with varying success.267

The original FIPs set out in the HEW report were as follows:

More recently, the FTC issued a report to Congress for online pri-
vacy and simplified the appropriate FIPs as follows: Notice, Choice,

1. There must be no personal data record-keeping systems whose very exis-
tence is secret;

2. An individual must have an avenue to find out what information about
him is in a record and how it is used;

3. An individual must be able to prevent information that was obtained for
one purpose from being used or made available for other purposes without his
consent;

4. An individual must be able to correct or amend a record of identifiable
information about him;

5. Any organization creating, maintaining, using, or disseminating records
of identifiable personal data must assure the reliability of the data for their
intended use and must take precautions to prevent misuse of the data.268

Access, Security, and Enforcement:269

1. Prior Notice/Awareness principle: the agency advises the individual of the
entity’s collection, use, and disclosure practices vis a vis personal information;
2. Choice/Consent principle: the agency gives the individual the options for
whether and how the personal information can be used;

3. Access/Participation principle: the agency gives the individual the right
to inspect, review, and amend collected information;

4. Integrity/Security principle: the agency takes reasonable steps to assure
accuracy of information and prevents unauthorized access;

5. Enforcement/Redress principle: the agency provides a means of ensuring
compliance and/or “redressing” injuries.270

266. U.S. DeP'r oF HEALTH, EDUC. & WELFARE, RECORDS, COMPUTERS, AND THE RIGHTS

2617.

268.

269,

270.

ofF Crrizens (1973), available at http://www.aspe.hhs.gov/datacncl/1973privacy/
tocprefacemembers.htm [hereinafter HEW REePoRT].

Winn, supra note 122, at 649-50. For example, HIPAA’s regulations for the col-
lection of protected health information incorporated three clearly identifiable fair
information practices: (i) the patient has a right to inspect and to amend her
records (access/participation); (ii) the provider must provide notice of its privacy
practices and the use and disclosure of the information (prior notice/awareness);
and (ii1) the patient can request an accounting of the provider’s disclosures (se-
curity and enforcement/redress). Gostin et al., supra note 129, at 1115, 1128-30.
HEW REPORT, supra note 266, at xx—xxi, avatlable at http://www.aspe.hhs.gov/
datacncl/1973privacy/Summary.htm (providing additional explanation of the
HEW Report’s recommendations).

See FED. TRADE CoMM'N, Privacy ONLINE: FAIR INFORMATION PRACTICES IN THE
ELEcTRONIC MARKETPLACE (2000), http://www.ftc.gov/reports/privacy2000/pri-
vacy2000.pdf [hereinafter FTC, Privacy ONLINE].

Steven Hetcher, The De Facto Federal Privacy Commission, 19 J. MARSHALL J.
CoMPUTER & INFO. L. 109, 121--22 (2000); see HEW REPORT, supra note 266; Jerry
Berman & Deirdre Mulligan, Privacy in the Digital Age: Work in Progress, 23
Nova L. Rev. 551, 5567 (1999); Garber, supra note 158, at 153 n.109; Susan E.
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Although not all student records are computer data records, these
simplified data protections are useful for a local educational agency in
drafting its own privacy policy.

1. Notice/Awareness Principle

Parents and children must be notified annually of the educational
agency’s privacy policy.271 The annual distribution of student hand-
books might suffice to give proper notice; publication in an annually
distributed handbook would certainly provide an appropriate fo-
rum.272 But the reality of parents actually reading a student hand-
book all the way through every year is probably overoptimistic,
thereby not comporting with the “awareness” principle. Thus, the best
opportunity to give personal and specific notice to each parent i1s dur-
ing annual registration.273

Gindin, Lost and Found in Cyberspace: Informational Privacy in the Age of the
Internet, 34 SAN DiEgo L. REv. 1153, 1219 (1997); Gostin et al., supra note 129, at
1128-30 (describing fair information practices employed to protect personal
health information). The first four FIPs are also specifically identified by the
FTC as standards that private-sector websites should follow with regard to the
collection of personally identifiable information. FTC, Privacy ONLINE, supra

note 269.

Formalizing FIPS was suggested for the following purposes: (i) to prevent the
accretion of secret personal data records held by the government; (i1) to provide a
citizen the opportunity for finding out what information the government held and
how it was being used; (iii) to allow a citizen to limit the disclosure of his personal
information for purposes other than for which it was originally provided; (iv) to
give a citizen the right to correct information being held; and (v) to force the gov-
ernment to keep accurate records and to prevent misuse. Daniel J. Solove, Access
and Aggregation: Public Records, Privacy and the Constitution, 86 MinN. L. Rev.
1137, 1165 (2002); see also Paul M. Schwartz, Comment, Free Speech vs. Informa-
tion Privacy: Eugene Volokh’s First Amendment Jurisprudence, 52 Stan. L. Rev.
1559, 1561 (2000) (footnotes omitted).

271. Both FERPA and PPRA require annual notification. 20 U.S.C. §§ 1232g(e),
1232h{(c)(2)(A)<B) (Supp. II 2002); 34 C.F.R. § 99.7 (2005).

272. Colwell & Schwartz, supra note 253, at 414.

273. The DOE advises schools that the notification need not be made individually to
parents or eligible students and instead suggests that local or student newspa-
pers, handbooks, or similar avenues of “distribution” are sufficient; however, the
DOFE’s advice is not realistically “effective” notice. See U.S. DepP'r oF Ebpuc.,
FERPA GENERAL GUIDANCE FOR PARENTS, http://www.ed.gov/policy/gen/guid/fpco/
ferpa/parents.html (last visited May 15, 2006); U.S. DepP't or Epuc., FERPA GEN-
ERAL (GUIDANCE FOR STUDENTS, http://www.ed.gov/policy/gen/guid/fpco/ferpa/stu-
dents.html (last visited May 15, 2006). FERPA specifically requires that the
annual notice “effectively informs” parents and eligible students. 20 U.S.C.
§ 1232g(e). The FERPA regulations and the DOE require only notice that is “rea-
sonably likely to inform” general education students but must “effectively notify”
special education parents and parents whose primary language 1s not English.
34 C.F.R. § 99.7 (emphasis added). Surely, providing notice that is not even de-
signed to be “effective” is a practice and policy in violation of FERPA.
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Because school districts are required to give notices and obtain
consent under some statutes, such as COPPA, providing notice and
acquiring consent at the same time would seem to be the easiest for-
mat and would allow school districts to get it all taken care of in one
fell swoop. Annual registration (or registration upon entering a new
school) as a precondition to matriculation would be the ideal time to
distribute notices and obtain signed consent forms. Such notices could
provide a truncated version of all the privacy rights and responsibili-
ties of the school, parent, and child with references to the full policy in
the student handbook or on the website. Attached but easily removed
would be the consent forms that would be required for further disclo-
sure of information. And although school administrators decry the
perceived burden of paperwork,274 there would seem to be little ad-
ministrative work in giving each parent, at the time of school registra-
tion, an individual notice with a checklist of notices and consents. As
each child is then entered into each school’s database, the appropriate
sorting characteristics could be attributed to the parents’ choices so
that different lists could be generated.275

2. Choice/Consent Principle

Choice: The fair information practice of choice in education infor-
mation would have to clearly distinguish, for both students and par-
ents, those instances in which consent will not be required and those
when it 1s. As described above, routine uses of information for educa-
tionally related functions would not require affirmative consent so the
local privacy policy should delineate those records that will be accessi-
ble for educational purposes, under what circumstances, and by
whom. Also, the nonconsensual disclosure of minimal directory infor-
mation for educationally related purposes must be set out for appro-
priate notice. But any other use of education records—particularly
any commercial use—and the expansion of the limits of directory in-
formation requires the parents to choose and supply affirmative
consent.

Consent:276 As with adults’ rights under the Privacy Act of 1974,
student educational privacy rights must be governed by an affirmative
consent system—an opt-in system rather than opt-out system.277
There 1s no philosophical, economic, nor logical justification for not do-
Ing so, especially because some privacy statutes protecting children,

274. Privacy REPORT, supra note 69, at 429.

275. “Situational” notices will also have to be sent under PPRA whenever an educa-
tional agency engages in the administration of surveys or physical examinations
that are not otherwise scheduled at the time the annual notice is distributed. 20
U.S.C. § 1232h(c)(2)(C).

276. See also RUsSSELL SAGE Founbp., supra note 212, at 25-28.

277. See, e.g., Garber, supra note 158, at 153 n.109.
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such as COPPA and HIPAA, require affirmative opt-in consent from
parents.278 An opt-in system gives the parent a reasonable opportu-
nity to select how much of the child’s privacy and even the parents’
privacy should be revealed and presumes a protection of that privacy.
Opt-out programs are problematic because they require meaningful
and effective notice—something that is not currently required by the
DOE—in order to make an informed choice to consent.279 And there
is something very democratic about having an “opt-in” form of govern-
ment where the participant believes he truly has a choice in the use of
the information.280

A community privacy policy might also include interagency disclo-
sure to juvenile justice authorities. Certain information-sharing prac-
tices are helpful in the administration of the juvenile justice system
and to keep children out of it. Indeed, interagency cooperation would
likely streamline services for children’s supportive services, increasing

278. Under similar circumstances, parental consent is usually required before provid-
ing medical treatment to children, defined by one court as an associational pri-
vacy right. Wallis v. Spencer, 202 F.3d 1126, 114142 (9th Cir. 2000) (holding
that a state must get prior consent before engaging in an investigative physical
examination of children).

279. Hatch, supra note 160, at 1498-1500. The lure of opt-out systems is the
merchant’s “bet” that the consumer will not want to take the trouble to affirma-
tively “withdraw” consent. Unfortunately, most federal and state laws follow the
opt-out type of system, and most consumers tend to stay with that “default” posi-
tion. Vera Bergelson, It’s Personal but Is It Mine? Toward Property Rights in
Personal Information, 37 U.C. Davis L. Rev. 379, 393 (2003). That is especially
so when the opt-out process is difficult. Id. at 394.

280. See, e.g., Marla Pollack, Opt-In Government: Using the Internet to Empower
Choice—Privacy Application, 50 CatH. U. L. Rev. 6563, 653 (2001). To the con-
trary is the opinion in U.S. West, Inc. v. F.C.C., 182 F.3d 1224, 123839 (10th Cir.
1999). In the U.S. West decision, the Tenth Circuit determined that an FCC reg-
ulation requiring that telecommunications customers affirmatively approve—or
“opt-in"—to a company’s use of “customer proprietary network information” vio-
lates the First Amendment regarding commercial speech and is insufficiently tai-
lored to meet the government’s goals of maintaining customers’ privacy. Id. Of
course, the problem was analyzed in a cost-benefit manner, disregarding entirely
that utilities are government proxies. The consumer’s giving information to a
utility lacks much semblance of voluntariness because one must have a relation-
ship with the utility and, in reality, there is very little real competition in a given
jurisdiction. But see Michael E. Staten & Fred H. Cate, The Impact of Opt-In
Privacy Rules on Retail Credit Markets: A Case Study of MBNA, 52 Duke L.J. 745
(2003) (arguing that mandating opt-in privacy regulations on private entities
costs too much).

Here, the better analogy is to the Privacy Act. If the federal government has
an opt-in system for adults, how hard is it to ask the same of an educational
agency? This opt-in system should not be confused, however, with the diminution
of any rights mature minors themselves have in health and medical decision-
making, like school condom-distribution programs, that otherwise pits parents’
interests against their children’s right to privacy. See, e.g., Parents United for
Better Schs., Inc. v. Sch. Dist. of Philadelphia Bd. of Educ., 978 F. Supp. 197, 209
(E.D. Pa. 1997), affd, 148 F.3d 260 (3d Cir. 1998).
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access to social and educational services, and conducting policy plan-
ning.281 However, “[algencies that collaborate for in-take procedures,
direct service, or research should explicitly spell out procedures for
obtaining written consent and define in advance what data will be
shared, how they are used, and the means of ensuring privacy if they
are released from the originating agency.”282 QOtherwise, there is no
justification for exempting disclosures to the juvenile justice system
from the required consent provisions that offer protections similar to
those afforded adults under the rules of criminal procedure and due
process.

In offering a Choice of Consent options on an annual basis, a local
policy should be guided by the following:

1. No consent required:

Student use
Educationally related purposes (“routine uses”)

Disclosure of minimal directory information for intrascho-
lastic purposes

Access by parents (including noncustodial parents pursu-
ant to the appropriate state law and court orders)

Emergencies

4 O Qwp

2. Annual opt-in (prior consent required):

A. Expanded selection of directory information
B. Commercial use of directory information

C. HIPAA

D. COPPA

E. Military recruitment

F. National School Lunch Program, if applicable

G. Access by noncustodial parents different from 1(D) above

3. Annual opt-out (prior consent presumed):

A. Use of directory information under any circumstances

B. PPRA

C. dJuvenile justice and other social service agencies 1n a com-
pact agreement that protects privacy

4. Situational opt-outs: PPRA (for data collection not otherwise
contemplated at the time of the annual notification)

281. Foruwm GUIDE, supra note 8, at 76. One such program is asserted to be the Seri-
ous Habitual Offender Comprehensive Action Program. OJJDP, SHARING INFOR-
MATION, supra note 239, at 16-17.

282. Forum GuIDE, supra note 8, at 76.
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3. Access/Participation Principle

Access: The access practice in a local policy would obviously afford
access rights to education records to parents, at least until the child is
eighteen.283 Allowing parents such access seems appropriate as they
are the guardians with the best ability to assure a child’s due process
rights are protected and that her legal interests are otherwise
honored.284 Local educational agencies also must be attentive to the
rights of noncustodial parents and provide them with equal access
rights to the custodial parent, in the absence of a court order, statute,
or other document that has revoked those rights.285 However, that
same access should also be afforded to students, considering after all
that the records do belong first and foremost to them.

A local policy might adopt a minimum age requirement at which
students could exercise these access rights on a routine basis; how-
ever, COPPA attributes thirteen-year-olds with the maturity to make
on-line decisions and that seems an appropriate age to start. Regard-
less, the local policymakers have to be cognizant that, at some point,
mature minors may decide to limit parental access entirely. And
there 1s clearly no parental access to certain medical information that
i1s privileged or otherwise undisclosable pursuant to statute, such as
the substance abuse records and medical matters for which mature
minors can make their own decisions.

A local committee needs to look no farther than both the statutory
and regulatory frameworks of FERPA and IDEA to follow a template
within which to work for activating the access process. Within a rea-
sonable time (and not more than forty-five days) of a request, an edu-
cational agency must allow parents and eligible students the
opportunity to inspect and review the record.286 Both regulatory
schema require the educational agency to respond to reasonable re-
quests for interpretations and explanations, to provide copies if re-
quested, and under IDEA, to allow a representative of the parent the
same right to access.287 These rather straightforward requirements
have been fairly adequately documented, with appropriate exemplars

283, 20 U.S.C. § 1232e(a)(1)(A) (Supp. IT 2002).

284. See generally NatT'L Comm. rFor CiTizENs IN Epuc., STUDENTS, PARENT AND
SCHOOL REcoRDs 32-35 (1974) (discussing the common law traditions and prece-
dents that grant parents the right to review their children’s records unless con-
trary to state statute or regulation).

285. 34 C.F.R. § 99.4 (2005). Each state’s position on the rights of noncustodial par-
ents should be examined closely to account for the amount of access to which they
are entitled. See, e.g., Crowley v. McKinney, 400 F.3d 965 (7th Cir. 2005) (hold-
ing that a noncustodial parent does not have a liberty interest in direct access to
student records).

286. 34 C.F.R. §§ 99.10(b), 300.562(a).
287. Id. §§ 99.10, 300.562.
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provided by the DOE.288 Similar procedures should be provided to
students, with the same notice and rights as parents have to access to
and disclosure of their own records.

The local committee also would do well to consult its school board
attorney about access rights under HIPAA—separate access protocols
and separate records under HIPAA’s regulations would militate ad-
hering to the exact language of the statute and regulations.289

Participation: A fair information system must also provide an indi-
vidual with the right to amend inaccurate records. Again, FERPA and
IDEA (through its incorporation of FERPA) lay out the skeletal
groundwork for a local educational agency to provide an amendment
process, at least for parents.290 A parent or eligible student may re-
quest an amendment291 to which the agency must respond within a
reasonable period of time.292 An agency’s refusal to amend triggers a
hearing process.293 A local educational agency should therefore be at-
tentive to providing appropriate hearing procedures.294 Other privacy
statutes, such as HIPAA, have similar amendment procedures.295

4. Integrity/Security Principle296

Integrity: Self-policing local procedures and reviewing the reten-
tion of records is the best formula for a local policy in maintaining the

288. Forum GuUIDE, supra note 8, at 57—69.
289. 45 C.F.R. § 164.524 (2005); see Moore & WALL, supra note 121, at 9.
290. E.g., 20 U.S.C. § 1232g(a)(2) (Supp. II 2002); see also 5 U.S.C. § 552a(d)(2)(4)
(2000). The Privacy Act provides that the agency must respond within ten days
of the request for amendment. Id. § 552a(d)(2).
291. 34 C.F.R. §§ 99.20(a), 300.567(a).
292. Id. §§ 99.20(b), 300.567(b).
293. Id. §§ 99.20(c), 99.21-.22, 300.567(c), 300.568-.569.
294. See, e.g., RusseLL SAGE FouNnD., supra note 212, at 23-24. Such quasi-judicial
procedure might also include an annual review for the continued retention of
some materials. Id. The early HEW Report suggested the following:
Maintain procedures that (i) allow an individual who is the subject of
data in the system to contest their accuracy, completeness, pertinence,
and the necessity for retaining them; (i1) permit data to be corrected or
amended when the individual to whom they pertain so requests; and (iii)
assure, where there is disagreement with the individual about whether a
correction or amendment should be made, that the individual’s claim is
noted and included in any subsequent disclosure or dissemination of the
disputed data.

HEW REPORT, supra note 266, at xxvi, 63-64. For sample procedural forms, see

ForuM GUIDE, supra note 8, at 67-69.

295. 45 C.F.R. § 164.526 (2005); see Moore & WALL, supra note 121, at 9.

296. One of the major difficulties surrounding a governmental agency’s misuse of
information it has collected may be more a product of government culture rather
than deliberate erroneous disclosure, a question of control of government rather
than control of the information. One commentator posits four reasons to “blame”
that government culture: (i) individual privacy is in tension with and perhaps
contrary to the substantive goals of the agency; (i1) individuals are not good
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integrity and accuracy of records. The first part of such procedures
would require that the agency “[m]aintain data in the system with
such accuracy, completeness, timeliness, and pertinence as is neces-
sary to assure accuracy and fairness in any determination relating to
an individual’s qualifications, character, rights, opportunities, or ben-
efits that may be made on the basis of such data.”297 Such procedures
would require staff training and periodic retraining in addition to sys-
temic evaluations of recordkeeping procedures.298 As for the retention
policies, an agency should regularly “[e]liminate data . . . when the
data are no longer timely.”299 Regular purging of outdated education
information, particularly disciplinary records and information with a
short shelf-life, would remove obsolete information from disclosure.300

Security: Whatever local policies an educational agency might
adopt concerning the collection and disclosure of student information,
there is very little discretion in the necessity for keeping the informa-
tion secure.301 However, none of the federal statutes that protect chil-
dren’s privacy even intimate at security measures for the information,
except IDEA.302 The most helpful suggestion for establishing a secur-

guardians of their own privacy rights; (i11) government activity is not “reliably
motivated” to protect privacy and is difficult to “monitor”; and (iv) information is
an item that is difficult to define legally and therefore difficult to corral. Lillian
R. BeVier, Information About Individuals in the Hands of Government: Some
Reflections on Mechanisms for Privacy Protection, 4 WM. & MARY BiLL RTs. J.
455, 464 (1995). Furthermore, although the government agency is in the
“business” of collecting information, the individual is usually not voluntarily
giving the information. Id. at 469. At least psychologically, the government is
prying for its own purposes and has difficulty perceiving that the citizen is an
unwilling participant. The government agency does not necessarily perceive its
two “hats.” Educational institutions have been accused of being similarly torn
between their own self-interests and those of the students. See, e.g., PrRivacy
REPORT, supra note 69, at 429.
297. HEW REePorT, supra note 266, at 56-57.
298. Id. at 57.
299. Id.
300. Id. IDEA requires that parents be notified when special education information is
destroyed. 34 C.F.R. § 300.573 (2005).
301. RusseLL SAGE FounbD., supra note 212, at 23-24.
302. The applicable regulation states:
(a) Each participating agency shall protect the confidentiality of person-
ally identifiable information at collection, storage, disclosure, and de-
struction stages.
(b) One official at each participating agency shall assume responsibility
for ensuring the confidentiality of any personally identifiable
information.
(c) All persons collecting or using personally identifiable information
must receive training or instruction regarding the State’s policies and
procedures under § 300.127 and 34 C.F.R. part 99.
(d) Each participating agency shall maintain, for public inspection, a
current listing of the names and positions of those employees within the
agency who may have access to personally identifiable information.

34 C.F.R. § 300.572.
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1ty system comes from the Privacy Act of 1974, which requires a fed-
eral agency to “establish appropriate administrative, technical, and
physical safeguards to insure the security and confidentiality of
records.”303 Combining the generalities of the Privacy Act with the
specifics of IDEA would most benefit any security policy created by a
local educational agency.

With regard to technical and physical safeguards, federal computer
databases that hold government information have specific security
guidelines for agency information systems.304 Likewise, local educa-
tional agencies must keep their computer systems tamper-free.305
However, not all educational information is on a computer system. To
the extent that there exist paper files of any kind—permanent
records, medical records, student work-product, and the like—each lo-
cal agency must designate a secure location for the material to which
only authorized personnel have access. In addition, IDEA regulations
require special confidentiality of special education records. Conse-
quently, it makes sense to segregate the records of special education
students from those of the general education population. This is par-
ticularly so because IDEA requires that the school maintain a list of
those employees with access,306 which necessitates the local privacy
policy’s treatment of administrative safeguards.

Administrative safeguards in place under FERPA and IDEA al-
ready require that access logs be kept of student records, except access
provided to parents and authorized school personnel.307 Conse-
quently, IDEA requires that one school official be in charge of the se-
curity of IDEA records and further mandates that persons collecting

303. 5 U.S.C. § 552a(e)(10) (2000) (“[Alnd to protect against any anticipated threats or
hazards to their security or integrity which could result in substantial harm, em-
barrassment, inconvenience, or unfairness to any individual on whom informa-
tion is maintained.”). One example of such agency security protocol for health
information is the Center for Disease Control. See CTr. FOR Disease CONTROL,
SECURITY INFORMATION FOR NEDSS BaAsE SysTEM STATES: A CHECKLIST FOR SE-
cURITY ProTECTION (2002), http:/www.cdc.gov/nedss/Security/Security_InfoNB_
Sys_Sites_V01.pdf. The security measures for HIPAA are in HIPAA Security Re-
quirements Matrix, 45 C.F.R. pt. 164, subpt. C (2005), available at http://www.
ihs.gov/AdminMngrResources/HIPAA/Docs/HIPAAZ%20Security%20Require-
ments%20Matrix%20v2.doc. For general policies for the Department of Com-
merce and the Office of Management and Budget, see NAT'L INST. OF STANDARDS
& TecH., U.S. DeP’'T oF CoOMMERCE, RECOMMENDED SECURITY CONTROLS FOR FED-
ERAL INFORMATION SYSTEMS (2005), http://csrc.ncsl.nist.gov/publications/nistpubs/
800-53/SP800-53.pdf.

304. Computer Security Act of 1987, 15 U.S.C. §§ 278g-3 to -4 (Supp. 11 2002).

305. See, e.g., ForuMm GUIDE, supra note 8, at 77-78; NaT’L ForuM onN Epuc. StATIS-
TICS, WEAVING A SECURE WEB AROUND EbpucaTionN: A GUIDE To TECHNOLOGY
STANDARDS AND SEcCURITY (2003), http:/nces.ed.gov/pubs2003/secureweb.

306. 34 C.F.R. § 300.572(d).

307. Id. §§ 99.32(d), 300.563. FERPA’s access logs must also note who requested ac-
cess but was refused. Id. § 99.32(a)(1).
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and using IDEA information receive appropriate training.308 Having
to designate such an individual for all education records—ideally an
administrator—would not be that much more difficult.309

Unlike IDEA’s logs, FERPA’s logs do not require notation of access
by external state and federal agencies with a legitimate educational
interest—such as transferee school systems310—or by agencies with
funding or regulatory authority of schools—such as the Comptroller
General, the DOE, and state educational agencies; organizations stud-
ying educational institutions for improving testing and instruction;
and school accreditation organizations.311 Similarly congruent is the
disclosure of records for financial aid applications.312 All these func-
tions can be justified on the notion that they are routine uses of the
materials for which the student and parent would not otherwise be
notified because consent is not required and therefore access need not
be noted.

All other “external” access by individuals, agencies, and others re-
questing or otherwise obtaining access should be listed on appropriate
rosters.313 Similarly, the access log should be used by local juvenile
authorities if an information-sharing compact is in place, as discussed
above.314

308. Id. § 300.572.

309. See, e.g., RUSSELL SAGE FounbD., supra note 212, at 23.

310. 20 U.S.C. § 1232g(b)}(1)XB) (Supp. II 2002).

311. Id. § 1232g(b)(1)(C), (F)—Q).

312. Id. § 1232g(b)(1)(D).

313. Id. § 1232g(b)(4)(A) (“Each educational agency or institution shall maintain a re-
cord, kept with the education records of each student, which will indicate all indi-
viduals (other than those [with legitimate educational interests]), agencies, or
organizations which have requested or obtained access to a student’s education
records maintained by such educational agency or institution, and which will in-
dicate specifically the legitimate interest that each such person, agency, or organ-
ization has in obtaining this information.”). Under IDEA, “[e]lach participating
agency shall keep a record of parties obtaining access to education records col-
lected, maintained, or used under [IDEA] (except access by parents and author-
ized employees of the participating agency), including the name of the party, the
date access was given, and the purpose for which the party is authorized to use
the records.” 34 C.F.R. § 300.563. Similarly, “[e]ach participating agency shall
maintain, for public inspection, a current listing of the names and positions of
those employees within the agency who may have access to personally identifi-
able information.” Id. § 300.572(d).

314. Law enforcement authorities would not sign an access log because, legally, they
would have been required to give direct notice to the affected student and parent.
In the failure of that notice, such disclosures would have to be noted in the appro-
priate log.

Equally important are concerns about access by the public at large and the
press in particular. Although any lengthy discussion of the press and children’s
privacy is beyond the scope of this Article, the Freedom of Information Act
(“FOIA”) prohibits the disclosure of agency materials that are “personnel and
medical files and similar files the disclosure of which would constitute a clearly
unwarranted invasion of personal privacy.” 5 U.S.C. § 552a(b)(6) (2000). Clearly,
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5. Enforcement/Redress Principle

Federal Enforcement/Redress: A local education agency has no
leeway in altering the procedures afforded by the federal statutes for
enforcement of its laws, regardless of their lack of efficacy. FERPA
and, hence IDEA, provide procedures through the DOE’s Family Pol-
icy Compliance Office (“FPCQ”)315 for violations of FERPA. IDEA also
provides similar complaint procedures through state departments of
education.316 For the time being, FERPA does not provide a private
right of action while IDEA still does. As a consequence, general edu-
cation students’ only statutory recourse is a financial penalty against
the educational agency that has a “policy or practice” of failing to com-
ply with FERPA while special education students have more “per-
sonal” and litigable rights.

The other miscellaneous privacy acts also have varying remedies,
both administrative and judicial. PPRA leaves enforcement and re-
dress up to the discretion of the Secretary of Education,317 although
complaints are still directed to the FPCO.318 On the other hand,
under the Privacy Act of 1974, unauthorized disclosures of SSNs are
subject to civil remedies against the educational agency319 and crimi-
nal penalties against the employee who made the unlawful disclo-
sure.320 The National School Lunch program imposes fines and
imprisonment.321 COPPA applies only to private-sector data collec-
tion so the enforcement mechanism is through the FTC,322 but an ed-
ucational agency is unlikely to get caught up in a FTC enforcement
action against a private entity. And substance abuse legislation pro-

educational records are “similar files” under FOIA and exempt from release by
the agency. Dep’t of Air Force v. Rose, 425 U.S. 352, 37677 (1976). The informa-
tion is, after all, not a function of the school qua governmental agency but a col-
lection of records of school as keeper of the records in a centralized location for
educational information, making educational records even more divorced from
the agency function than even personnel files. Personnel files are exempt from
access by the public—or release by the government agency—because they contain

information, the disclosure of which would constitute an invasion of privacy. Id.

at 371-72; Wayland v. NLRB, 627 F. Supp. 1473, 1478 (M.D. Tenn. 1986). Such

prosaic information such as place of birth and date of marriage are non-accessible
under FOIA. See, e.g., Barvick v. Cisneros, 941 F. Supp. 1015, 1020 (D. Kan.

1996). So why i1n the world should third parties have access to student records of

minors that contain personally identifiable information?

315. 34 C.F.R. §§ 99.60-.67.

316. Id. §§ 300.575, .660-.662.

317. 20 U.S.C. § 1232h(e).

318. See U.S. Der’r oF Epuc., ProTECTION OF PUPIL RicHTS AMENDMENT (PPRA),
http://www.ed.gov/policy/gen/guid/fpco/ppra/index.html (last visited May 15,
2006).

319. 5 U.S.C. § 552a(g) (2000).

320. Id. § 552a(i).

321. 42 U.S.C. § 1758(b)(2)(C)(v) (Supp. II 2002).

322. 15 U.S.C. § 6505(a) (2000).
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vides for criminal fines of $500 to $5000 for violations reported to the
local United States Attorney.323

This system of statutory violations does not, however, prevent a
student from going straight to court for a privacy violation, under ei-
ther common law invasion of privacy, state constitutions and statutes,
or the United States Constitution. Because the only two realistic rem-
edies are relatively minor—injunctive relief or minimal damages—
something other than litigation should be considered by a local policy
committee. Although not necessarily binding in effect, internal medi-
ation procedures and/or hearing officers might alleviate the risks of
incurring the only real penalty in these cases—significant attorney
fees for both parties.

Local Compliance: Obviously, internal, administrative sanctions
against personnel would be useful in any privacy policy, but they
would have to be subject to applicable law. Indeed, HIPAA requires
the imposition of internal personnel sanctions,324 but any such policy
must comport with the applicable state statutes and collective bar-
gaining agreements for any and all school officials. All this suggests
that the local policy provide for adequate training of personnel on the
use of personally identifiable information in whatever form.

The more important matter is recourse and redress against the lo-
cal educational agency itself. FERPA and IDEA already require ad-
ministrative hearing procedures for local agencies to follow in the
event there is a controversy about amending an education record,325
and each local educational agency is required to have policies and pro-
cedures 1n place for the intricate due process requirements of
IDEA.326 Hence, an administrative remedy might be a good starting
place to iron out problems with privacy issues at least with regard to
violations that occur at the local agency level. Although an adminis-
trative agency hearing is not going to award damages, it can issue
enforceable orders concerning injunctive relief and other curative
measures that would be more personal. Making mediation an op-

323. 42 C.F.R. §§ 2.4-.5 (2005).

324. 45 C.F.R. § 164.530(e)(1) (2005) (“A covered entity must have and apply appropri-
ate sanctions against members of its workforce who fail to comply with the pri-
vacy policies and procedures of the covered entity or the requirements of this
subpart {Privacy of Individually Identifiable Health Information].”). HIPAA also
requires an internal procedure for filing complaints involving noncompliance
with policies and procedures. Id. § 164.530(d). Unfortunately, there does not
seem to be any redress. See Moore & WaLL, supra note 121, at 1. However, that
may only be because the transition periods expected for compliance with the new
HIPAA regulations were extended to April 2004. Id. §8§ 164.532, .534. The com-
plaints must be kept on file for six years. Id. § 164.530(j). The Department of
Health and Human Services monitors records to track compliance with HIPAA
privacy rules. Id. § 164.502(a)2).

325. 34 C.F.R. § 99.22 (2005).

326. Id. §§ 300.500-.517.




2006] INFORMATIONAL PRIVACY FOR SCHOOLCHILDREN 1225

tion—as now provided in IDEA—would also cure the problem. That is
not to say that damages might not come up for which a lawsuit might
be filed. However, many of these privacy concerns are one-off proposi-
tions that can be easily cured in the less acrimonious atmosphere of an
administrative hearing.327

Regardless of the content of a local privacy policy, modern day pri-
vacy concerns and modern technology require adherence to these fair
information practices. To the extent that the federal legislation that
purports to protect children fails to incorporate those principles, the
local agencies are left with the burden of doing so. The FIPs’ formats
are fairly easy to follow, and many federal agencies use them. Any
guidelines similar to those described above would be useful to any lo-
cal policy committee.

V. CONCLUSION

The goal of any local drafting committee is to craft a policy that
will adhere to constitutional principles while still maintaining a local
flavor that will satisfy its constituencies, including parents and stu-
dents. Congress has proved frustratingly unable to come up with a
coherent package of informational privacy for schoolchildren but has
legislated a minefield of requirements that a local educational agency
ignores at its peril. As a result, local schools must learn to tread the
middle ground to comply with federal mandates and salvage their fed-
eral funding while still complying with their duties under the
Constitution.

In the alternative, many school administrators are simply ignorant
of their duties and/or are i1gnorant of student informational privacy
rights. Either way, bad law and good intentions can be a toxic combi-
nation. Coming up with a local privacy policy forces a local educa-
tional agency to educate itself about those duties and rnights. This lex-
praxis that simplifies that process should assist them in reaching
their appropriate objectives.

327. In matters relating to unlawful disclosure by third parties, an educational agency
18 clearly not in a position to impose fines on third parties so recourse to the
courts might be the best bet, for both the educational agency and the students.
Students in particular might avail themselves of traditional avenues for striking
the use of improperly disclosed education records in response to legal orders and
subpoenas.
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