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 The table below shows the numbers of IP address and hosts that will be used for 

each college at the university.   

 

 

Table 2 IP address used in the University 

 

 The design will need 13 Cisco routers, 100 switches, three computer servers, 20  

access points, one firewall device, one backup device, one rack, 50 boxes of twisted pair 

cable,  150 boxes of RJ 45 connectors and approximately 5000 terminals. 
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  The table below shows the equipment, quality, number of the device, price for 

each device, the price of quantity, and the total price of all quantity of equipment. All 

prices are taken from the Amazon website 

 

Equipment Quality Numbers Price for 

each 

The price 

of quantity 

IP address 192.168.0.0  

255.255.224.0 

8190 $8 

$65,520  

Router Cisco Systems Gigabit Dual WAN 

VPN 14 Port Router (RV325K9NA) 

13 $229 

$2,977  

Switches Cisco SF200-48 SLM248GT-NA 48 

10/100 Port 2 Combo Mini-GBIC 

Smart Switch 

100 $205 

$20,500  

Access 

point  

Cisco Aironet 340 Series 11Mbps 

Wireless LAN Access Point (Capt 

Antennas) 

20 $60 

$1,200 

Servers PREGDD-APLNC-K917 1 $ 16999.00 $16,999 

Rack 22U Network Server Rack Cabinet 1 $ 537 $537 

Cable  1,000 ft bulk Cat5e Ethernet Cable / 

Wire UTP Pull Box 1,000ft Cat-5e 

Style Grey ~ VIVO (CABLE-V001) 

50 $ 41 

$2,050 

RJ-45 Cybertech Cat6, Cat5e crimp 

connectors pack of 100 

150 box $ 9 

$1,350 

Firewall ASA5505-SEC-BUN-K9 and 

unlimited users18 

 

1 $ 645 

$645 

Total price of all quantity of equipment’s $111,778 

 
Table 3 Shows price of devices used in the network 

 

                                                      
17 http://itprice.com/cisco-gpl/PREGDD-APLNC-K9 
18 http://www.cisco.com/c/en/us/support/security/asa-5505-adaptive-security-
appliance/model.html 
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Information will not pass through the router to outside the network until the router is 

configured as a static route. The figure below shows the static route configuration. 

 

Figure 22 Static route configuration 

 
  The router is an essential device on the network. It manages the IP address of the 

computers and also controls all computers connected to it. The information inside the 

router is very significant. Router is encrypted with a password request which is 

paramount because it must always be secured in order to prevent unauthorized access. 

The first step to configuring the password on the router is by using Enable Password 

command, then inputting the desired password thereafter. However, this password is not 

yet encrypted. To encrypt the password, the Enable Secret command is entered with the 
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password key. This command will provide encryption for the password. The figures 

below show how to create and encrypt the password. 

 

        

Figure 23 Create password on a router 

 

  This password must be encrypted by using the service password-encryption 

command. According to “Implementing Cisco IP routing (ROUTE) foundation learning 

guide: foundation learning for the ROUTE 642-902 exam” by Teare, “If you configure 

the service password-encryption command, the key string will be stored and displayed in 

an encrypted form; when it is displayed, there will be an encryption-type of 7 specified 

before the encrypted key string.” ( Teare 148)25 

Also, there are many ports in the router. A password must secure all the ports, and that 

password must also be encrypted.  One of these ports is named Console port. The 

following commands show how to protect the console port by password. 

                                                      
25 Teare, Diane. Implementing Cisco IP Routing (ROUTE) Foundation Learning Guide: 

Foundation learning for the ROUTE 642-902 exam. Pearson Education, 2010. 
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Router# Configuration terminal 

Router(config)# line console 0 

Router(config-line)# password cisco 

Router(config-line)# login 

Router(config-line)# exit 

 Furthermore, the router has another port called VTY port, which stands for Virtual 

Teletype. This port is a standard name for telnet and SSH connection. The range of VTY 

port starts from 5 to 1000. Five initial ports i.e. port 0 – 4, are enabled for VTYs 

connections. The following commands show how to protect the VTY port by password.    

Router(config)# line vty 0 4  

Router(config-line)# password cisco 

Router(config-line)# login  

Router(config-line)# exit 

  The auxiliary port also needs password protection. The Auxiliary port is the 

remote access to the router. According to the article “Cisco router configuration” by 

Leinwand, “These modems may be either integrated into the product, as with the Cisco 

AS5200 AccessServer and 3600 routers, or attached externally, as with the 2511 

AccessServer and the auxiliary port of most Cisco routers. Figure 4-9 shows a typical 

dial-up scenario for a remote workstation user accessing a network via an access server 
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with external modems."26. The auxiliary port on this model must also be protected; the 

following commands will enable that: 

Router(config)# line aux 0   

Router(config-line)# password cisco 

Router(config-line)# login  

Router(config-line) # exit 

7.4 NAT System 

 NAT is the last router device in the local area network that is directly connected to 

the external networks (Internet). NAT stands for Network Address Translation. It is a 

software tool that translates numerous private IP addresses from the LAN to one public 

IP address that is required for access to the Internetwork (Internet or WAN: Wide Area 

Network).  According to Srisuresh, Pyda, and Matt Holdrege “Traditionally, NAT 

devices are used to connect an isolated address realm with private unregistered addresses 

to an external realm with globally unique registered addresses.”27(1). This allows a single 

public IP address to be used for multiple hosts within a LAN, thus saving precious public 

IP addresses.  It is NAT that has allowed IPv4 to operate beyond the end of its normal 

address range. A NAT router is a good example of the virtualization of Internet Protocol 

(IP) addresses. It also decreases the number of IP addresses for any network.  NAT 

operates at the Transport Layer in OSI Model.   

                                                      
26 Leinwand, Allan, Bruce Pinsky, and Mark Culpepper. Cisco router configuration. 

Cisco Press, 1998. 
27 Srisuresh, Pyda, and Matt Holdrege. "IP network address translator (NAT) terminology 

and considerations." (1999).  
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 The NAT router has a table for saving IP addresses and port numbers. When the 

host in the local area network requests data from the Internet and has an IP address such 

as 12.13.14.15, the IP address of the host will be saved in that NAT table with a port 

number such as Port 51383. Then NAT changes that IP address to the public IP address 

such as 20.19.18.17, with the same port number. When data comes back from the 

Internet, NAT will return the IP address from public with the port number 

(20.19.18.17:51383) to the private address and port number combination that requested 

the data, such as 12.13.14.15:51383. This operation makes information arrive safely to 

the exact host which requested the information from the Internet. This process is named 

Port Address Translation (PAT).  

 NAT also helps improve the security of the network by adding an additional layer 

between intruders and hosts. This is because the external users of the local network 

cannot see the private IP addresses inside the local network.  Instead, it only sees one IP 

address which is public. Each computer inside the network has its own IP address which 

allows each host to see the other hosts. Thanks to NAT, it is possible to conserve the 

supply of ‘public’ IP addresses.  

 NAT configuration can be classified as Static NAT, Dynamic NAT, and PAT NAT. 

Static NAT uses one-to-one address mapping. It also gives each host an IP address. While 

dynamic NAT uses many-to-many address mapping, it still also uses one-to-one 

addressing as well.  Dynamic NAT gives each host a unique IP address. NAT PAT uses 

many-to-one address mapping where all hosts on the local network get only one IP 
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address from the NAT router. For this design, NAT PAT will be utilized. The 

configuration for NAT PAT will be as follows: 

Nat inside local network 

Router (config) # interface fa0/0 

Router (config-if) # ip nat inside 

Router (config-if) # exit 

Nat outside local network 

Router (config) # interface fa0/1 

Router (config-if) # ip nat outside 

Router (config-if) # exit 

Translated network  

Router (config) #  ip access-list standard clint-list 

Router (config-std-nacl) # 192.168.0.0 0.0.31.255 

Nat overload 

Router (config) # ip nat inside source list clint-list interface fastethernet0/1 overload 

7.5 Wireless Access Point  

  An access point is a wireless service device used for networks. Wireless access 

point service plays a significant role in this design and is very important for educational 

institutions. The universities must have a wireless network available. This is because it is 

an important part of communication in education. Students, staff, and faculty make use of 

wireless services such as the Internet for their laptops, printers, tablets, and smartphones, 

in a bid to support effective learning and better communication. Also, wireless service 
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has many advantages in a university setting. One of this is the low-cost effectiveness, and 

another is the very broad coverage area of service it offers. “According to Swett (2002), 

more than 90% of public universities and 80% of private universities in the US have 

some level of mobile wireless technologies, such as mobile wireless devices and 

networks. One such institution is Louisiana State University (LSU), which implemented 

Cisco CTE 1400, an application enabling the transformation of the web page into a 

format appropriate for mobile wireless devices."28. The access point device must be 

connected to the router by cable, as shown in the figure below.  

 

Figure 24 Access point connected with the router 

                                                      
28  Kim, Sang Hyun, Clif Mims, and Kerry P. Holmes. "An introduction to current trends 

and benefits of mobile wireless technology use in higher education." AACE journal 14.1 

(2006): 77-100. 
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  For this configuration, access point device is connected to the router. This 

network configuration will also make use of classless class B. The IP address for 

fastEthernet0/0 line in the router is 192.168.12.1, and fastEthernet0/1 is 193.168.12.1. 

The subnet address is 255.255.224.0 because classless class B will be used for this 

design. The figure below shows the configuration of the router.   

 

Figure 25 configuration IP addresses in the router 

 

  The Access point devices connect to the router directly. Each access point device 

is placed in an area to distribute the internet for that particular area. The configuration of 

the access point is very easy. The first step in the configuration of an access point is 

inserting the access point name to know which access point is to be used. The name 

entered in the SSID field is used to identify the network, as shown in the figure below.           
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Figure 26 Configuration Access point 

 

  After that, each access point must be protected by password and also have 

encryption enabled. The key prevents an unauthorized user from connecting to the 

network. They will use their laptops or any smart devices to connect to the access point 

by changing their configuration settings. For example, to connect a laptop computer to 

the access point, the SSID of the laptop must be changed to the same SSID of the access 

point. Then put IP address for each computer on the same network, or to the same 

network used to connect the access point to it. The router IP is 192.169.12.1, while 
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computer IP address is 192.168.0.118. The image below shows the configuration IP 

address of one of the laptop computer. 

 

Figure 27 Configuration IP address of a laptop computer connect to the access point 

 

7.6 Servers 

  The term server refers to a device or a computer program that supports other 

devices or programs which are called clients. This is known as the client-server model; 

one server can support many clients and can give different functionalities or 

characteristics to different clients.  

  The cost of purchasing many servers is very high, and institutions in developing 

countries cannot afford such high-priced systems. According to Jan, “The server is 
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usually the most expensive computer on the network.”29 (26). As a result, few servers 

will be used for this project’s network design.  The few servers that will be used in this 

project are DHCP server and DNS server. 

7.6.1 DHCP Server 

  Dynamic Host Configuration Protocol (DHCP) server will be connected to the 

switch device in order to connect to many computers. Each computer that is connected to 

the network needs an IP address. The DHCP will distribute the IP address to each 

computer (see page 39). Cisco DHCP server is used because it is easy to configure the 

DHCP device using packet tracer simulation program, as shown below in figure below.  

           
 

Figure 28 DHCP device configuration 

 
 

  After configuring DHCP server, all hosts on the local area must change the IP 

configuration option from static to DHCP to get the IP address automatically. The figure 

18 shows how a computer gets IP address from DHCP server. 

                                                      
29 Idel page 11. 
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7.6.2 DNS Server  

  The Domain Name System (DNS) is a server service that maps a domain name to 

IP addresses. DNS server translates a domain name to the IP address. IP address contains 

32 bit. Since people cannot easily memorize all numbers of IP addresses, it is easier for 

them to memorize domain names of IP addresses. For instance, it is easier to memorize 

“www.Cisco.com” website, but difficult to memorize the IP address “72.163.4.161” for 

requesting Cisco site. It is easy for a computer to understand numbers, and in reverse to a 

human who prefers text to the numbers. For example, when a user requests 

“www.Cisco.com” page, the computer host does not understand the request 

“www.Cisco.com .“ The Computer needs to know the IP address of “www.Cisco.com” 

site. The Computer host will send a request to the DNS servers to request the IP address 

of the Cisco site.  The DNS server will then translate “www.Cisco.com” to 

“72.163.4.161”. With this, the computer host can get information from the Cisco site.  

  If a network does not have DNS servers, making use of computers in surfing the 

internet will be complicated. Humans have to memorize all IP address, or must make a 

note for each IP address. Without DNS servers, the internet will be very much complex 

or nearly impossible to use. 

  The DNS server will be connected to the switch then to the router. The IP address 

for the DNS server must be static, and IP address used is 199.8.8.8. The configuration of 

the DNS server is shown in the figure below.   
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Figure 29 DNA configuration 

 
 DNS can be obtained from any personal computer. The figure below shows 

“www.google.com”  DNS obtained from a personal computer. 

http://www.google.com/
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Figure 30 Check DNS from a personal computer 

 
8. Expectations and Ongoing Challenges, Options, And Possible Future Evolution 

  An operating network will face challenges over its lifespan. One big challenge 

this design will face is economy problems. This is because a key requirement has been 

cost on making reduction suitable for developing countries. As a result, robust materials 

and less numbers of complex devices such as servers will be used. If there are 

improvements in the economy later in the future, the network materials and a number of 

devices used will be upgraded or extended. For example, in the future, more servers can 

be added to the already existing three servers as a form of system-wide upgrade. 

Furthermore, more than one backup device can also be added to save the network’s data.  
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  Accordingly, it is necessary to include room for future development plans. For 

instance, this project’s network design has an extra number of IP addresses for the future. 

The network needs 5075 hosts while it has 8190 hosts. In the future, the universities in 

developing countries can connect 3115 additional hosts which can be included without 

exhausting available and IP address.  

A number of issues and scenarios that should be considered.   

8.1 Quality of Devices  

   The quality of the network device is vital for the network. When the device has 

good quality, the number of issues in the network will be reduced. Cisco company is 

known for their good quality network devices. According to Cisco website “With Cisco 

network systems, intelligent network services, such as quality of service (QoS) and 

encryption, are consistently supported and preserved across the entire network, enabling 

the same secure, high-quality service delivery regardless of whether the user is at 

headquarters or in a local branch.” As a result, all devices used for this research are Cisco 

devices, such as routers, switches, access point, servicers, and firewall. One reason for 

patronizing Cisco devices is for the high protection service that its devices provides, 

which will be of high relevance to important information of the University. It is important 

for a network to continue working all the time and should never stop for any reason. A 

network failure can cause a disruption of academic activities. All staff, professors, and 

students need the network most of the time. For example, if a network stops for any 

reason, the students cannot submit their assignments, exams can be halted, and every 

other student academic activities that make use of the network will be stopped. Also, 
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professors will not be able to attend online class sessions until the network starts working 

again. Cisco devices are very strong at withstanding such network failures. Therefore, 

using Cisco devices will minimize possible network failures for this project’s network 

implementation. 

8.2 Backup 

 As a form of best practice, organizations and companies always place Backup 

server offsite. A backup system is a mechanism for storing data in the network, allowing 

restoration and recovery if needed. Those data in the backup are updated periodically 

depending on how the backup schedule is configured. The data stored in this platform are 

very important and must be protected from any loss. To protect these data, more than one 

backup server is strongly preferred, and the location of the backup server must be far 

away from the location of the original data. However, the cost will be high when the 

backup device is placed in another location. If a budget allows, more than one backup 

server devices and the backup server will be placed in other continents, separate from the 

location of the local area. As an extreme example, if the local area network is in the 

Asian continent, the backup device can be placed in another continent such as the North 

or South America continent, or the Australian continent. This is because if natural 

disasters such as earthquakes, floods, hurricane, volcanoes, etc. occur in the location of 

the local network, the backup data will not be affected since its location is far away from 

the disaster. 

8.3 Evolution/ Optional Additions 

 Budget plays a significant role in the design of the network in terms of quality, 



 67 

device selection, and network security. The budget for this network design is limited (see 

page 5). When the budget is limited for designing the network, the designer must utilize 

specific devices that the available budget can afford. Therefore, if the budget is high, 

devices that will be used includes optical fibers, firewalls, backup devices two networks 

for security and many servers.  

8.3.1 Optical Fiber  

 Optical fiber cable is a medium for transferring information. This kind of cable is 

more expensive than other cable types, less noisy than twisted pair cable, faster, and 

mostly used for long distance transmissions. According to the “However, from around 

2005, we began to develop the continuous extrusion method in earnest, and by 2008 

succeeded in 40-Gb transmission. This was the world’s fastest transmission speed, 

surpassing the GI-type silica optical fiber. We achieved these results through joint 

research with Asahi Glass.”30( Koike XI) Optical fiber require a special fiber optic 

technician for fixing any issue facing the cable. Since universities in developing countries 

have a limited budget, they cannot afford to use this cable. However, if these universities 

have a good budget plan, optical fibers will be their best bet due to its high qualities.   

8.3.2 Firewall  

 Budget impacts greatly on the security of a network. If the budget is favorable, two 

firewalls devices will be used and placed between LAN and WAN. This is because if one 

of the firewalls breaks down, the other one will continue to work without affecting the 

network. However, making use of two firewalls requires special timing configuration in 

                                                      
30 Koike, Yasuhiro. Fundamentals of Plastic Optical Fibers, Wiley-VCH, DE, 

2015;2014;. 



 68 

the OS because each firewall works differently in a timely manner. For example, when 

two Firewall is connected, one of them must function as spare. There are two ways to 

connecting two firewalls. The first one works automatically. This kind of connection is 

named Active-Active. When the first firewall breaks down, the OS automatically gives 

notification to the second or spare firewall to start working in replacement of the first 

firewall. Also, According to Jiang, Dongyi, et al. “Techniques are described to enable 

two or more layer two (L2) firewall devices to be configured as a high availability (HA) 

cluster in an active-active configuration.”31 (1). Thus, high availability (HA) involves the 

configuration of connecting two firewall devices together. 

  The second way for connecting two firewall devices is called Active-Standby. This 

sort of connection is less expensive than the first one. When the firewall breaks down in 

this connection, a technician manually replaces the failed firewall, and switches to the 

second(spare) firewall.   

8.3.3 Servers 

 All networks need servers in order to provide a range of functionality. A server is a 

host whose work involves providing services to other computers. The servers used in this 

research project are DHCP servers and DNS server. If budget permits, this network can 

be expanded to include many additional servers such as Mail Server, Application Server, 

Server Platforms, Web Server, Real-Time Communication Server, FTP Server, 

Collaboration Server, Open Source Server, Virtual Server, List Server, and Telnet Server. 

Each of these servers serves the hosts on the local area network in different ways, 

                                                      
31 Jiang, Dongyi, et al. "Layer two firewall with active-active high availability support." 

U.S. Patent No. 7,941,837. 10 May 2011. 
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depending on the kind of servers. For instance, Web servers manage and serves web 

browsers for the clients. It loads data from disk and serves that data to the user’s web 

browser. The main function of the web server involves storing, processing and 

transferring web pages to the users.  Without the web server, internet security becomes 

vulnerable. This is because web server provides some security and reliability to the 

network. 

8.3.4 Backup32 

8.3.5 Two Networks for Security 

 Less budget affects the security of the network. If budget allows for designing the 

network, two separate networks can be used. One network for network devices inside the 

university such as public computers, and another network for wireless devices such as 

personal laptops and smart phones. 

  The network devices inside the university can be secured by using antivirus and 

automatic cleaning and re-imaging software.  The automatic cleaning and re-imaging 

software prevents computer devices from saving virus in their storage. When a user uses 

a computer device and then store some information or install any program on it, the 

information stored or installed program will be gone after the computer device is 

restarted. This is because automatic cleaning and re-imaging software will remove any 

new installed programs and files that may or may not contain virus saved on that 

computer. Therefore making use of the automatic cleaning and re-imaging software will 

ensure that network devices inside the university are well protected.  

                                                      
32 See page 5 in this chapter (7.3 Backup Server- offsite backup/disaster recovery) 
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  The second network which is the wireless network will be an individual network. 

This network must have public IP address different from the network inside the 

university, and must not have any connection with the devices inside the University. It 

must have different servers, NAT, routers, etc. In other words, the wireless network will 

be an independent network. When a user uses their own device with the network and may 

have a virus on their device, it will not affect the network inside the university. As a 

result, the network will be more secure. 

  The wireless devices is very tough to secure.  This is because each user has its 

own device that may contain a virus, especially when they make use of the network. As 

an illustration, when a user connects to the network, the virus will pass from the user’s 

device to the network, and can cause traffic to that network. Consequently, when budget 

allows, it is a good idea to separate the network into two networks: physical network 

connection and wireless network connection.  

9. Conclusion  

This project has proven that a standard network system can be designed with 

less cost. Although we used the cheapest devices in designing the network, the security of 

this network turned out to be very strong. This is because the firewall and backup devices 

used in this network are of good quality.  

All networks need many servers for doing their work. For this research, we did 

not use all servers because of cost, but we used some important servers such as DNS and 

DHCP. These servers help the network to perform their functions in a smooth way.  



 71 

It can be seen in this research that various costs were minimized in order to 

maximize the quality of the designed network. Although there may have been some 

challenges in this project due to some financial constraints, at the end our aim was 

achieved by designing a network for developing countries with minimal cost. For 

example, we made use of some cheap devices for the network security, but the most 

interesting part is that, at the end of the day, all challenges and constraints were 

overcome. 

This research has also demonstrated that economy problems of a country cannot 

hinder the success of a technological invention. Many developing countries who aspire 

to be in the same technological league as the developed countries, will be very hopeful. 

This is because this project has deeply provided a way to adopt a cheap and effective 

solution to designing a standard network, especially when a budget is not favorable. 

Lastly, as cheap and effective as the methods of designing a network in this 

research are, it is not limited to only developing countries. Developed countries that are 

trying to cut cost in any of their network design projects can also adopt the methods 

used in this research. 

9.1 Summary 

In this network design, an integrated network design for universities in the 

developing countries has been presented. This network design is composed of many 

sections. First, we started to explain the design constraints. Many universities in the 

developing countries are eager to design a network that meets standards of developed 
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countries but has always been faced with cost implementation barrier. Secondly, this 

design accounts for challenges that will be faced when designing network in developing 

countries due to the lack of a rich economy like developed countries. Another challenge 

that developing countries have is equipment availability, requiring careful selection of 

components. Also, security is an important section in this network design. Strong security 

solutions are detailed including as firewall, backup, virtual switch and DNS server 

options. This configuration includes some software applications, such as antivirus, 

password, and encrypted passwords.  

This design allows for future expansion, as universities using this design can 

connect 3115 additional hosts, allowing for per host costs, like cabling. The additional 

hosts can be included without exhausting the available IP address. Also, if there are high 

budget, they can develop the network system to become more powerful, have a high level 

of security and many servers can be added to the network. 

Lastly, as cheap and effective as the methods of designing a network in this 

research are, it is not limited to only developing countries. Developed countries that are 

trying to cut cost in any of their network design projects can also adopt the methods used 

in this network design. 
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